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1. Introduction
The conclusion in TR 29.844 on restoration should be covered in stage 3
2. Reason for Change
TR 29.844 concluded on restoration procedures, this requires to the SGW-C to instruct the SGW-U to forward all GTP-U PDUs for which it does not have a matching PDR to the SGW-C and also the possibility to the SGW-U to discard packets
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.244 1.1.0.
* * * First Change * * * *

5.3.1
General

Forwarding of user plane data between the CP and UP functions may take place as part of the following scenarios (see 3GPP TS 23.214 [2]).

Table 5.3.1-1: Data forwarding scenarios between the CP and UP functions

	
	Scenario description
	Data forwarding direction
	Applicable to

	1
	Forwarding of user-plane packets between the UE and the CP function. 
	UP to CP function

CP to UP function
	PGW

	2
	Forwarding of packets between the CP function and the external PDN / Sgi. 
	UP to CP function

CP to UP function
	PGW

	3
	Forwarding of packets subject to buffering in the CP function.
	UP to CP function

CP to UP function
	SGW

	4
	Forwarding of End Marker Packets constructed by the CP function to a downstream node.
	CP to UP function
	SGW, PGW



User plane packets shall be forwarded between the CP and UP functions by encapsulating the user plane packets using GTP-U encapsulation (see 3GPP TS 29.281 [3]). 

For forwarding data from the UP function to the CP function, the CP function shall configure PDR(s) per Sx session context, with the PDI identifying the user plane traffic to forward to the CP function and with a FAR set with the Destination Interface "CP function side" and set to perform GTP-U encapsulation and to forward the packets to a GTP-u F-TEID uniquely assigned in the CP function per Sx session and PDR. The CP function shall then identify the PDN connection and the bearer to which the forwarded data belongs by the F-TEID in the header of the encapsulating GTP-U packet.

For forwarding data from the CP function to the UP function, the CP function shall configure one or more PDR(s) per Sx session context, with the PDI set with the Source Interface "CP function side" and identifying the GTP-u F-TEID uniquely assigned in the UP function per PDR, and with a FAR set to perform GTP-U decapsulation and to forward the packets to the intended destination. URRs and QERs may also be configured.

Editor's note:
It is FFS whether a mechanism is required to ensure that the DL data buffered in the CP function are delivered to the UE by the SGW-U before any downlink data packet newly received over S5/S8.

Sx session contexts may correspond to individual PDN connections, TDF sessions, or standalone sessions not tied to any PDN connection or TDF session used e.g. for forwarding RADIUS, Diameter or DHCP signalling between the PGW-C and the PDN or for forwarding End Marker packets from the PGW-C or SGW-C to a downstream SGW-U or eNodeB. 

The CP function may establish one Sx-u tunnel per:

-
 bearer of PDN connection e.g. for the data forwarding scenarios 1 and 3;

-
 UP function or PDN e.g. for the data forwarding scenario 2 and 4.

* * * Next Change * * * *

6.2.2.1
General 

Two messages are specified for PFCP heartbeat procedure: Heartbeat Request and Heartbeat Response.


* * * Next Change * * * *

6.2.6.2.1
CP Function behaviour

The CP function initiates the Sx Association Setup procedure to request to setup an Sx association towards a UP function prior to establishing a first Sx session on this UP function.

The CP function:

-
shall send the Sx Association Setup Request with the Node ID of the CP function; 

-
should include the list of optional features the CP function supports which may affect the UP function behaviour, if any; 
-
shall include recovery information stored for the UP if any.
Editor's Note:
Possible additions are FFS.

The CP function shall only initiate Sx Session related signalling procedures toward a UP function after it receives the Sx Association Setup Response with a successful cause from this UP function. 
The CP function may determine the Sx profile(s) the UP function supports (i.e. Sxa, Sxb, Sxc and/or combined Sxa/Sxb) via the Sx Profile IE received in the Sx Association Setup Response or by other means (e.g. DNS or local configuration).
* * * Next Change * * * *

6.2.6.2.2
UP Function behaviour

When receiving an Sx Association Setup Request, the UP function:

-
if the request is accepted:

-
shall store the Node ID of the CP function as the identifier of the Sx association;
-
shall store recovery information and shall use them as specified in 3GPP TS 23.007 [24]
-
shall send an Sx Association Setup Response with a successful cause, including the information about the Sx profile(s) it supports (i.e. Sxa, Sxb, Sxc and/or combined Sxa/Sxb), all supported optional features in the UP functionand optionally including the available user plane resources, e.g. IP address(es) or F-TEID range;
-
shall send an Sx Version Not Supported Response if the PFCP header of the request indicates a PFCP protocol version that is not supported by the UP function; 

-
otherwise, shall send an Sx Association Setup Response with an appropriate error cause if the request is rejected.

Editor's Note:
Possible additions are FFS.

* * * Next Change * * * *

6.2.6.3.1
UP Function behaviour

The UP function initiates the Sx Association Setup procedure to request to setup an Sx association towards a CP function. The UP function is configured with a set of CP functions to which it shall establish an Sx association.
The UP function shall send the Sx Association Setup Request including:

-
the Node ID of the UP function; 

-
the information about the Sx profile(s) it supports (i.e. Sxa, Sxb, Sxc and/or combined Sxa/Sxb), all supported optional features in the UP function and optionally including the available user plane resources, e.g. IP address(es) or F-TEID range. 

Editor's Note:
Possible additions are FFS.

When receiving an Sx Association Setup Response, the UP function:
-
shall store recovery information and shall use them as specified in 3GPP TS 23.007 [24]
* * * Next Change * * * *

6.2.6.3.2
CP Function behaviour

When receiving an Sx Association Setup Request, the CP function:

-
if the request is accepted:

-
shall store the Node ID of the UP function as the identifier of the Sx association;

-
should include the list of optional features the CP function supports which may affect the UP function behaviour, if any; 

-
shall include recovery information stored for the UP if any;
-
shall send an Sx Version Not Supported Response if the PFCP header of the request indicates a PFCP protocol version that is not supported by the CP function; 

-
otherwise, shall send an Sx Association Setup Response with an appropriate error cause if the request is rejected.

Editor's Note:
Possible additions are FFS.

The CP function shall only initiate Sx Session related signalling procedures toward a UP function after it has sent the Sx Association Setup Response with a successful cause to the UP function. 
The CP function may determine the Sx profile(s) the UP function supports (i.e. Sxa, Sxb, Sxc and/or combined Sxa/Sxb) via the Sx Profile IE received in the Sx Association Setup Request or by other means (e.g. DNS or local configuration). 
* * * Next Change * * * *

7.4.4.1
Sx Association Setup Request

Table 7.4.4.1-1: Information Elements in a Sx Association Setup Request
	Information elements
	P
	Condition / Comment
	IE Type

	Node ID
	M
	This IE shall contain the node identity of the originating node of the message.
	Node ID

	Sx Profile
	C
	This IE shall be included in an Sx Association Setup initiated by the UP function. 

When present, this IE shall indicate the Sx profile(s) the UP function supports (i.e. Sxa, Sxb, Sxc and/or combined Sxa/Sxb).
	Sx Profile

	UP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the UP function.
	UP Function Features

	CP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the CP function.
	CP Function Features

	Recovery information
	C
	This IE shall be included by the CP function if the association establishment is performed after a UP restart and recovery information is stored for that UP function and the CP function supports restoration procedures. See Table 7.4.4.1-x.
	Recovery


Table 7.4.4.1-x: Recovery IE within Sx Session Establishment
	Octet 1 and 2
	
	Recovery IE Type = x (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	F-TEID
	C
	This IE shall be included if F-TEID allocation is performed in the UP function and F-TEIDs allocated by the UP function are stored in the CP function.
	X
	X
	-
	F-TEID


* * * Next Change * * * *

7.4.4.2
Sx Association Setup Response
Table 7.4.4.2-1: Information Elements in a Sx Association Setup Response
	Information elements
	P
	Condition / Comment
	IE Type

	Cause
	M
	
	Cause

	Node ID
	M
	This IE shall contain the Node identity of the originating node of the message.
	Node ID

	Sx Profile
	C
	This IE shall be included in an Sx Association Setup initiated by the CP function. 

When present, this IE shall indicate the Sx profile(s) the UP function supports (i.e. Sxa, Sxb, Sxc and/or combined Sxa/Sxb).
	Sx Profile

	UP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the UP function.
	UP Function Features

	CP Function Features
	O
	If present this IE shall indicate the supported Features when the sending node is the CP function.
	CP Function Features

	Recovery information
	C
	This IE shall be included by the CP function if the association establishment is performed after a UP restart and recovery information is stored for that UP and the CP function supports restoration procedures.. See Table 7.4.4.1-x.
	Recovery


* * * Next Change * * * *

7.5.8.2
Downlink Data Report IE within Sx Session Report Request
The Downlink Data Report grouped IE shall be encoded as shown in Figure 7.5.8.2-1.
Table 7.5.8.2-1: Downlink Data Report IE within Sx Session Report Request 

	Octet 1 and 2
	
	Downlink Data Report IE Type = 83 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	

	PDR ID
	M
	This IE shall identify the PDR for which downlink data packets have been received at the UP function. 

More than one IE with this type may be included to represent multiple PDRs having received downlink data packets.
	X
	-
	-
	PDR ID

	Downlink Data Service Information
	C
	This IE shall be included for an Sx session with an IP PDN type, if the UP function supports the Paging Policy Differentiation feature (see subclause 4.9 of 3GPP TS 23.401 [14]). 

When present, for each PDR and for each packet that triggers a Downlink Data Notification, the UP function shall copy, into the Paging Policy Indication value within this IE, the value of the DSCP in TOS (IPv4) or TC (IPv6) information received in the IP payload of the GTP-U packet from the PGW (see IETF RFC 2474 [13]).

One IE with this type shall be included per PDR ID reported in the message. When multiple PDR ID IEs are present in the message, the Downlink Data Service Information IEs shall be reported according to the order of the PDR ID IEs.
	X
	-
	-
	Downlink Data Service Information

	Target F-TEID
	C
	This IE shall be included if the target F-TEID of a GTP-U PDU needs to be reported to the SGW-C (e.g. when the F-TEID in the GTP-U PDU header only matches the session with the wild carded F-TEID).
	X
	-
	-
	F-TEID


* * * Next Change * * * *

8.1.2
Information Element Types

A PFCP message may contain several IEs. In order to have forward compatible type definitions for the PFCP IEs, all of them shall be TLV (Type, Length, Value) coded. PFCP IE type values are specified in the Table 8.1.2-1. The last column of this table indicates whether the IE is:

-
Fixed Length: the IE has a fixed set of fields, and a fixed number of octets.

-
Variable Length: the IE has a fixed set of fields, and has a variable number of octets.
For example, the last octets may be numbered similar to "5 to (n+4)". In this example, if the value of the length field, n, is 0, then the last field is not present.

-
Extendable: the IE has a variable number of fields, and has a variable number of octets.
The last fields are typically specified with the statement: "These octet(s) is/are present only if explicitly specified". The legacy receiving entity shall ignore the unknown octets.
An IE of any of the above types may have a null length as specified in subclause 5.6.3. This shall not be considered as an error by the receiving PFCP entity.
In order to improve the efficiency of troubleshooting, it is recommended that the IEs should be arranged in the signalling messages as well as in the grouped IEs, according to the order the IEs are listed in the message definition table or grouped IE definition table in section 7. However the receiving entity shall be prepared to handle the messages with IEs in any order.

Within IEs, certain fields may be described as spare. These bits shall be transmitted with the value set to 0. To allow for future features, the receiver shall not evaluate these bits. 

Table 8.1.2-1: Information Element Types 

	IE Type value

(Decimal)
	Information elements
	Comment / Reference
	Number of Fixed Octets

	0
	Reserved
	
	

	1
	Create PDR
	Extendable / Table 7.5.2.2-1
	Not Applicable

	2
	PDI
	Extendable / Table 7.5.2.2-2
	Not Applicable

	3
	Create FAR
	Extendable / Table 7.5.2.3-1
	Not Applicable

	4
	Forwarding Parameters
	Extendable / Table 7.5.2.3-2
	Not Applicable

	5
	Additional Forwarding Parameters
	Extendable / Table 7.5.2.3-3
	Not Applicable

	6
	Create URR
	Extendable / Table 7.5.2.4-1
	Not Applicable

	7
	Create QER
	Extendable /Table 7.5.2.5-1
	Not Applicable

	8
	Created PDR
	Extendable / Table 7.5.3.2-1
	Not Applicable

	9
	Update PDR
	Extendable / Table 7.5.4.2-1
	Not Applicable

	10
	Update FAR
	Extendable / Table 7.5.4.3-1
	Not Applicable

	11
	Update Forwarding Parameters
	Extendable / Table 7.5.4.3-2
	Not Applicable

	12
	Update BAR (Sx Session Report Response)
	Extendable / Table 7.5.9.2-1 
	Not Applicable

	13
	Update URR
	Extendable / Table 7.5.4.4
	Not Applicable

	14
	Update QER
	Extendable / Table 7.5.4.5
	Not Applicable

	15
	Remove PDR
	Extendable / Table 7.5.4.6
	Not Applicable

	16
	Remove FAR
	Extendable / Table 7.5.4.7
	Not Applicable

	17
	Remove URR
	Extendable / Table 7.5.4.8
	Not Applicable

	18
	Remove QER
	Extendable / Table 7.5.4.9
	Not Applicable

	19
	Cause
	Fixed / Subclause 8.2.1
	2

	20
	Source Interface
	Extendable / Subclause 8.2.2
	1

	21
	F-TEID
	Extendable / Subclause 8.2.3
	1/9/21/25

	22
	PDN Instance
	Variable Length / Subclause 8.2.4
	Not Applicable

	23
	SDF Filter
	Extendable / Subclause 8.2.5
	2

	24
	Application ID
	Variable Length / Subclause 8.2.6
	Not Applicable

	25
	Gate Status
	Extendable / Subclause 8.2.7
	1

	26
	MBR
	Extendable / Subclause 8.2.8
	10

	27
	GBR
	Extendable / Subclause 8.2.9
	10

	28
	QER Correlation ID
	Extendable / Subclause 8.2.10
	4

	29
	Precedence
	Extendable / Subclause 8.2.11
	4

	30
	DL Transport Level Marking
	Extendable / Subclause 8.2.12
	2

	31
	Volume Threshold
	Extendable /Subclause 8.2.13
	1

	32
	Time Threshold
	Extendable /Subclause 8.2.14
	4

	33
	Monitoring Time
	Extendable /Subclause 8.2.15
	4

	34
	Subsequent Volume Threshold
	Extendable /Subclause 8.2.16
	1

	35
	Subsequent Time Threshold
	Extendable /Subclause 8.2.17
	4

	36
	Inactivity Detection Time
	Extendable /Subclause 8.2.18
	4

	37
	Reporting Triggers
	Extendable /Subclause 8.2.19
	1

	38
	Redirect Information
	Extendable /Subclause 8.2.20
	(8+a-1)-4

	39
	Report Type
	Extendable / Subclause 8.2.21
	1

	40
	Offending IE
	Fixed / subclause 8.2.22
	2

	41
	Forwarding Policy
	Extendable / Subclause 8.2.23
	

	42
	Destination Interface
	Extendable / Subclause 8.2.24
	1

	43
	UP Function Features
	Extendable / Subclause 8.2.25
	1

	44
	Apply Action
	Extendable / Subclause 8.2.26
	1

	45
	Downlink Data Service Information
	Extendable / Subclause 8.2.27
	1

	46
	Downlink Data Notification Delay
	Extendable / Subclause 8.2.28
	1

	47
	DL Buffering Duration
	Extendable / Subclause 8.2.29
	1

	48
	DL Buffering Suggested Packet Count
	Variable / Subclause 8.2.30
	Not Applicable

	49
	SxSMReq-Flags
	Extendable / Subclause 8.2.31
	1

	50
	SxSRRsp-Flags
	Extendable / Subclause 8.2.32
	1

	51
	Load Control Information
	Extendable / Table 7.5.3.3-1
	Not Applicable

	52
	Sequence Number
	Fixed Length / Subclause 8.2.33
	4

	53
	Metric
	Fixed Length / Subclause 8.2.34
	1

	54
	Overload Control Information
	Extendable / Table 7.5.3.4-1
	Not Applicable

	55
	Timer
	Extendable / Subclause 8.2 35
	1

	56
	Packet Detection Rule ID
	Extendable / Subclause 8.2 36
	2

	57
	F-SEID
	Extendable / Subclause 8.2 37
	9

	58
	Application ID's PFDs
	Extendable / Table 7.4.3.1-2
	Not Applicable

	59
	PFD context
	Extendable / Table 7.4.3.1-3
	Not Applicable

	60
	Node ID
	/ Subclause 8.2.38
	

	61
	PFD contents
	Extendable / Subclause 8.2.39
	2

	62
	Measurement Method
	Extendable / Subclause 8.2.40
	1

	63
	Usage Report Trigger
	Extendable / Subclause 8.2.41
	2

	64
	Measurement Period
	/ Subclause 8.2.42
	

	65
	Active/Inactive Rule
	/ Subclause 8.2.43
	

	66
	Volume Measurement
	/ Subclause 8.2.44
	

	67
	Duration Measurement
	/ Subclause 8.2.45
	

	68
	Application Detection Information
	Extendable / Subclause 7.5.8.3
	

	69
	Time of First Packet
	/ Subclause 8.2.46
	

	70
	Time of Last Packet
	/ Subclause 8.2.47
	

	71
	Final Inactivity Time Threshold
	/ Subclause 8.2.48
	

	72
	Dropped DL Traffic Threshold
	/ Subclause 8.2.49
	

	73
	Final Volume Threshold
	/ Subclause 8.2.50
	

	74
	Final Time Threshold
	/ Subclause 8.2.51
	

	75
	Start Time
	/ Subclause 8.2.52
	

	76
	End Time
	/ Subclause 8.2.53
	

	77
	Query URR
	Extendable / Table 7.5.4.10-1
	Not Applicable

	78
	Usage Report (in Session Modification Response)
	Extendable / Table 7.5.5.2-1
	Not Applicable

	79
	Usage Report (Session Deletion Response)
	Extendable / Table 7.5.7.2-1
	Not Applicable

	80
	Usage Report (Session Report Request)
	Extendable / Table 7.5.8.3-1
	Not Applicable

	81
	URR ID
	Extendable / Subclause 8.2.54
	4

	82
	Linked URR ID
	Extendable / Subclause 8.2.55
	4

	83
	Downlink Data Report
	Extendable / Table 7.5.8.2-1
	Not Applicable

	84
	Outer Header Creation
	Extendable / Subclause 8.2.56
	

	85
	Create BAR
	Extendable / Table 7.5.2.6-1
	Not Applicable

	86
	Update BAR (Session Modification Request)
	Extendable / Table 7.5.4.11-1
	Not Applicable

	87
	Remove BAR
	Extendable / Table 7.5.4.12-1
	Not Applicable

	88
	BAR ID
	Extendable / Subclause 8.2.57
	1

	89
	CP Function Features
	Extendable / Subclause 8.2.58
	1

	90
	Usage Information
	Extendable / Subclause 8.2.59
	1

	91
	Application Instance ID
	Variable Length / Subclause 8.2.60
	Not Applicable

	92
	Flow Information
	Extendable / Subclause 8.2.61
	4

	93
	UE IP Address
	Extendable / Subclause 8.2.62
	5

	94
	Packet Rate
	Extendable / Subclause 8.2.63
	4

	95
	Outer Header Removal
	Extendable / Subclause 8.2.64
	1

	96
	Sx Profile
	Extendable / Subclause 8.2.65
	1

	97
	DL Flow Level Marking
	Extendable / Subclause 8.2.66
	2

	98
	Header Enrichment
	Extendable / Subclause 8.2.67
	q-4

	99
	Error Indication Report
	Extendable / Table 7.5.8.4-1
	Not Applicable

	100
	Measurement Information
	Extendable / Subclause 8.2.68
	1

	X
	Recovery Information
	Extendable / Table 7.4.4.1-x
	Not Applicable

	y to 65535
	Spare. For future use.
	
	


* * * Next Change * * * *

8.2.3
F-TEID
The F-TEID IE type shall be encoded as shown in Figure 8.2.3-1. It indicates an F-TEID.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 21 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Spare
	WC
	CH
	V6
	V4
	

	
	6 to 9 
	TEID
	

	
	m to (m+3) 
	IPv4 address
	

	
	p to (p+15) 
	IPv6 address
	

	
	k to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.3-1: F-TEID

The following flags are coded within Octet 5:

-
Bit 1 – V4: If this bit is set to "1" and the CH bit is not set, then the IPv4 address field shall be present, otherwise the IPv4 address field shall not be present.

-
Bit 2 – V6: If this bit is set to "1" and the CH bit is not set, then the IPv6 address field shall be present, otherwise the IPv6 address field shall not be present.
-
Bit 3 – CH (CHOOSE): If this bit is set to "1", then the TEID, IPv4 address and IPv6 address fields shall not be present and the UP function shall assign an F-TEID with an IP4 or an IPv6 address if the V4 or V6 bit is set respectively. This bit shall only be set by the CP function.-
Bit 4 to bit 8: Spare, for future use and set to 0.
-
Bit 4 – WC (Wild Card): If this bit is set then any TEID received in combination with the IPv4 address and IPv6 address provided matching the criteria. The content of TEID field shall be ignored by the receiver.
-
Bit 5 to 8 are spare bits reserved for future use.
At least one of the V4 and V6 flags shall be set to "1", and both may be set to "1".

Octet 6 to 9 (TEID) shall be present and shall contain a GTP-U TEID, if the CH bit in octet 5 is not set. When the TEID is present, if both IPv4 and IPv6 addresses are present in the F-TEID IE, then the TEID value shall be shared by both addresses.

Octets "m to (m+3)" and/or "p to (p+15)" (IPv4 address / IPv6 address fields), if present, it shall contain the respective IP address values.

* * * Next Change * * * *

8.2.23
Forwarding Policy
The Forwarding Policy IE type shall be encoded as shown in Figure 8.2.23-1. It indicates a specific forwarding policy to apply to packets.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 41 (decimal)
	

	
	3 to 4
	Length = n
	

	
	5 
	Forwarding Policy Identifier Length
	

	
	j to k 
	Forwarding Policy Identifier
	

	
	m to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.23-1: Forwarding Policy

The Forwarding Policy Identifier Length shall indicate the length of the Forwarding Policy Identifier. 

The Forwarding Policy Identifier shall be encoded as an Octet String containing a reference to a pre-configured Forwarding Policy in the UP function, with a maximum length of 255 octets.

For restoration the SGW-U shall have a predefined Forwarding Policy to return an error indication to the originating node (the PGW, the eNodeB, the S4-SGSN, or if Direct Tunnel is established, the RNC) of the GTP-U PDU or follow the procedures specified in clause 27.2.2.5 of 3GPP TS 23.007 [24]
* * * End of Changes * * * *

