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1. Introduction
This pCR summarizes the GTP-C protocol and evaluates if it is qualified for SBA interface protocol.
2. Reason for Change
Based on the TR29.891 skeleton, this pCR is to fill in the section 6.2.2.
3. Conclusions
From the prospect of extendibility and security, GTP-C is not suitably for SBA.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.891.
* * * First Change * * * *

6.2.2.X
Solution X – GTPv2-C

6.2.2.X.1
Solution Description
GTP(GPRS Tunnelling Protocol) is a 3GPP defined protocol, it was initially defined in 3GPP R8 in TS 29.060 for the Gn interface (between GSNs within a PLMN) and Gp interface (between GSNs in different PLMNs). It includes both the GTP control plane (GTP-C) and data transfer (GTP-U) procedures.
In 2G/3G network, The GTPv1-C protocol (as defined in 3GPP TS 29.060) is the control section of the GTP standard. When a subscriber requests a PDP context, the SGSN will send a create PDP context request GTP-C message to the GGSN giving details of the subscriber's request. The GGSN will then respond with a create PDP context response GTP-C message which will either give details of the PDP context actually activated or will indicate a failure and give a reason for that failure.
In EPC, the GTPv2-C protocol was defined in 3GPP TS 29.274. It is responsible for creating, maintaining and deleting tunnels on multiple Sx interfaces. It is used for the control plane path management, tunnel management and mobility management. It also controls forwarding relocation messages; SRNS context and creating forward tunnels during inter LTE handovers.
The protocol stack of GTPv2-C is described in Figure 6.2.2-X.
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Figure 6.2.2-X: GTPv2-C stack
The message format of GTPv2-C is described in Figure 6.2.2-Y.
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Figure 6.2.2-Y: GTPv2-C message format
The characters of GTPv2-C are as follows:

-
A pure binary formatted protocol, only used in mobile network,

-
A peer-to-peer communication model, no forwarding and routing mechanism was defined,

-
UDP is applied as the transport layer, the protocol itself does not include security solution,

-
The “Sequence Number” is applied for transmission reliability, which shall be controlled and confirmed by application layer.

6.2.2.X.2
Evaluation
For the following reasons, GTPv2-C is not suitable for SBA interface protocol:

-
No native support of transport layer security mechanism, although DTLS can be applied, but it is not a popular solution;
-
Extension for new message type is limited, currently only 8 Message Type values (248 to 255) available for 5GS CP interface usage, according to section 6.1.0 of TS 29.274;
-
Do not support relay and routing mechanism.

* * * End of Changes * * * *
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