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5.11.2.3.2
e2ae security for T.38 fax over UDP/UDPTL transport
If the IMS-ALG and the IMS-AGW support e2ae security for the UDP based media using DTLS and certificate fingerprints, then for each T.38 fax media stream over UDPTL/UDP transport to be setup with e2ae security, the IMS-ALG shall:

-
include the IMS-AGW in the media path and allocate the required resources for the media stream in the IMS-AGW;

-
determine via SDP negotiation with the served UE if the IMS-AGW needs to act as DTLS client or DTLS server as specified in IETF RFC 7345 [33] and IETF draft-ietf-mmusic-dtls-sdp [81];

-
when requesting resources towards the access network:

a)
indicate to the IMS-AGW "UDP/DTLS" as transport protocol;

NOTE 1:
For IANA registry of "UDP/DTLS" see IETF draft-schwarz-mmusic-sdp-for-gw [34].

b)
send the certificate fingerprint(s) received from the served UE to the IMS-AGW; and

c)
request from the IMS-AGW the certificate fingerprint; 
-
include the certificate fingerprint received from the IMS-AGW in the SDP body it sends to the served UE; 
-
if the IMS-ALG received from the served UE an SDP offer with "a=tls-id" media-level SDP attribute (as specified in IETF draft-ietf-mmusic-dtls-sdp [81]), create a new DTLS association identity and include the "a=tls-id" SDP attribute with the new DTLS association identity in the SDP answer which the IMS-ALG sends to the served UE;
-
if the IMS-ALG sends to the served UE an SDP offer, create a new DTLS association identity and include the "a=tls-id" SDP attribute with the new DTLS association identity in the SDP offer; 
NOTE 2:
Already used certificate fingerprints can be assigned to a new DTLS association. If the IMS-AGW uses the same set of fingerprints for a new DTLS association then the IMS-ALG creates a new local "tls-id" attribute value so that the combination of the "tls-id" attribute values of the IMS-ALG and the served UE is unique across all DTLS associations that might be handled by the IMS-ALG and the served UE, as specified in IETF draft-ietf-mmusic-dtls-sdp [81].

-
request the IMS-AGW to start the DTLS session setup if the IMS-AGW needs to act as DTLS client; and
-
when requesting resources towards the core network:

a)
indicate to the IMS-AGW "UDP" as transport protocol.
For each T.38 fax media stream over UDPTL/UDP transport to be setup with e2ae security, the IMS-AGW shall:

-
be capable to support both the DTLS server and DTLS client roles;

-
upon request from the IMS-ALG, act as DTLS client and start DTLS session establishment;

-
upon request from the IMS-ALG, select an own certificate for the T.38 fax media stream, uniquely associate its own certificate with the media stream, and send the fingerprint of the own certificate to the IMS-ALG; 
-
uniquely associate the certificate fingerprint(s) received from the IMS-ALG with the corresponding T.38 fax media stream; and  
-
verify during the subsequent DTLS handshake with the served UE (as described in IETF RFC 7345 [33] and IETF draft-ietf-mmusic-dtls-sdp [81]) that the fingerprint of the certificate passed by the served UE during DTLS handshake matches the certificate fingerprint received from the IMS-ALG:

a)
if the verification fails, the IMS-AGW shall regard the remote DTLS endpoint as not authenticated, terminate the DTLS session and report the unsuccessful DTLS session setup to the IMS-ALG; 

b)
otherwise, the IMS-AGW shall continue with DTLS session setup and when the DTLS session is established, the IMS-AGW shall be prepared to receive and convert unprotected media from the core network to the protected media to be sent to the served UE and vice versa.
* * * Next Change * * * *

5.11.2.4
End-to-access-edge security for RTP based media using DTLS-SRTP

The eP-CSCF (IMS-ALG) and eIMS-AGW for WebRTC provide end-to-access edge security by using DTLS-SRTP, where DTLS is used to establish keys for SRTP according to IETF RFC 5763 [42], IETF draft-ietf-mmusic-dtls-sdp [81] and IETF RFC 5764 [43].

During the establishment of a WebRTC session, the IMS-ALG receives "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as the transport protocol in SDP from the served WebRTC IMS Client (WIC). The IMS-ALG then shall indicate "RTP/AVP" or "RTP/AVPF" over UDP, respectively, as the transport protocol in the corresponding SDP media lines send towards the core network. When an IMS-ALG receives "RTP/AVP" or "RTP/AVPF" in SDP from the core network, the IMS-ALG shall indicate "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol in SDP send towards the served WIC. When the IMS-ALG requests the eIMS-AGW to reserve transport addresses/resources for e2ae media security, the IMS ALG shall configure "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol at the access side termination, and "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol at the core network side termination.
The IMS-ALG shall send the received WIC certificate fingerprint(s) to the eIMS-AGW that is then able to correlate the fingerprint within the media stream uniquely. For each SRTP/SRTCP media stream to be established with e2ae media security, the eIMS-AGW shall send the fingerprint of its certificate via Iq interface to the IMS-ALG. 
If the IMS-ALG received from the WIC an SDP offer with "a=tls-id" media-level SDP attribute (as specified in IETF draft-ietf-mmusic-dtls-sdp [81]), create a new DTLS association identity and include the "a=tls-id" SDP attribute with the new DTLS association identity in the SDP answer which the IMS-ALG sends to the WIC.
If the IMS-ALG sends to the WIC an SDP offer, create a new DTLS association identity and include the "a=tls-id" SDP attribute with the new DTLS association identity in the SDP offer.

NOTE:
Already used certificate fingerprints can be assigned to a new DTLS association. If the IMS-AGW uses the same set of fingerprints for a new DTLS association then the IMS-ALG creates a new local "tls-id" attribute value so that the combination of the "tls-id" attribute values of the IMS-ALG and the WIC is unique across all DTLS associations that might be handled by the IMS-ALG and the WIC, as specified in IETF draft-ietf-mmusic-dtls-sdp [81].
According to procedures defined in 3GPP TS 24.371 [44], the eIMS-AGW shall act as either a DTLS server or client in the DTLS session.
In DTLS-SRTP case, RTP and RTCP data are encrypted using SRTP and SRTCP as defined in IETF RFC 3711 [14].
When the DTLS session is established between the WIC and the eIMS-AGW, the eIMS-AGW shall be prepared to send and receive SRTP/SRTCP packets of the incoming network side from the WIC, and convert SRTP/SRTCP packets to RTP/RTCP packets to the outgoing network side and vice versa, if the media stream toward the IMS core network is using RTP/RTCP.
* * * Next Change * * * *

5.11.2.5
End-to-access-edge security for RTP based voice and video media using DTLS-SRTP over TCP
The eP-CSCF (IMS-ALG) and eIMS-AGW for WebRTC may support end-to-access-edge security for RTP based voice and video media using DTLS-SRTP over TCP. If they do so, they shall apply the procedures in the present clause.

NOTE 1: RTP over TCP may be used to traverse NAT/Firewalls that perform UDP blocking.
TCP transport may be offered as an alternative to UDP transport using the ICE procedures in subclause 5.18. The eP-CSCF (IMS-ALG) and eIMS-AGW for WebRTC shall then provide end-to-access edge security for voice and video by using DTLS-SRTP over TCP, where DTLS is used to establish keys for SRTP according to IETF RFC 5763 [42], IETF draft-ietf-mmusic-dtls-sdp [81] and IETF RFC 5764 [43]. Framing according to RFC 4571 [58] shall be used for RTP streams transferred over TCP.
The IMS-ALG shall send the received WIC certificate fingerprint(s) to the eIMS-AGW that is then able to correlate the fingerprint within the media stream uniquely. For each SRTP/SRTCP media stream to be established with e2ae media security, the eIMS-AGW shall send the fingerprint of its certificate via Iq interface to the IMS-ALG.
NOTE 2:
The same fingerprint also applies for End-to-access-edge security for RTP based media using DTLS-SRTP, as described in subclause 5.11.2.4.
If the IMS-ALG received from the WIC an SDP offer with "a=tls-id" media-level SDP attribute (as specified in IETF draft-ietf-mmusic-dtls-sdp [81]) create a new DTLS association identity and include the "a=tls-id" SDP attribute with the new DTLS association identity in the SDP answer which the IMS-ALG sends to the WIC.
If the IMS-ALG sends to the WIC an SDP offer, create a new DTLS association identity and include the "a=tls-id" SDP attribute with the new DTLS association identity in the SDP offer.

NOTE 3:
Already used certificate fingerprints can be assigned to a new DTLS association. If the IMS-AGW uses the same set of fingerprints for a new DTLS association then the IMS-ALG creates a new local "tls-id" attribute value so that the combination of the "tls-id" attribute values of the IMS-ALG and the WIC is unique across all DTLS associations that might be handled by the IMS-ALG and the WIC, as specified in IETF draft-ietf-mmusic-dtls-sdp [81].

According to procedures defined in 3GPP TS 24.371 [44], the eIMS-AGW shall act as either a DTLS server or client in the DTLS session.
In DTLS-SRTP over TCP case, RTP and RTCP data are encrypted using SRTP and SRTCP as defined in IETF RFC 3711 [14]. 

When the DTLS session is established between the WIC and the eIMS-AGW, the eIMS-AGW shall be prepared to send and receive SRTP/SRTCP packets over TCP of the incoming network side from the WIC, and convert SRTP/SRTCP packets to RTP/RTCP packets over UDP to the outgoing network side and vice versa, if the media stream towards the IMS core network is using RTP/RTCP over UDP.
* * * Next Change * * * *

5.20.2.2
Data Channel Establishment

Data channels can use either a SCTP/DTLS/UDP or SCTP/DTLS/TCP based transport. If the eP-CSCF (IMS-ALG) and the eIMS-AGW support data channels, they shall support the SCTP/DTLS/UDP based transport and may support the SCTP/DTLS/TCP based transport.

NOTE 1:
This subclause assumes that the UDP based option is used as default ICE candidate for WebRTC terminations. TCP based transport can be offered in addition as alternative transport using ICE for TCP as specified in subclause 5.18.
Upon receipt of an SDP offer containing SDP attributes for new SCTP associations and/or new data channels according to IETF draft-ietf-mmusic-sctp-sdp [64] and IETF draft-ietf-mmusic-data-channel-sdpneg [65] from the WebRTC access network, the eP-CSCF (IMS-ALG):

-
shall check if a new DTLS association and SCTP association is to be set up or an existing DTLS association and SCTP association are to be reused (NOTE 1) according to IETF draft-ietf-mmusic-dtls-sdp [81] and IETF draft-ietf-mmusic-sctp-sdp [64];
NOTE 2:
The present procedures assume that the DTLS association and SCTP association are established together. A separate establishment of DTLS association and SCTP association is not supported in the present release. 
-
if a new DTLS connection and SCTP association are to be set up:

1)
shall request a new H.248 stream group (see details below) on a new termination towards the WebRTC access network from the eIMS-AGW;

2)
shall request a deaggregation stream to handle the SCTP association and DTLS association, and for the H.248 deaggregation stream:

a)
shall send the remote UDP port and SCTP port to the eIMS-AGW;

b)
shall request the local UDP port and SCTP port from the eIMS-AGW;

c)
shall insert the local UDP port and SCTP port received from the eIMS-AGW into the SDP answer towards the WebRTC access network;

d)
shall provide the remote SCTP maximum message size, as received within the "a=max-message-size" SDP attribute, to the eIMS-AGW;

e)
shall request the eIMS-AGW to provide its own local SCTP maximum message size;
f)
shall insert the SCTP maximum message size received from the eIMS-AGW into the SDP answer towards the WebRTC access network;

g)
shall check the received value of the "a=setup" SDP attribute to determine if the eIMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:

i)
"active" the eIMS-AGW needs to act as DTLS server;

ii)
"passive" the eIMS-AGW needs to act as DTLS client; or

iii)
"actpass" the eP-CSCF (IMS-ALG) shall decide if the eIMS-AGW needs to act as DTLS client or DTLS server;

h)
if the eIMS-AGW needs to act as DTLS client;

i)
shall provide the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup; and
ii)
shall provide the Establish SCTP association information element to request the eIMS-AGW to start the SCTP association setup as soon as DTLS association is data transfer ready;

NOTE 3:
Such an H.248 control leads to the emulation of "simultaneous SCTP association establishment" (i.e., the eIMS-AGW behaves according to clause 5.2.1 of IETF RFC 4960 [63]). 
i)
if the eIMS-AGW needs to act as DTLS server, may include the Notify (D)TLS session establishment information element to request the eIMS-AGW to notify the eP-CSCF (IMS-ALG) about an incoming DTLS session setup;
j)
shall indicate to the eIMS-AGW "UDP/DTLS/SCTP" as transport protocol; 
k)
shall provide to the eIMS-AGW the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute(s) from the WIC; 

l)
shall include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and

m)
shall indicate to the eIMS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP streams corresponding to data channels) to be de-multiplexed; 

3)
shall indicate the grouping of the H.248 deaggregation stream and the H.248 component stream(s) with SCTP semantics to the eIMS-AGW; and

4)
shall request the eIMS-AGW to provide a notification when receiving an SCTP stream reset request and to autonomously answer that SCTP stream reset request;
-
if an existing DTLS association and SCTP association are to be reused, shall modify the existing termination for that SCTP association by:

1)
indicating to the eIMS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP streams corresponding to data channels) to be de-multiplexed; and

2)
indicating the H.248 stream grouping of the H.248 deaggregation stream and the H.248 component stream(s) with SCTP semantics to the eIMS-AGW;

NOTE 4:
The information element relates to an H.248 Stream Group (SG) which allows:
a) to separate the protocol stack in the levels of data channels (DC) and the commonly shared lower transport, and
b) to support multiple DCs. The SG is part of the WebRTC termination. 
-
for each data channel to be established:

1)
shall reserve a separate H.248 stream at the termination towards the WebRTC access network;

2)
shall provide the SCTP stream identifier to the eIMS-AGW;

3)
shall provide the information received in the SDP "a=dcmap" attribute to the eIMS-AGW;

NOTE 5:
For MSRP, BFCP and T.140 within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.

4)
if application aware handling of the contents within the data channel is required, may provide the information received in SDP "a=dcsa" attributes to the eIMS-AGW as "remote dcsa" information elements, taking into account the specific procedures defined for the subprotocols within the data channel;

5)
if the first data channel is to be established, shall reserve a termination towards the core network;

6)
shall reserve a H.248 stream towards the core network;

7)
shall indicate to the eIMS-AGW how to interwork the information send or received in data channels with information send or received on streams towards the IMS core network by using the same H.248 stream identifier for the H.248 stream towards the WebRTC access network and towards the core network;

8)
shall indicate to the eIMS-AGW an appropriate transport protocol towards the IMS core network (e.g. "TCP" for MSRP and BFCP) for the media described in the dcmap attribute for the data channel when reserving the transport addresses/resources towards the IMS core network;

9)
shall provide an appropriate media line for the media described in the dcmap attribute in the SDP offer towards the IMS core network; and

10)
should de-encapsulate SDP attributes within the received SDP "a=dcsa" attributes in the SDP offer and include the de-encapsulated SDP attributes in the SDP offer towards the IMS core network as media attributes for the media line corresponding to the data channel, taking into account specific procedures defined for the subprotocol within the data channel; and

-
shall remove the "a=setup", "a=connection" "a=dcmap" and possible "a=dcsa" SDP attributes and fingerprint information from the SDP offer towards the IMS core network.

Upon receipt of a corresponding SDP answer from the IMS core network, if the SDP answer does not indicate that media plane optimization is to be applied (see subclause 5.20.3.2), the eP-CSCF (IMS-ALG):

-
instead of the media line(s) describing media that are to be transported within data channel(s), shall provide an "m=" line with the transport protocol "UDP/DTLS/SCTP";
-
shall insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW; 
-
if the IMS-ALG received from the WIC an SDP offer with "a=tls-id" media-level SDP attribute for the DTLS association:

1)
if an existing DTLS association is reused, shall include the "a=tls-id" SDP attribute with the value assigned to that DTLS association in the SDP answer which the IMS-ALG sends to the WIC; and

2)
if a new DTLS association is to be established, shall include the "a=tls-id" SDP attribute with a new unique value in the SDP answer which the IMS-ALG sends to the WIC;
-
shall insert the "a=setup" SDP attribute with the value:

1) "active" if the eP-CSCF (IMS-ALG) requested the eIMS-AGW to act as DTLS client; or

2) "passive" if the eIMS-AGW shall take the DTLS server role; and

-
for each received media line describing media that are to be transported within a data channel:

1)
 shall insert an "a=dcmap" attribute with the same values for the SCTP stream identifier, "subprotocol" and "label" parameters as received in the SDP offer, and with possible values for the "max-retr", "max-time", and "ordered" parameters according to the requirements of the transported data flow and capabilities of the eIMS-AGW;

NOTE 6:
For MSRP, BFCP and T.140 within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.

2)
should insert SDP "a=dcsa" attributes into the SDP answer towards the WebRTC access network encapsulating subprotocol specific SDP attributes received in the SDP answer, taking into account specific procedures defined for the subprotocol within the data channel;

3)
shall provide the information in the sent SDP "a=dcmap" attribute to the eIMS-AGW; and

4)
may provide the information within the sent SDP "a=dcsa" attributes to the eIMS-AGW as "local dcsa" information elements, taking into account specific procedures defined for the subprotocol within the data channel.

Upon receipt of an SDP offer from the IMS core network for new media streams that need to be transported within a WebRTC data channel on the WebRTC access network, if the SDP offer does not indicate that media plane optimization is to be applied (see subclause 5.20.3.3), the eP-CSCF (IMS-ALG): 
-
shall determine if it can reuse an existing DTLS association and SCTP association or if it needs to set up a new DTLS association and SCTP association;

-
if a new DTLS association and SCTP association are to be set up:

1)
shall request a new termination towards the WebRTC access network from the eIMS-AGW;

2)
shall request a deaggregation stream to handle the SCTP association and DTLS association, and for the H.248 deaggregation stream:

a)
shall request the local UDP port and SCTP port from the eIMS-AGW;

b)
shall insert the local UDP port and SCTP port received from the eIMS-AGW into the SDP offer towards the WebRTC access network;

c)
shall request the eIMS-AGW to provide its own local SCTP maximum message size;

d)
shall insert the SCTP maximum message size received from the eIMS-AGW into the SDP offer towards the WebRTC access network;

e)
shall add an SDP "a=setup" attribute with value "actpass" into the SDP offer;

f)
shall indicate to the eIMS-AGW "UDP/DTLS/SCTP" as transport protocol;

g)
shall include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW;

h
shall insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW into the SDP offer towards the WebRTC access network; and

i)
shall indicate to the eIMS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP streams corresponding to data channels) to be de-multiplexed;
3)
shall indicate the H.248 stream grouping of the H.248 deaggregation stream and the H.248 component stream(s) with SCTP semantics to the eIMS-AGW; and
4)
shall request the eIMS-AGW to provide a notification when receiving an SCTP stream reset request and to autonomously answer that SCTP stream reset request;
-
if an existing DTLS association and SCTP association are to be reused, shall modify the existing termination towards the WebRTC access network for that SCTP association by:

1)
indicating to the eIMS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP streams corresponding to data channels) to be de-multiplexed; and

2)
indicating the H.248 stream grouping of the H.248 deaggregation stream and the H.248 component stream(s) with SCTP semantics to the eIMS-AGW;

-
instead of the media line(s) describing media that are to be transported within data channel(s), shall provide an "m=" line with the transport protocol "UDP/DTLS/SCTP";
-
shall insert an "a=tls-id" SDP attribute in the SDP offer with a new or reused value (depending on whether an existing DTLS association is reused); and
-
for each received media line describing media that are to be transported within a data channel:

1)
shall reserve a separate H.248 stream at the termination towards the WebRTC access network;

2)
shall insert an "a=dcmap" attribute with an unused SCTP stream identifier, and with "subprotocol" and "label" parameters according to the requirements of the transported data flow, and with possible values for the "max-retr", "max-time", and "ordered" parameters according to the requirements of the transported data flow and capabilities of the eIMS-AGW;

NOTE 7:
For MSRP, BFCP and T.140 within data channels, the default values of the "max-retr" parameter, the "max-time" parameter and the "ordered" parameter apply and those parameters are not included.

3)
shall provide the SCTP stream identifier to the eIMS-AGW;

4)
shall provide the information in the sent SDP "a=dcmap" attribute to the eIMS-AGW;

5)
should insert SDP "a=dcsa" attributes into the SDP offer towards the WebRTC access network encapsulating any subprotocol specific SDP attributes received in the SDP offer, taking into account specific procedures defined for the subprotocol within the data channel;

6)
if application aware handling of the contents within the data channel is required, may provide the information within the sent SDP "a=dcsa" attributes to the eIMS-AGW as "local dcsa" information elements, taking into account specific procedures defined for the subprotocol within the data channel;

7)
if the first data channel is to be established, shall reserve a termination towards the core network;

8)
shall reserve a H.248 stream towards the core network; and

9)
shall indicate to the eIMS-AGW how to interwork the information sent or received in data channels with information sent or received on terminations and/or streams towards the IMS core network by using the same H.248 stream identifier for the stream towards the WebRTC access network and towards the core network.

Upon receipt of a corresponding SDP answer from the WebRTC access network, the eP-CSCF (IMS-ALG):

-
if a new DTLS association and SCTP association are to be set up, for the H.248 deaggregation stream to handle the SCTP association and DTLS connection:

1)
shall send the received remote UDP port and SCTP port to the eIMS-AGW;

2)
shall include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute(s) from the WebRTC access network;

3)
shall check the received value of the "a=setup" SDP attribute to determine if the eIMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:

a) "active" the eIMS-AGW needs to act as DTLS server;

b) "passive" the eIMS-AGW needs to act as DTLS client; or

c) "actpass" the eP-CSCF (IMS-ALG) shall decide if the eIMS-AGW needs to act as DTLS client or DTLS server;

4)
if the eIMS-AGW needs to act as DTLS client:

a)
shall include the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup; and

b)
shall provide the Establish SCTP association information element to request the eIMS-AGW to start the SCTP association setup as soon as DTLS connection is data transfer ready;
5)
if the eIMS-AGW needs to act as DTLS server, may include the Notify (D)TLS session establishment information element to request the eIMS-AGW to notify the eP-CSCF (IMS-ALG) about an incoming DTLS session setup; and
6)
shall provide the remote SCTP maximum message size, as received within the "a=max-message-size" SDP attribute, to the eIMS-AGW;

-
shall remove the "a=setup", "a=connection" "a=dcmap" and possible "a=dcsa" SDP attributes and fingerprint information from the SDP answer and indicate the transport protocol "TCP" in the SDP answer towards the IMS core network; and

-
for each accepted data channel:

1)
shall provide the information received in the SDP "a=dcmap" attribute to the eIMS-AGW;

2)
if application aware handling of the contents within the data channel is required, may provide the information within the received SDP "a=dcsa" attributes in the SDP answer to the eIMS-AGW as "remote dcsa" information elements, taking into account specific procedures defined for the subprotocol within the data channel; and

3)
should de-encapsulate SDP attributes within the received SDP "a=dcsa" attributes in the SDP answer and include the de- encapsulated SDP attributes in the SDP answer towards the IMS core network, taking into account specific procedures defined for the subprotocol within the data channel.

If requested to set up a new DTLS association and SCTP association, the eIMS-AGW shall:

-
allocate the local UDP port and SCTP port, and send them to the eP-CSCF (IMS-ALG);

-
when being instructed to start the DTLS bearer session setup, act as a DTLS client and establish the DTLS bearer session;

-
upon request from the eP-CSCF (IMS-ALG), provide the SCTP maximum message size;

-
upon request from the eP-CSCF (IMS-ALG), select an own certificate, and send the fingerprint of the own certificate to the eP-CSCF (IMS-ALG);

-
uniquely associate the certificate fingerprint(s) received from the eP-CSCF (IMS-ALG) with the corresponding DTLS association, and subsequently use the certificate fingerprint(s) to verify the establishment of the DTLS bearer session;

-
if the verification of the remote certificate fingerprint(s) during the DTLS bearer session establishment fails, regard the remote DTLS endpoint as not authenticated, terminate the DTLS bearer session and report the unsuccessful DTLS bearer session setup to the eP-CSCF (IMS-ALG);

-
upon completion of the DTLS association establishment, set up the SCTP association according to IETF RFC 4960 [63]; and

-
deaggregate H.248 component streams upon request from the eP-CSCF (IMS-ALG).

If the eP-CSCF (IMS-ALG) requests that a termination with an existing SCTP association is being modified, the eIMS-AGW shall reuse an existing DTLS association and SCTP association.

If the eP-CSCF (IMS-ALG) requests that a new H.248 component stream with a H.248 stream group related to an SCTP association is being reserved, the eIMS-AGW shall set up the data channel according to IETF draft-ietf-rtcweb-data-channel [61] procedures. The eIMS-AGW shall also interwork the information sent or received in data channels with information sent or received on terminations and/or streams towards the IMS core network according to the configuration received by the eP-CSCF (IMS-ALG).
NOTE 8:
The handling of priority information that is part of the dcmap information received from the eP-CSCF (IMS-ALG) is left to the eIMS-AGW implementation.
* * * Next Change * * * *

5.20.3.2
WIC originating call

If an eP-CSCF (IMS-ALG) forwards an SDP offer from the WIC, and supports media plane optimization, and does not need to perform legal interception, then the eP-CSCF (IMS-ALG) will include media suitable for non-WebRTC IMS UEs, but also encapsulate information about the media in the original encoding as received in the SDP offer from the WIC in "tra-m-line", "tra-att" and "tra-bw" SDP attributes, as described in 3GPP TS 24.371 [44]. The eP-CSCF (IMS-ALG) shall:

-
configure the eIMS-AGW to reserve resources suitable for the media described in the SDP offer outside the "tra-m-line", "tra-att" and "tra-bw" SDP attributes;

-
include the IP address received from the eIMS-AGW for the termination towards the IMS core network in the SDP contact line and also encapsulate the address information provided by the eIMS-AGW into a "tra-contact" attribute;

-
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization including the DTLS layer, for each media line in the SDP offer sent on the Mw interface that does not relate to a data channel or that is the first media line within the SDP offer that relates to a data channel, replace the UDP port number with a port number provided by the eIMS-AGW and encapsulate the UDP port number allocated by the eIMS-AGW in the "tra-m-line" SDP attribute; and

-
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization excluding the DTLS layer, in addition for each media line in the SDP offer sent on the Mw interface that does not relate to a data channel or that is the first media line within the SDP offer that relates to a data channel within one SCTP association:

a)
reserve a stream endpoint or termination towards the IMS core network in "inactive" mode with "UDP/DTLS" as transport protocol, and the same IP address as allocated by the eIMS-AGW for the termination or stream endpoint with resources suitable for the media described in the SDP offer outside the "tra-m-line", "tra-att" and "tra-bw" SDP attributes;

b)
request from the eIMS-AGW a certificate fingerprint for that stream endpoint or termination;

c)
encapsulate a "fingerprint" attribute as provided by the eIMS-AGW into an "tra-att" attribute, and add this attribute as a media level attribute in the SDP offer; and
d)
for a DTLS association that will be established towards the IMS core network create a DTLS association identity;

e)
encapsulate an "a=tls-id" SDP attribute with the new DTLS association identity into an "tra-att" attribute, and add this attribute as a media level attribute in the SDP offer; and

f)
replace the UDP port number with a port number provided by the eIMS-AGW and encapsulate the UDP port number allocated by the eIMS-AGW for the stream endpoint or termination towards the IMS core network with "UDP/DTLS" transport in the "tra-m-line" SDP attribute.

If an ePCSCF (IMS-ALG) receives an SDP answer from the IMS core network and the SDP answer includes "tra-m-line" media level SDP attributes, the eP-CSCF (IMS-ALG) will de-encapsulate information to the optimized media from the received SDP answer and construct the SDP answer towards the WIC based on that de-encapsulated information as described in 3GPP TS 24.371 [44]. The eP-CSCF (IMS-ALG) shall:

-
for each media line in the SDP answer, which is not marked with a "tra-SCTP-association" SDP attribute or which is the first media line in the SDP answer marked with a "tra-SCTP-association" SDP attribute that indicates an SCTP association:

1.
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization including the DTLS layer, reconfigure the terminations or stream endpoints towards the IMS core network and towards the WIC related to that media line to transport "UDP" and media format agnostic information; or

NOTE:
If interconnected H.248 Stream endpoints or terminations at the eIMS-AGW are configured with transport "UDP", they will pass the payload within UDP without modifications, known as UDP transparent forwarding. For WebRTC media plane optimization, the UDP payload will be either DTLS encapsulating SCTP and data channel(s), DTLS-SRTP encapsulating key management information, or SRTP encapsulating audio or video media. However, the eIMS-AGW will be configured at terminations towards the WIC to apply ICE procedures according to subclause 5.18.

2.
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization excluding the DTLS layer:

a)
configure the eIMS-AGW to release the termination or stream endpoint towards the IMS core network with resources suitable for the media described in the SDP offer outside the "tra-m-line", "tra-att" and "tra-bw" SDP attributes;

b)
configure the eIMS-AGW to through-connect the stream endpoint or termination towards the IMS core network with "UDP/DTLS" as transport protocol;

provide the fingerprint(s) received in the corresponding "tra-att" SDP attribute(s) to the eIMS-AGW for the stream endpoint or termination towards the IMS core network and do not provide those fingerprint attribute(s) towards the WIC;

d)
reserve a stream endpoint or termination towards the WIC with "UDP/DTLS" as transport protocol;

e)
provide the fingerprint(s) received in the corresponding "fingerprint" SDP attribute(s) in the previous SDP offer from the WIC to the eIMS-AGW for the stream endpoint or termination towards the WIC;

f)
request from the eIMS-AGW a certificate fingerprint for the stream endpoint or termination towards the WIC;

g)
include fingerprint provided by the eIMS-AGW into an "fingerprint" attribute, and add this attribute as a media level attribute in the SDP answer sent towards the WIC;

h)
for a DTLS association that will be established towards WIC create a DTLS association identity and include an "a=tls-id" attribute with the new DTLS association identity in the SDP answer sent towards the WIC;

i)
determine via the SDP "a=setup" attribute (see IETF RFC 7345 [33]) encapsulated in "tra-att" SDP attribute if the eIMS-AGW needs to act as DTLS client or DTLS server towards the IMS core network and towards the WIC; and

j)
for the termination where the eIMS-AGW needs to act as DTLS server, provide the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup; and

3.
include the UDP port number allocated by the eIMS-AGW for the termination or stream endpoint towards the WIC in the SDP media line in the SDP answer to the WIC;

-
include the IP address received from the eIMS-AGW for the termination towards the WIC in the SDP contact line sent toward the WIC; and
-
if several media lines in the SDP answer are marked with "tra-SCTP-association" SDP attributes indicating the same SCTP association, release the stream endpoints related to the second and subsequent of those media lines (in the order they appear in the SDP answer).

* * * Next Change * * * *

5.20.3.3
WIC terminating call

If an eP-CSCF (IMS-ALG) receives an SDP offer from the IMS core network and the eP-CSCF (IMS-ALG) supports media plane optimization, then the eP-CSCF (IMS-ALG) will determine whether media plane optimization is to be applied as described in 3GPP TS 24.371 [44]. If media plane optimization is to be applied, then the eP-CSCF (IMS-ALG) will de-encapsulate information to the optimized media from the received SDP offer and construct the SDP offer towards the WIC based on that de-encapsulated information as described in 3GPP TS 24.371 [44], and the eP-CSCF (IMS-ALG) shall:
-
for each media line in the SDP offer, which is not marked with a "tra-SCTP-association" SDP attribute or which is the first media line in the SDP answer marked with "tra-SCTP-association" SDP attribute that indicates an SCTP association:

1.
reserve a termination or stream endpoint towards the WIC related to that media line;

2.
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization including the DTLS layer, provide transport "UDP" and media format agnostic information for the termination or stream endpoint towards the WIC;

NOTE:
If interconnected H.248 Stream endpoints or terminations at the eIMS-AGW are configured with transport "UDP", they will pass the payload within UDP without modifications, known as UDP transparent forwarding. For WebRTC media plane optimization, the UDP payload will be either DTLS encapsulating SCTP and data channel(s) or DTLS-SRTP encapsulating key management information, or SRTP encapsulating audio or video media. However, the eIMS-AGW will be configured at terminations towards the WIC to apply ICE procedures according to subclause 5.18.

3.
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization excluding the DTLS layer:

a)
provide transport "UDP/DTLS" and media format agnostic information for the termination or stream endpoints toward the WIC;

b)
request from the eIMS-AGW a certificate fingerprint for the stream endpoint or termination towards the WIC;

c)
encapsulate fingerprint provided by the eIMS-AGW into an "fingerprint" attribute, and add this attribute as a media level attribute in the SDP offer sent towards the WIC; and

d)
do not provide the fingerprint received in the SDP offer in the corresponding "tra-att" SDP attributes towards the WIC;
e)
for a DTLS association that will be established towards WIC create a DTLS association identity, and add an "a=tls-id" SDP attribute with the new DTLS association identity in the SDP offer sent towards the WIC; and
4.
include the UDP port number allocated by the eIMS-AGW for the stream endpoint or termination towards the WIC in the SDP media line; and

-
include the IP address received from the eIMS-AGW for the termination towards the WIC in the SDP contact line sent toward the WIC.

If the eP-CSCF (IMS-ALG) receives an SDP answer from the WIC and the eP-CSCF (IMS-ALG) decided to apply media plane optimization when processing the corresponding SDP offer, then the eP-CSCF (IMS-ALG) will construct the SDP answer towards the IMS core network encapsulating received information as described in 3GPP TS 24.371 [44], and the eP-CSCF (IMS-ALG) shall:

-
reserve a termination or stream endpoint towards the IMS core network;

-
for each media line in the received SDP answer:

1.
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization including the DTLS layer, provide transport "UDP" and media format agnostic information for the termination or stream endpoint towards the IMS core network;

2.
if the eP-CSCF (IMS-ALG) is configured to apply media plane optimization excluding the DTLS layer:

a)
provide the fingerprint(s) received in the "fingerprint" SDP attribute from the WIC to the eIMS-AGW for the stream endpoint or termination towards the WIC;

b)
provide transport "UDP/DTLS" and media format agnostic information for the termination or stream endpoint towards the IMS core network;

c)
request from the eIMS-AGW a certificate fingerprint for the stream endpoint or termination towards the IMS core network;

d)
encapsulate fingerprint provided by the eIMS-AGW for the termination or stream endpoint towards the IMS core network into a "tra-att" SDP attribute, and add this attribute as a media level attribute in the SDP answer sent towards the IMS core network;

e)
for a DTLS association that will be established towards the IMS core network create a DTLS association identity;

f)
encapsulate an "a=tls-id" SDP attribute with the new DTLS association identity into an "tra-att" attribute, and add this attribute as a media level attribute in the SDP answer sent towards the IMS core network;

g)
determine via the SDP "a=setup" attribute (see IETF RFC 7345 [33]) if the eIMS-AGW needs to act as DTLS client or DTLS server towards the IMS core network and towards the WIC; and

h)
for the termination where the eIMS-AGW needs to act as DTLS server, provide the Establish (D)TLS session information element to request the eIMS-AGW to start the DTLS session setup; and

3.
encapsulate the UDP port number allocated by the eIMS-AGW for the stream endpoint or termination towards the IMS core network in the "tra-m-line" SDP attribute; and

-
include the IP address received from the eIMS-AGW for the termination towards the IMS core network in the SDP contact line.

* * * Next Change * * * *

6.2.10.4.2
Session establishment from IMS access network for T.38 fax using "UDP/TLS/UDPTL"

Upon receipt of an SDP offer from the IMS access network containing T.38 fax media using the "UDP/TLS/UDPTL" transport protocol with the associated: 

-
3ge2ae SDP attribute, as defined in 3GPP TS 24.229 [11], with a value "requested"; 

-
fingerprint SDP attribute(s) as defined in IETF draft-ietf-mmusic-4572-update [80];

-
DTLS association identity SDP attribute "a=tls-id" defined in IETF draft-ietf-mmusic-dtls-sdp [81]; and 

-
setup SDP attribute as defined in IETF RFC 4145 [30]; 

the IMS-ALG shall:

-
check the received value of the setup SDP attribute to determine if the IMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:  

a) "active" the IMS-AGW needs to act as DTLS server;

b) "passive" the IMS-AGW needs to act as DTLS client; or

c) "actpass" the IMS-ALG shall decide if the IMS-AGW needs to act as DTLS client or DTLS server; 

-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the IMS-AGW "UDP/DTLS" as transport protocol;

b)
if the IMS-AGW needs to act as DTLS client, include the Establish (D)TLS session information element to request the IMS-AGW to start the DTLS session setup; 

c)
include the Notify (D)TLS session establishment Failure Event information element to request the IMS-AGW to report the unsuccessful DTLS session setup; 

d)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute(s); and

e)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the IMS-AGW;
-
indicate to the IMS-AGW "UDP" as transport protocol when reserving the transport addresses/resources towards the IMS core network; and
-
remove the setup SDP attribute and indicate the transport protocol "UDPTL" in the SDP offer towards the IMS core network.
Upon receipt of an SDP answer from the IMS core network, the IMS-ALG shall:

-
in the "m=" line indicating T.38 fax using UDPTL, change the transport protocol to "UDP/TLS/UDPTL";

-
insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the IMS-AGW;

-
insert the "a=tls-id" SDP attribute containing a new DTLS association identity; and

-
insert the setup SDP attribute with the value:

a) "active" if the IMS-ALG requested the IMS-AGW to act as DTLS client; or 

b) "passive" if the IMS-AGW shall take the DTLS server role.

The message sequence chart shown in the figure 6.2.10.4.2.1 gives an example of a session establishment from the IMS access network with an emphasis on the additional aspects for the IMS-ALG and the IMS-AGW for the e2ae protection of the T.38 fax media using UDPTL over DTLS.
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Figure 6.2.10.4.2.1: Session setup from the IMS access network with e2ae protection of T.38 fax

* * * Next Change * * * *

6.2.10.4.3
Session establishment towards IMS access network for T.38 fax using "UDP/TLS/UDPTL"

Upon receipt of an SDP offer from the IMS core network containing T.38 fax media using the "UDPTL" transport protocol the IMS-ALG shall:

-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the IMS-AGW "UDP/DTLS" as transport protocol; 

b)
include the Notify (D)TLS session establishment Failure Event information element to request the IMS-AGW to report the unsuccessful DTLS session setup; and

NOTE 1:
The IMS-ALG may omit this information element when reserving resources and instead send it to the IMS-AGW when modifying the resources towards the IMS access network.

c)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the IMS-AGW; and

-
when reserving the transport addresses/resources towards the IMS core network indicate to the IMS-AGW "UDP" as transport protocol.

-
modify the SDP offer that will be sent to the IMS access network by:

-
in the "m=" line indicating T.38 fax using UDPTL, changing the transport protocol to "UDP/TLS/UDPTL";

-
inserting the 3ge2ae SDP attribute, as defined in 3GPP TS 24.229 [11], with a value "applied"; 

-
inserting the fingerprint SDP attribute, as defined in IETF draft-ietf-mmusic-4572-update [80], with the value of the Local certificate fingerprint information element received from the IMS-AGW;

-
inserting the "tls-id" SDP attribute with the new DTLS association identity; and

-
inserting the setup SDP attribute, as defined in IETF RFC 4145 [30], e.g. with the value "actpass". 
NOTE 2:
Alternatively, the IMS-ALG can set the value of the setup SDP attribute to "active" if the IMS-ALG wants that the IMS-AGW provides the DTLS client role or to "passive" if the IMS-ALG wants that the IMS-AGW provides the DTLS server role e.g. for NAT traversal.

Upon receipt of an SDP answer from the IMS access network containing T.38 fax media using the "UDP/TLS/UDPTL" transport protocol with the associated fingerprint and setup SDP attributes, the IMS-ALG shall:

-
check the value of the received setup SDP attribute to determine if the IMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:  

a) "active" the IMS-AGW needs to act as DTLS server; or

b) "passive" the IMS-AGW needs to act as DTLS client;

-
when modifying the transport addresses/resources towards the IMS access network:

a)
if the IMS-AGW needs to act as DTLS client, include the Establish (D)TLS session information element to request the IMS-AGW to start the DTLS session setup; 

b)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute(s); and

c)
if not already provided, include the Notify (D)TLS session establishment Failure Event information element to request the IMS-AGW to report the unsuccessful DTLS session setup; and 

-
remove the setup SDP attribute and indicate the transport protocol "UDPTL" in the SDP answer sent towards the IMS core network.
The message sequence chart shown in the figure 6.2.10.4.3.1 gives an example of a session establishment towards the IMS access network with an emphasis on the additional aspects for the IMS-ALG and the IMS-AGW for the e2ae protection of the T.38 fax media using UDPTL over DTLS.
NOTE 3:
In the shown example it is assumed that the IMS-ALG requested the IMS-AGW at step 2 to latch onto the address of the received media packets to determine the corresponding destination address. Otherwise, the DTLS ClientHello message received at the step 10 will be dropped until the IMS-AGW receives a repeated DTLS ClientHello message after the step 13.
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Figure 6.2.10.4.3.1: Session setup towards the IMS access network with e2ae protection of T.38 fax

* * * Next Change * * * *

6.2.10.5
End-to-access-edge security for RTP based media using DTLS-SRTP
Editor's Note: There are two served user instances of the DTLS service within WebRTC: the data channel and the key exchange for SRTP. Thus, there are either two DTLS connections behind a single DTLS session, or two separate DTLS sessions.
The procedures are similar to that of subclause 6.2.1 apart from the IMS-ALG optionally requesting the eIMS-AGW to provide IMS media plane security using DTLS. 

Upon receipt of an SDP offer from the IMS access network, the IMS-ALG shall:

-
check the received value of the setup SDP attribute to determine if the IMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:  

a) "active" the IMS-AGW needs to act as DTLS server;

b) "passive" the IMS-AGW needs to act as DTLS client; or

c) "actpass" the IMS-ALG shall decide if the IMS-AGW needs to act as DTLS client or DTLS server; 
-
if the received SDP offer contains "a=tls-id" media-level SDP attribute (as specified in IETF draft-ietf-mmusic-dtls-sdp [81]), create a new DTLS association identity;

-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the eIMS-AGW "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol;

b)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute from the WIC;

c)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and
d)
if the IMS-AGW needs to act as DTLS client, include the Establish (D)TLS session information element to request the IMS-AGW to start the DTLS session setup;

-
indicate to the eIMS-AGW "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol when reserving the transport addresses/resources towards the IMS core network; and
-
remove the setup SDP attribute and indicate the transport protocol "RTP/AVP" in the offer towards the IMS core network.
Upon receipt of an SDP answer from the IMS core network, the IMS-ALG shall:

-
in the "m=" line indicating the use of SRTP, change the transport protocol to "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF";
-
insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW; and

-
insert the "a=tls-id" SDP attribute containing a new DTLS association identity; and

-
insert the setup SDP attribute with the value:

a) "active" if the IMS-ALG requested the IMS-AGW to act as DTLS client; or 

b) "passive" if the IMS-AGW shall take the DTLS server role.

Figure 6.2.10.5.1 shows the message sequence chart example of WIC originated procedure using DTLS-SRTP.
NOTE 1:
Below establishment procedures are based on the assumption that there wasn't yet any DTLS procedure triggered from WebRTC data channel side.
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Figure 6.2.10.5.1: WIC originated procedure using DTLS-SRTP
NOTE 2:
The WIC may receive the ClientHello prior the SDP answer, thus the handshake might be initiated, but the handshake will not complete until the SDP answer has been received by the WIC.

Upon receipt of an SDP offer from the IMS core network using the "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol the IMS-ALG shall:

-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the eIMS-AGW "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport protocol; and
b)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW;

-
when reserving the transport addresses/resources towards the IMS core network indicate to the eIMS-AGW "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol; and
-
modify the SDP offer that will be sent to the IMS access network by:

a)
in the "m=" line that is indicating the use of SRTP, changing the transport protocol to "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF";
b)
inserting the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW;

c)
inserting the "tls-id" SDP attribute with the new DTLS association identity; and

d)
inserting the setup SDP attribute, as defined in IETF RFC 4145 [30], with the value "actpass".
Upon receipt of an SDP answer from the IMS access network containing the use of the "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" transport protocol with the associated fingerprint and setup SDP attributes, the IMS-ALG shall:
-
check the value of the received setup SDP attribute to determine if the IMS-AGW needs to act as DTLS client or DTLS server. When the received value is equal to:  

a) "active" the IMS-AGW needs to act as DTLS server; or

b) "passive" the IMS-AGW needs to act as DTLS client;

-
when modifying the transport addresses/resources towards the IMS access network:
a)
if the IMS-AGW needs to act as DTLS client, include the Establish (D)TLS session information element to request the IMS-AGW to start the DTLS session setup; 

b)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute; and

c)
if not already provided, include the Notify (D)TLS session establishment Failure Event information element to request the IMS-AGW to report the unsuccessful DTLS session setup; and
-
remove the setup SDP attribute and indicate the transport protocol "RTP/AVP" in the SDP answer towards the IMS core network.

The message sequence chart shown in the figure 6.2.10.5.2 shows the message sequence chart example of WIC terminated procedure using DTLS-SRTP.
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Figure 6.2.10.5.2: WIC terminated procedure using DTLS-SRTP
NOTE 3:
The eIMS-AGW might receive the ClientHello prior receiving the MOD-request, but the DTLS handshake will not finish before the MOD-request (more specific: the fingerprint from WIC-b) has been received.
* * * Next Change * * * *

6.2.10.6.2
Call flow for data channel establishment from WIC towards IMS access network and MSRP session establishment

Support of multiple WebRTC data channels per WebRTC calls implies support of so called H.248 stream grouping. Figure 6.2.10.6.2.1 shows an example H.248 Context model for a WebRTC call with unbundled audio and video, and with multiple data components.
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Figure 6.2.10.6.2.1: eIMS-AGW – H.248 Context model for WebRTC gateway inclusive H.248 Stream Group for WebRTC data components
The example flow in this clause focuses on the WebRTC data channel part only. Thus, only H.248 Streams S1 (for deaggregation of multiple data channels) and S2 (for MSRP traffic) are indicated subsequently.
Figure 6.2.10.6.2.2 shows the message sequence chart example for the WIC originated procedure to establish a WebRTC MSRP data channel using SCTP-over-DTLS transport.
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Figure 6.2.10.6.2.2: WIC originated procedure for WebRTC data channel establishment and MSRP stream establishment
The IMS UE A embedded WIC-A performs an IMS originating session set-up according to 3GPP TS 23.228 [2] with modifications for support of WebRTC service control. 

The procedure in the above figure for requesting an MSRP profiled WebRTC data channel is described step-by-step with an emphasis on the additional aspects for eP-CSCF (IMS-ALG) and eIMS-AGW with regards to the creation of an H.248 Context for interworking MSRP-over-DC to MSRP-over-TCP:
1.
IMS UE-A (WIC-A) sends an SDP offer for an MSRP WebRTC data channel. A new "SCTP association over DTLS association " is requested.
2. - 4.
The eP-CSCF (IMS-ALG) uses the "Reserve AGW Connection Point" procedure to request a termination and H.248 Stream '2' for "MSRP-over-TCP" media towards the core network.
5.
The eP‑CSCF (IMS‑ALG) modifies the SDP offer to offers TCP transport for MSRP, and to requests the remote peer to select the TCP setup direction.
6.
The eP‑CSCF (IMS‑ALG) forwards the SDP offer.
7. – 10. The configuration of core network side H.248 Stream endpoint S2/T2 is completed based on the received SDP answer (7).
11.

The eP-CSCF (IMS-ALG) uses the "Reserve and Configure AGW Connection Point" procedure to request a termination inclusive an H.248 Stream Group for WebRTC DC traffic. The eP-CSCF (IMS-ALG) uses an H.248 Context model with H.248 Stream grouping as required for WebRTC DC support. The Stream Group (SG) configurations according to Figure 6.2.10.6.2.1 is applied: The eP-CSCF (IMS-ALG) decides to assign H.248 StreamID value '1' to the H.248 deaggregation stream and to use H.248 StreamID value '2' for the WebRTC data channel. The following aspects should be emphasized:

a)
H.248 deaggregation stream (S1): 
- covers the protocol stack segment "SCTP Association over DTLS connection over L4/IP";
- the 'UDP' is indicated as L4 protocol;
- the SDP information related to the underlying ICE procedures is omitted in the abstracted ADD.req command;
- the deaggregation stream embedded SDP covers the attributes for configuration of the SCTP Association;

b)
H.248 component stream (S2): 
- covers the upper protocol levels of the logical DC and the IP application layer (here 'MSRP');

c)
DTLS session/DTLS association establishment:
- an outgoing establishment procedure is enabled ("which will be executed by the eIMS-AGW after successful L4 connectivity");

d)
SCTP association establishment:
- both, an incoming and outgoing establishment procedure is enabled ("in order to emulate "SCTP simultaneous open" behaviour");
- the eIMS-AGW would start to send an SCTP INIT chunk as soon as the DTLS connection is "data transfer ready" (see step 16);

e)
Preparation of DC release already in DC establishment phase:
- Background: DC release is based on SCTP Association level SCTP Stream reset procedures. Incoming reset requests could be either autonomously handled by the eIMS-AGW or explicitly controlled by the eP-CSCF (IMS-ALG). 
- The activation of a notification mechanism is required in any case (indicating the autonomous behaviour by the default value ‘accept’ of the correspondent event parameter).
12./13.
The eIMS-AGW confirms the successful creation and configuration of the requested H.248 Stream Group for WebRTC DC traffic.
14./15.
The eP-CSCF (IMS-ALG) then sends the updated SDP answer to the IMS UE-A embedded WIC-A.
NOTE:
In figure 6.2.10.6.2.2. "a=dcmap" does not contain priority information and the default priority thus applies.
* * * Next Change * * * *

6.2.22.3.1
Media Plane Optimization including DTLS layer for WIC originating call
The H.248 Context model for a WebRTC call in figure 6.2.10.6.2.1 is assumed. However, the example flow in this subclause focuses on the WebRTC data channel part only. Thus, only H.248 Streams S1 (for de-aggregation of multiple data channels) and S2 (for MSRP traffic) are indicated subsequently.

Figure 6.2.22.3.1.1 shows the message sequence chart example for the WIC originated procedure to establish a WebRTC data channel with media plane optimization following the procedures in subclause 5.20.3.2.
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a=tra-att=dcsa:SCTPstreamID-a path:path-a]
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8. H.248 MOD req [C=C1, T=T

2

, Stream=2 { Remote 

(RAddr=IP1a, RPort=P1a) Local (m=UDP)}]

10. H.248 MOD resp [C=C1, T=T

2

]

14. Modify SDP answer 

15. SDP answer [c=IP2a, 

m=application P2a UDP/DTLS/SCTP 

webrtc-datachannel, a=max-message-

size:RSa, a=sctp-port:RPa, a=setup:active, 

a=connection:new, a=tls-id:Rid, 

a=fingerprint:R-a, a=dcmap:SCTPstreamID-

a subprotocol=MSRP,

a=dcsa:SCTPstreamID-a setup:active,

a=dcsa:SCTPstreamID-a path:path-b]

16. DTLS ClientHello

Reserve AGW 

Connection Point

Configure AGW 

Connection Point

17. Remaining messages of DTLS handshake
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11. H.248 ADD req [C=C1, T=?, Stream=2 { Remote (RAddr=IP1o, 

RPort=P1o, m=UDP), Local (LAddr=?, LPort=?, m=UDP)}]

13. H.248 ADD resp [C=C1, T=T

1

,

Stream=2 { Local (LAddr=IP2a, LPort=P2a, m=UDP}]

Reserve and Configure 

AGW Connection Point

18. SCTP association estabilishment

WIC-A

7. SDP answer (c=IP1a, m=P1a TCP/MSRP, a=tra-SCTP-

association=1, a=tra-m-line=application P1a UDP/DTLS/SCTP webrtc-

datachannel, a=tra-att=max-message-size:RSa, a=tra-att=sctp-

port:RPa, a=tra-att=setup:active, a=tra-att=connection:new, 

a=tra-att=tls-id:Rid, a=tra-att=fingerprint:R-a, 

a=tra-att=dcmap:SCTPstreamID-a subprotocol=MSRP, 

a=tra-att=dcsa:SCTPstreamID-a setup:active, a=tra-

att=dcsa:SCTPstreamID-a path:path-b)


NOTE:
Message 16 (DTLS ClientHello) can be received by the eIMS-AGW from the remote peer before the eIMS-AGW is configured to pass it (in steps 8.-13.) and will then be dropped by the eIMS-AGW. However, the remote peer will then resend message 16 after a timeout while waiting for a response.

Figure 6.2.22.3.1.1: WIC originated procedure for WebRTC data channel establishment with media plane optimization including DTLS layer

* * * Next Change * * * *

6.2.22.3.2
Media Plane Optimization excluding DTLS layer for WIC originating call
The H.248 Context model for a WebRTC call in figure 6.2.10.6.2.1 is assumed. However, the example flow in this subclause focuses on the WebRTC data channel part only. Thus, only H.248 Streams S1 (for de-aggregation of multiple data channels) and S2 (for MSRP traffic) are indicated subsequently. Furthermore, there is an additional termination T3 towards the IMS core network to handle DTLS.
Figure 6.2.22.3.2.1 shows the message sequence chart example for the WIC originated procedure to establish a WebRTC data channel with media plane optimization following the procedures in subclause 5.20.3.2.
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a=dcmap:SCTPstreamID-a subprotocol=MSRP, 

a=dcsa:SCTPstreamID-a setup=actpass, 

a=dcsa:SCTPstreamID-a path:path-a]
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a=tra-att=dcmap:SCTPstreamID-a subprotocol=MSRP, 

a=tra-att=dcsa:SCTPstreamID-a setup:active, 

a=tra-att=dcsa:SCTPstreamID-a path:path-b]

12. Configure outgoing termination T

3

 

11. H.248 MOD req [C=C1, T=T
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, Stream=2 { Remote ( 

RAddr=IP1a, RPort=P1a, fingerprint=R-a), Local (m=UDP/DTLS), 

LocalControl (StreamMode=sendrecv)}]

13. H.248 MOD resp [C=C1, T=T

3

]

22. Modify SDP answer 

23. SDP answer [c=IP2a, m=application P2a 

UDP/DTLS/SCTP webrtc-datachannel, 

a=max-message-size:RSa, a=sctp-port:RPa, 

a=setup:active, a=connection:new, a=tls-id:GWx, 

a=fingerprint:GW-b, 

a=dcmap:SCTPstreamID-a subprotocol=MSRP, 

a=dcsa:SCTPstreamID-a setup:active, 

a=dcsa:SCTPstreamID-a path:path-b]
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LPort=?, m=UDP/DTLS, fingerprint=?)}]

19. H.248 ADD resp [C=C1, T=T
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, Stream=2 (Local ( LAddr=IP2a, 

LPort=P2a, m=UDP/DTLS, fingerprint=GW-b)}]

Reserve and Configure 
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26. SCTP association estabilishment

WIC-A

6. Create outgoing termination T
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5. H.248 ADD req [C=C1, T=?, Stream=2 { Local (LAddr=IP2o, LPort=?, 

m=UDP/DTLS, fingerprint=?), LocalControl (StreamMode=inactive)}]
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2. H.248 ADD req [C=?, T=?, Stream=2 { Local ( LAddr=?, LPort=?, 

m=TCP)}]

4. H.248 ADD resp [C=C1, T=T
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Figure 6.2.22.3.2.1: WIC originated procedure for WebRTC data channel establishment with media plane optimization excluding DTLS layer

* * * End of Changes * * * *
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3. Create outgoing termination T2
1. SDP offer (c=IP1o, m=P1o UDP/TLS/UDPTL, a=3ge2ae:requested, a=setup:actpass, a=fingerprint:cue‑a, a=tls-id:ueanew1)
2. H.248 ADD req (C=?, T=?, m=UDP, LAddr=?, LPort=?)
4. H.248 ADD resp (C=C1, T=T2, LAddr=IP2o, LPort=P2o)
5. Modify SDP offer
6. SDP offer (c=IP2o, m=P2o udptl)
7. SDP answer (c=IP1a, m=P1a udptl)
9. Configure outgoing termination T2
8. H.248 MOD req (C=C1, T=T2, RAddr=IP1a, RPort=P1a)
10. H.248 MOD resp (C=C1, T=T2)
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IMS-ALG
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8. H.248 MOD req (C=C1, T=T2, RAddr=IP1a, RPort=P1a)
10. H.248 MOD resp (C=C1, T=T2)
14. Modify SDP answer
15. SDP answer (c=IP2a, m=P2a UDP/TLS/RTP/SAVP, a=setup:active, a=fingerprint:eIMS-AGW-a, 
a=tls-id:algnew1)
16. DTLS ClientHello
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17. Remaining messages of DTLS handshake
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15. SDP answer (c=IP2a, m=application P2a UDP/DTLS/SCTP webrtc-datachannel,
a=max-message-size:IMS-AGW-Sa,
a=sctp-port:IMS-AGW-Pa,
a=setup:active, a=tls-id:alg-y, 
a=fingerprint:IMS-AGW‑a, a=dcmap:SCTPstreamID-a subprotocol=MSRP,
a=dcsa:SCTPstreamID-a setup:active,
a=dcsa:SCTPstreamID-a path:path-b)
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3. Create outgoing termination T2
1. SDP offer (c=IP1o,
m= application P1o UDP/DTLS/SCTP webrtc-datachannel, a=max-message-size:UE-Sa,
a=sctp-port:UE-Pa, a=setup:actpass, 
a=tls-id:wic-x, a=fingerprint:UE‑a,
a=dcmap:SCTPstreamID-a subprotocol=MSRP, a=dcsa:SCTPstreamID-a  setup=actpass,
a=dcsa:SCTPstreamID-a path:path-a)
2. H.248 ADD req (C=?, T=?, Stream=2 ( Local (LAddr=?, LPort=?, m=TCP) ) )
4. H.248 ADD resp (C=C1, T=T2, Stream=2 ( Local (LAddr=IP2o, LPort=P2o) ) )
5. Modify SDP offer
6. SDP offer (c=IP2o, m=P2o TCP/MSRP, a=setup:actpass, a=msrp-cema, a=path:path-a)
7. SDP answer (c=IP1a, m=P1a TCP/MSRP, a=setup:active, a=msrp-cema, a=path:path-b)
9. Configure outgoing termination T2
8. H.248 MOD req (C=C1, T=T2, Stream=2 (Remote (RAddr=IP1a, RPort=P1a) ) )
10. H.248 MOD resp (C=C1, T=T2)
16. DTLS ClientHello
Reserve IMS Resources
Configure IMS Resources
17. Remaining messages of DTLS handshake
12. Create incoming termination T1
11. H.248 ADD req (C=C1, T=?, groupse = ["SCTP 2"]
Stream=1 ( strdeagg=[2] Remote (RAddr=IP1o, RPort=P1o, m=UDP/DTLS/SCTP webrtc-datachannel, a=max-message-size:UE-Sa, a=sctp-port:UE-Pa, a=fingerprint:UE‑a, a=dcmap:SCTPstreamID-a subprotocol=MSRP) Local (Est_DTLS, Notify_DTLS_Est_failure, LAddr=?, LPort=?, a=fingerprint?, m=UDP/DTLS/SCTP, a=sctp-port?, a=max-message-size?, a=dcmap:SCTPstreamID-a subprotocol=MSRP))
Stream=2 (sctpid=SCTPstreamID-a)
Signal (Est_DTLS, Est_SCTP)  Events (Detreset("accept") ) )
13. H.248 ADD resp (C=C1, T=T1, Stream=1 ( Local (LAddr=IP2a, LPort=P2a,
a=fingerprint:IMS-AGW-a, a=sctp-port:IMS-AGW-Pa,
a=max-message-size:IMS-AGW-Sa) ) )
Reserve and Configure IMS Resources
18. SCTP association estabilishment
WIC-A
14. Modify SDP answer



IMS-ALG
e-IMS-AGW
3. Create outgoing termination T2
1. SDP offer [c=IP1o, m= application P1o UDP/DTLS/SCTP webrtc-datachannel, a=max-message-size:UE-Sa, a=sctp-port:UE-Pa, a=setup:actpass, a=tls-id:wicx, a=fingerprint:UE‑a, a=connection:new,
a=dcmap:SCTPstreamID-a subprotocol=MSRP, a=dcsa:SCTPstreamID-a  setup=actpass,
a=dcsa:SCTPstreamID-a path:path-a]
2. H.248 ADD req [C=?, T=?, Stream=2 {Local (LAddr=?, LPort=?, m=TCP)}]
4. H.248 ADD resp [C=C1, T=T2, Stream=2 { Local  ( LAddr=IP2o, LPort=P2o)}]
5. Modify SDP offer
6. SDP offer [c=IP2o, a=tra-contact=IP2o, a=tra-media-line-number=x, m=P2o TCP/MSRP, a=setup:actpass, a=msrp-cema, a=path:path-a, a=tra-SCTP-association=1, a=tra-m-line= application P2o UDP/DTLS/SCTP webrtc-datachannel, a=tra-att=max-message-size:UE-Sa, a=tra-att=sctp-port:UE-Pa, a=tra-att=setup:actpass, a=tra-att=connection:new, a=tra-att=tls-id:wicx, 
a=tra-att=fingerprint:UE‑a, a=tra-att=dcmap:SCTPstreamID-a subprotocol=MSRP, a=tra-att=dcsa:SCTPstreamID-a  setup=actpass, 
a=tra-att=dcsa:SCTPstreamID-a path:path-a]
9. Configure outgoing termination T2
8. H.248 MOD req [C=C1, T=T2, Stream=2 { Remote (RAddr=IP1a, RPort=P1a) Local (m=UDP)}]
10. H.248 MOD resp [C=C1, T=T2]
14. Modify SDP answer
15. SDP answer [c=IP2a, 
m=application P2a UDP/DTLS/SCTP webrtc-datachannel, a=max-message-size:RSa, a=sctp-port:RPa, a=setup:active, a=connection:new, a=tls-id:Rid, a=fingerprint:R‑a, a=dcmap:SCTPstreamID-a subprotocol=MSRP,
a=dcsa:SCTPstreamID-a setup:active,
a=dcsa:SCTPstreamID-a path:path-b]
16. DTLS ClientHello
Reserve AGW Connection Point
Configure AGW Connection Point
17. Remaining messages of DTLS handshake
12. Create incoming termination T1
11. H.248 ADD req [C=C1, T=?, Stream=2 { Remote (RAddr=IP1o, RPort=P1o, m=UDP), Local (LAddr=?, LPort=?, m=UDP)}]
13. H.248 ADD resp [C=C1, T=T1, Stream=2 { Local (LAddr=IP2a, LPort=P2a, m=UDP}]
Reserve and Configure AGW Connection Point
18. SCTP association estabilishment
WIC-A
7. SDP answer (c=IP1a, m=P1a TCP/MSRP, a=tra-SCTP-association=1, a=tra-m-line=application P1a UDP/DTLS/SCTP webrtc-datachannel, a=tra-att=max-message-size:RSa, a=tra-att=sctp-port:RPa, a=tra-att=setup:active, a=tra-att=connection:new, 
a=tra-att=tls-id:Rid, a=tra-att=fingerprint:R‑a, 
a=tra-att=dcmap:SCTPstreamID-a subprotocol=MSRP, 
a=tra-att=dcsa:SCTPstreamID-a setup:active, a=tra-att=dcsa:SCTPstreamID-a path:path-b)



IMS-ALG
e-IMS-AGW
1. SDP offer [c=IP1o, m= application P1o UDP/DTLS/SCTP webrtc-datachannel, a=max-message-size:UE-Sa, a=sctp-port:UE-Pa, a=setup:actpass, a=tls-id:wicx, a=fingerprint:UE‑a, a=connection:new, a=dcmap:SCTPstreamID-a subprotocol=MSRP, a=dcsa:SCTPstreamID-a setup=actpass, a=dcsa:SCTPstreamID-a path:path-a]
8. Modify SDP offer
9. SDP offer [c=IP2o, a=tra-contact=IP2o, a=tra-media-line-number=x, m=P2o TCP/MSRP, a=setup:actpass, a=msrp-cema, a=path:path-a, a=tra-SCTP-association=1, a=tra-m-line= application P3o UDP/DTLS/SCTP webrtc-datachannel, a=tra-att=max-message-size:UE-Sa, a=tra-att=sctp-port:UE-Pa, a=tra-att=setup:actpass, a=tra-att=connection:new, a=tra-att=tls-id:GWy, 
a=tra-att=fingerprint:GW‑a, a=tra-att=dcmap:SCTPstreamID-a subprotocol=MSRP, a=tra-att=dcsa:SCTPstreamID-a  setup=actpass, 
a=tra-att=dcsa:SCTPstreamID-a path:path-a]
10. SDP answer [c=IP1a, m=P1a TCP/MSRP, a=tra-SCTP-association=1, 
a=tra-m-line=application P1a UDP/DTLS/SCTP webrtc-datachannel, 
a=tra-att=max-message-size:RSa, a=tra-att=sctp-port:RPa, a=tra-att=setup:active, a=tra-att=connection:new, a=tra-att=tls-id:Rid, a=tra-att=fingerprint:R‑a, 
a=tra-att=dcmap:SCTPstreamID-a subprotocol=MSRP, 
a=tra-att=dcsa:SCTPstreamID-a setup:active, 
a=tra-att=dcsa:SCTPstreamID-a path:path-b]
12. Configure outgoing termination T3
11. H.248 MOD req [C=C1, T=T3, Stream=2 { Remote ( RAddr=IP1a, RPort=P1a, fingerprint=R-a), Local (m=UDP/DTLS), LocalControl (StreamMode=sendrecv)}]
13. H.248 MOD resp [C=C1, T=T3]
22. Modify SDP answer
23. SDP answer [c=IP2a, m=application P2a 
UDP/DTLS/SCTP webrtc-datachannel, 
a=max-message-size:RSa, a=sctp-port:RPa, a=setup:active, a=connection:new, a=tls-id:GWx, a=fingerprint:GW‑b, 
a=dcmap:SCTPstreamID-a subprotocol=MSRP, a=dcsa:SCTPstreamID-a setup:active, a=dcsa:SCTPstreamID-a path:path-b]
24. DTLS ClientHello
Configure AGW Connection Point
25. Remaining messages of DTLS handshake
18. Create incoming termination T1
17. H.248 ADD req [C=C1, T=?, Stream=2 { Remote (RAddr=IP1o, RPort=P1o, m=UDP/DTLS, fingerprint=UE-a), Local (LAddr=?, LPort=?, m=UDP/DTLS, fingerprint=?)}]
19. H.248 ADD resp [C=C1, T=T1, Stream=2 (Local ( LAddr=IP2a, LPort=P2a, m=UDP/DTLS, fingerprint=GW-b)}]
Reserve and Configure AGW Connection Point
26. SCTP association estabilishment
WIC-A
6. Create outgoing termination T3
5. H.248 ADD req [C=C1, T=?, Stream=2 { Local (LAddr=IP2o, LPort=?, m=UDP/DTLS, fingerprint=?), LocalControl (StreamMode=inactive)}]
7. H.248 ADD resp [C=C1, T=T3, Stream=2 { Local ( LAddr=IP2o, LPort=P3o, fingerprint=GW-a)}]
Reserve AGW Connection Point
15. Remove outgoing termination T2
14. H.248 SUB req [C=C1, T=T2]
16. H.248 SUB resp [C=C1, T=T2]
20. DTLS ClientHello
21. Remaining messages of DTLS handshake
3. Create outgoing termination T2
2. H.248 ADD req [C=?, T=?, Stream=2 { Local ( LAddr=?, LPort=?, m=TCP)}]
4. H.248 ADD resp [C=C1, T=T2, Stream=2 { Local ( LAddr=IP2o, LPort=P2o)}]
Reserve AGW Connection Point
Release AGW Connection Point



IMS‑ALG
IMS‑AGW
3. Create outgoing termination T1
1. SDP offer (c=IP1o, m=P1o RTP/AVP)
2. H.248 ADD req (C=?, T=?, m=UDP/DTLS, Notify_DTLS_Est_failure, LAddr=?, LPort=?, a=fingerprint?)
4. H.248 ADD resp (C=C1, T=T1, LAddr=IP2o, LPort=P2o, a=fingerprint:eIMS-AGW-b)
6. Create incoming termination T2
5. H.248 ADD req (C=C1, T=?, m=UDP, LAddr=?, LPort=?, RAddr=IP1o, RPort=P1o)
7. H.248 ADD resp (C=C1, T=T2, LAddr=IP2a, LPort=P2a, RAddr=IP1o, RPort=P1o)
8. Modify SDP offer
9. SDP offer (c=IP2o, m=P2o UDP/TLS/RTP/SAVP, a=setup:actpass, a=fingerprint:eIMS-AGW-b, a=tls-id:algnew1)
14. DTLS ClientHello
10. SDP answer (c=IP1a, m=P1a UDP/TLS/RTP/SAVP, a=setup:active, a=fingerprint:WIC‑b, a=tls-id:wicbnew1)
12. Configure outgoing termination T1
11. H.248 MOD req (C=C1, T=T1, RAddr=IP1a, RPort=P1a, a=fingerprint:WIC‑b)
13. H.248 MOD resp (C=C1, T=T1)
16. Modify SDP answer
17. SDP answer (c=IP2a, m=P2a RTP/AVP)
Reserve AGW Connection Point 
(, Change Through-Connection)
Reserve and Configure AGW Connection Point 
(, Change Through-Connection)
Configure AGW Connection Point 
(, Change Through-Connection)
15. Remaining messages of DTLS handshake



IMS‑ALG
IMS‑AGW
3. Create outgoing termination T1
1. SDP offer (c=IP1o, m=P1o udptl)
2. H.248 ADD req (C=?, T=?, m=UDP/DTLS, Notify_DTLS_Est_failure, LAddr=?, LPort=?, a=fingerprint?)
4. H.248 ADD resp (C=C1, T=T1, LAddr=IP2o, LPort=P2o, a=fingerprint:cagw)
6. Create incoming termination T2
5. H.248 ADD req (C=C1, T=?, m=UDP, LAddr=?, LPort=?, RAddr=IP1o, RPort=P1o)
7. H.248 ADD resp (C=C1, T=T2, LAddr=IP2a, LPort=P2a, RAddr=IP1o, RPort=P1o)
8. Modify SDP offer
9. SDP offer (c=IP2o, m=P2o UDP/TLS/UDPTL, a=3ge2ae:applied, a=setup:actpass, a=fingerprint:cagw, a=tls-id:algnew1)
10. DTLS ClientHello
12. SDP answer (c=IP1a, m=P1a UDP/TLS/UDPTL, a=setup:active, a=fingerprint:cue‑b, a=tls-id:uebnew1)
14. Configure outgoing termination T1
13. H.248 MOD req (C=C1, T=T1, RAddr=IP1a, RPort=P1a, a=fingerprint:cue‑b)
15. H.248 MOD resp (C=C1, T=T1)
16. Modify SDP answer
17. SDP answer (c=IP2a, m=P2a udptl)
Reserve AGW Connection Point 
(, Change Through-Connection)
Reserve and Configure AGW Connection Point 
(, Change Through-Connection)
Configure AGW Connection Point 
(, Change Through-Connection)
11. Remaining messages of DTLS handshake



IMS‑ALG
IMS‑AGW
3. Create outgoing termination T1
1. SDP offer (c=IP1o, m=P1o udptl)
2. H.248 ADD req (C=?, T=?, m=UDP/DTLS, Notify_DTLS_Est_failure, LAddr=?, LPort=?, a=fingerprint?)
4. H.248 ADD resp (C=C1, T=T1, LAddr=IP2o, LPort=P2o, a=fingerprint:cagw)
6. Create incoming termination T2
5. H.248 ADD req (C=C1, T=?, m=UDP, LAddr=?, LPort=?, RAddr=IP1o, RPort=P1o)
7. H.248 ADD resp (C=C1, T=T2, LAddr=IP2a, LPort=P2a, RAddr=IP1o, RPort=P1o)
8. Modify SDP offer
9. SDP offer (c=IP2o, m=P2o UDP/TLS/UDPTL, a=3ge2ae:applied, a=setup:actpass, a=fingerprint:cagw, a=dtls-id:algnew1)
10. DTLS ClientHello
12. SDP answer (c=IP1a, m=P1a UDP/TLS/UDPTL, a=setup:active, a=fingerprint:cue‑b, a=dtls-id:uebnew1)
14. Configure outgoing termination T1
13. H.248 MOD req (C=C1, T=T1, RAddr=IP1a, RPort=P1a, a=fingerprint:cue‑b)
15. H.248 MOD resp (C=C1, T=T1)
16. Modify SDP answer
17. SDP answer (c=IP2a, m=P2a udptl)
Reserve AGW Connection Point 
(, Change Through-Connection)
Reserve and Configure AGW Connection Point 
(, Change Through-Connection)
Configure AGW Connection Point 
(, Change Through-Connection)
11. Remaining messages of DTLS handshake



IMS‑ALG
IMS‑AGW
3. Create outgoing termination T1
1. SDP offer (c=IP1o, m=P1o RTP/AVP)
2. H.248 ADD req (C=?, T=?, m=UDP/DTLS, Notify_DTLS_Est_failure, LAddr=?, LPort=?, a=fingerprint?)
4. H.248 ADD resp (C=C1, T=T1, LAddr=IP2o, LPort=P2o, a=fingerprint:eIMS-AGW-b)
6. Create incoming termination T2
5. H.248 ADD req (C=C1, T=?, m=UDP, LAddr=?, LPort=?, RAddr=IP1o, RPort=P1o)
7. H.248 ADD resp (C=C1, T=T2, LAddr=IP2a, LPort=P2a, RAddr=IP1o, RPort=P1o)
8. Modify SDP offer
9. SDP offer (c=IP2o, m=P2o UDP/TLS/RTP/SAVP, a=setup:actpass, a=fingerprint:eIMS-AGW-b, a=dtls-id:algnew1)
14. DTLS ClientHello
10. SDP answer (c=IP1a, m=P1a UDP/TLS/RTP/SAVP, a=setup:active, a=fingerprint:WIC‑b, a=dtls-id:wicbnew1)
12. Configure outgoing termination T1
11. H.248 MOD req (C=C1, T=T1, RAddr=IP1a, RPort=P1a, a=fingerprint:WIC‑b)
13. H.248 MOD resp (C=C1, T=T1)
16. Modify SDP answer
17. SDP answer (c=IP2a, m=P2a RTP/AVP)
Reserve AGW Connection Point 
(, Change Through-Connection)
Reserve and Configure AGW Connection Point 
(, Change Through-Connection)
Configure AGW Connection Point 
(, Change Through-Connection)
15. Remaining messages of DTLS handshake
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1. SDP offer [c=IP1o, 
m= application P1o UDP/DTLS/SCTP webrtc-datachannel, a=max-message-size:UE-Sa,
a=sctp-port:UE-Pa, a=setup:actpass, a=dtls-id:wicx, a=fingerprint:UE‑a, a=connection:new
a=dcmap:SCTPstreamID-a subprotocol=MSRP, a=dcsa:SCTPstreamID-a setup=actpass,
a=dcsa:SCTPstreamID-a path:path-a]
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3. Create outgoing termination T2
1. SDP offer (c=IP1o,
m= application P1o UDP/DTLS/SCTP webrtc-datachannel,
a=max-message-size:UE-Sa,
a=sctp-port:UE-Pa, a=setup:actpass, a=dtls-id:wicx; a=fingerprint:UE‑a,
a=dcmap:SCTPstreamID-a subprotocol=MSRP, a=dcsa:SCTPstreamID-a  setup=actpass,
a=dcsa:SCTPstreamID-a path:path-a)
2. H.248 ADD req (C=?, T=?, Stream=2 ( Local(LAddr=?, LPort=? m=TCP) ) )
4. H.248 ADD resp (C=C1, T=T2, Stream=2 ( Local(LAddr=IP2o, LPort=P2o) ) )
5. Modify SDP offer
6. SDP offer (c=IP2o, m=P2o TCP/MSRP, a=setup:actpass, a=msrp-cema, a=path;path-a)
7. SDP answer (c=IP1a, m=P1a TCP/MSRP,
 a=setup:active, a=msrp-cema, a=path:path-b)
9. Configure outgoing termination T2
8. H.248 MOD req (C=C1, T=T2, Stream=2 ( Remote(RAddr=IP1a, RPort=P1a) ) )
10. H.248 MOD resp (C=C1, T=T2)
14. Modify SDP answer
15. SDP answer (c=IP2a, m=application P2a UDP/DTLS/SCTP webrtc-datachannel,
a=max-message-size:IMS-AGW-Sa,
a=sctp-port:IMS-AGW-Pa,
a=setup:active, a=dtls-id:algy; a=fingerprint:IMS-AGW‑a, a=dcmap:SCTPstreamID-a subprotocol=MSRP
a=dcsa:SCTPstreamID-a setup:active
a=dcsa:SCTPstreamID-a path:path-b )
16. DTLS ClientHello
Reserve IMS Resources
Configure IMS Resources
17. Remaining messages of DTLS handshake
12. Create incoming termination T1
11. H.248 ADD req (C=C1, T=?, groupse = ["SCTP 2"]
Stream=1 ( strdeagg=[2] Remote ( RAddr=IP1o, RPort=P1o, m=UDP/DTLS/SCTP webrtc-datachannel, a=max-message-size:UE-Sa, a=sctp-port:UE-Pa, a=fingerprint:UE‑a, a=dcmap:SCTPstreamID-a subprotocol=MSRP) Local(Est_DTLS, Notify_DTLS_Est_failure, LAddr=?, LPort=?, a=fingerprint?, m=UDP/DTLS/SCTP, a=sctp-port?, a=max-message-size?, a=dcmap:SCTPstreamID-a subprotocol=MSRP) )
Stream=2 (sctpid=SCTPstreamID-a)
Signal (Est_DTLS, Est_SCTP)
Events(Detreset(“accept“) ) )
13. H.248 ADD resp (C=C1, T=T1, Stream=1 ( Local( LAddr=IP2a, LPort=P2a,
a=fingerprint:IMS-AGW-a, a=sctp-port:IMS-AGW-Pa,
a=max-message-size:IMS-AGW-SA) ) )
Reserve and Configure IMS Resources
18. SCTP association estabilishment
WIC-A
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3. Create outgoing termination T2
1. SDP offer (c=IP1o, m=P1o UDP/TLS/RTP/SAVP, a=setup:actpass, a=fingerprint:WIC‑a, a=dtls-id:wicanew1)
2. H.248 ADD req (C=?, T=?, m=RTP/AVP, LAddr=?, LPort=?)
4. H.248 ADD resp (C=C1, T=T2, LAddr=IP2o, LPort=P2o)
5. Modify SDP offer
6. SDP offer (c=IP2o, m=P2o RTP/AVP)
7. SDP answer (c=IP1a, m=P1a RTP/AVP)
9. Configure outgoing termination T2
8. H.248 MOD req (C=C1, T=T2, RAddr=IP1a, RPort=P1a)
10. H.248 MOD resp (C=C1, T=T2)
14. Modify SDP answer
15. SDP answer (c=IP2a, m=P2a UDP/TLS/RTP/SAVP, a=setup:active, a=fingerprint:eIMS-AGW-a, 
a=dtls-id:algnew1)
16. DTLS ClientHello
Reserve AGW Connection Point 
(, Change Through-Connection)
Configure AGW Connection Point 
(, Change Through-Connection)
17. Remaining messages of DTLS handshake
12. Create incoming termination T1
11. H.248 ADD req (C=C1, T=?, m=UDP/TLS/RTP/SAVP, Est_DTLS, Notify_DTLS_Est_failure, LAddr=?, LPort=?, a=fingerprint?, RAddr=IP1o, RPort=P1o, a=fingerprint:WIC‑a)
13. H.248 ADD resp (C=C1, T=T1, LAddr=IP2a, LPort=P2a, a=fingerprint:eIMS-AGW-a, RAddr=IP1o, RPort=P1o)
Reserve and Configure AGW Connection Point 
(, Change Through-Connection)
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3. Create outgoing termination T2
1. SDP offer (c=IP1o, m=P1o UDP/TLS/UDPTL, a=3ge2ae:requested, a=setup:actpass, a=fingerprint:cue‑a, a=dtls-id:ueanew1)
2. H.248 ADD req (C=?, T=?, m=UDP, LAddr=?, LPort=?)
4. H.248 ADD resp (C=C1, T=T2, LAddr=IP2o, LPort=P2o)
5. Modify SDP offer
6. SDP offer (c=IP2o, m=P2o udptl)
7. SDP answer (c=IP1a, m=P1a udptl)
9. Configure outgoing termination T2
8. H.248 MOD req (C=C1, T=T2, RAddr=IP1a, RPort=P1a)
10. H.248 MOD resp (C=C1, T=T2)
16. Modify SDP answer
17. SDP answer (c=IP2a, m=P2a UDP/TLS/UDPTL, a=setup:active, a=fingerprint:cagw, a=dtls-id:algnew1)
14. DTLS ClientHello
Reserve AGW Connection Point 
(, Change Through-Connection)
Configure AGW Connection Point 
(, Change Through-Connection)
15. Remaining messages of DTLS handshake
12. Create incoming termination T1
11. H.248 ADD req (C=C1, T=?, m=UDP/DTLS, Est_DTLS, Notify_DTLS_Est_failure, LAddr=?, LPort=?, a=fingerprint?, RAddr=IP1o, RPort=P1o, a=fingerprint:cue‑a)
13. H.248 ADD resp (C=C1, T=T1, LAddr=IP2a, LPort=P2a, a=fingerprint:cagw, RAddr=IP1o, RPort=P1o)
Reserve and Configure AGW Connection Point 
(, Change Through-Connection)
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