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1. Reason for Change
PCC related requirements for the UPF have been documented in Annex A.3.1.3 of TS 23.501. Corresponding updates are proposed in this pCR (also moving all the PCC related requirements in Table 7.2.2-1 together). 

This pCR also proposes a candidate solution for the N4 reference point.
2. Proposal

It is proposed to agree the following changes to 3GPP TR 29.891 v0.2.0.
* * * First Change * * * *

7
User Plane Management Procedures over N4
This clause will analyse the N4 and UPF requirements, the differences with the Sx interface designed for CUPS in EPC and determine the protocol to select for the N4 reference point. 
7.1
Requirements

This subclause will provide an overview of the stage 2 requirements on N4 and UPF.

This subclause provides an overview of the stage 2 requirements and procedures for the UPF and the User Plane management over N4 specified in subclauses 5.7.1, 5.8.2, 6.2.3 and A.3.1.3 of 3GPP TS 23.501 [2] and subclause 4.4 of 3GPP TS 23.502 [3]. Refer to these stage 2 references for a comprehensive description of the requirements.

The User Plane Function (UPF) handles the user plane path of PDU sessions. The UPF transmits the PDUs of the PDU session in a single tunnel between 5GC and (R)AN.

The UPF supports the following functionalities:

-
External PDU session point of interconnect to Data Network;
-
Anchor point for Intra-/Inter-RAT mobility (including sending End Marker packets);
-
PDU session type: IPv4, IPv6, Ethernet, Unstructured (type of PDU totally transparent to the 5GS); 

-
support of IPv6 multi-homed PDU session;

-
traffic detection capabilities; 
-
packet routing & forwarding;
-
traffic usage reporting, e.g. allowing SMF support for charging;

-
SDF mapping to QoS Flows;

-
QoS enforcement for user plane, including:

-
packet filtering, gating, UL/DL rate enforcement, UL/DL Session-AMBR enforcement, UL/DL 
Guaranteed Flow Bit Rate (GFBR) enforcement, UL/DL Maximum Flow Bit Rate (MFBR) enforcement, etc;

-
marking packets with the QoS Flow ID (QFI) in an encapsulation header on N3 (the QoS flow is the finest granularity of QoS differentiation in the PDU session);

-
enabling/disabling reflective QoS activation via the User Plane, i.e. marking DL packets with the Reflective QoS Indication (RQI) in the encapsulation header on N3, for DL packets matching a QoS Rule that contains an indication to activate reflective QoS.

-
Downlink packet buffering and downlink data notification triggering;

-
Activation and release of the UP connection of an PDU session, upon UE transition between the CM-IDLE and CM-CONNECTED states (i.e. activation and release of N3 tunnelling towards the access network);
-
Uplink Classifier enforcement to support routing traffic flows to a data network, e.g. based on the destination IP address/Prefix of the UL PDU;
-
Branching Point to support routing of traffic flows of an IPv6 multi-homed PDU session to a data network, based on the source Prefix of the PDU;
-
Lawful intercept;
-
Uplink Traffic verification (SDF to QoS flow mapping, i.e. checking that QFIs in the UL PDUs are aligned with the QoS Rules provided to the UE or implicitly derived by the UE e.g. when using reflective QoS);
-
Transport level packet marking in the uplink and downlink, e.g. based on 5QI and ARP of the associated QoS flow;

-
Data forwarding between the SMF and the UE or DN, e.g. IP address allocation or DN authorization during the establishment of a PDU session;
The UPF traffic detection capabilities may detect traffic based on traffic pattern for mapping at least any combination of:

-
PDU session;
-
5QI;
-
802.1q header (in case of PDU session Type Ethernet);
-
Source/destination IP address or IPv6 network prefix;
-
Source / destination port;
-
Application Identifier: The Application ID is an index to a set of application detection rules configured in UPF;
-
protocol ID of the protocol above IP;
-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.
In the pattern:

-
a value left unspecified in a filter matches any value of the corresponding information in a packet;
-
an IP address or Prefix may be combined with a prefix mask;
-
port numbers may be specified as port ranges.

* * * Next Change * * * *

7.2
Comparison with Sxa/Sxb/Sxc reference points (CUPS in EPC)

7.2.1
General

This subclause analyses the commonalities and differences between the requirements to be supported over the N4 reference point and those supported over the Sxa, Sxb or Sxc reference points for Control and User Plane Separation of EPC nodes (SGW, PGW and TDF) as specified in 3GPP TS 23.214 [6] and 3GPP TS 29.244 [7].

7.2.2
Mapping of N4 requirements to CUPS

Table 7.2.2-1 provides an overview, for all the N4 requirements identified in subclause 7.1, whether the required functionality over N4 is: 

-
already supported by CUPS (this is denoted as "S");

-
not supported by CUPS (this is denoted as "NS");

-
partially supported by CUPS (this is denoted as "PS"); in this case, the missing functionality or required modifications are documented in the Comments. 

Table 7.2.2-1: Mapping of N4 requirements to CUPS

	N°
	Main functionality


	CUPS
	Comments

	1
	UPF transmits the PDUs of the PDU session in a single tunnel between 5GC and (R)AN
	S
	There is no concept of bearer within the 5G CN and over N3. CUPS has been designed in a way to make the UP function and Sx interface agnostic to the concept of bearer. 

	2
	External PDU session point of interconnect to Data Network
	S
	

	3
	Anchor point for Intra-/Inter-RAT mobility (including sending End Marker packets)
	S
	

	4
	PDU session type: IPv4, IPv6, Ethernet, Unstructured (type of PDU totally transparent to the 5GS)
	PS
	IPv4, IPv6 and non-IP PDN connections are supported in CUPS. Ethernet PDUs are not supported.

	5
	Support of IPv6 multi-homed PDU session
	S
	In EPC, a UE can request additional IPv6 prefixes from the PGW after completing stateless IPv6 address autoconfiguration procedures. 

	6
	Traffic detection capabilities, based on traffic pattern for mapping at least any combination of:

-
PDU session;

-
5QI;

-
802.1q header (in case of PDU session Type Ethernet);

-
Source/destination IP address or IPv6 network prefix;

-
Source / destination port;

-
Application Identifier: The Application ID is an index to a set of application detection rules configured in UPF;

-
protocol ID of the protocol above IP;

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.


	PS
	Traffic detection is not supported in CUPS based on:

- PDU session

- 5QI

- 802.1q header

	7
	Packet routing & forwarding
	S
	

	8
	Downlink packet buffering and downlink data notification triggering
	S
	

	9
	Activation and release of the UP connection of an PDU session, upon UE transition between the CM-IDLE and CM-CONNECTED states (i.e. activation and release of N3 tunnelling towards the access network)
	S
	

	10
	Uplink Classifier enforcement to support routing traffic flows to a data network, e.g. based on the destination IP address/Prefix of the UL PDU
	PS
	There is no concept of UL Classifier enforcement in CUPS. However the packet forwarding model allows to provision the UP function with multiple Packet Detection Rules (PDRs) per Sx session and with different forwarding instructions (i.e. FARs) associated to each PDR. For UL traffic, PDRs do only require though to consider the F-TEIDu of the incoming GTP-U endpoint and optionally the source IP address of the packet (for uplink bearer binding verification)

The UL Classifier functionality requires to support UL PDRs with Packet Detection Information also comprising the destination IP address of the packets.

	11
	Branching Point to support routing of traffic flows of an IPv6 multi-homed PDU session to a data network, based on the source Prefix of the PDU
	PS
	There is no concept of Branching Point in CUPS. However the packet forwarding model allows to provision the UP function with multiple Packet Detection Rules (PDRs) per Sx session and with different forwarding instructions (i.e. FARs) associated to each PDR. For UL traffic, PDRs do only require though to consider the F-TEIDu of the incoming GTP-U endpoint and optionally the source IP address of the packet (for uplink bearer binding verification)

The Branching Point functionality requires to support UL PDRs with Packet Detection Information comprising possibly different source IP addresses for the packets. 

	12
	Lawful intercept
	S
	

	13
	Data forwarding between the SMF and the UE or DN, e.g. IP address allocation or DN authorization during the establishment of a PDU session
	S
	

	
	
	
	

	PCC related features

	14
	SDF mapping to QoS Flows
	PS
	CUPS supports Service Detection and Bearer binding, i.e. mapping SDF to bearers by associating PDRs with FARs including the remote GTP-U's F-TEID.    

	15
	QoS enforcement for user plane, including:
	
	

	
	-
service detection, per SDF traffic matching (DPI, IP-5-tuple) 

-
packet filtering, 
-
UL/DL SDF level gating, 
-
UL/DL SDF level MFBR enforcement, 
-
UL/DL Session-AMBR enforcement, 
-
UL/DL 
SDF level GFBR enforcement, 
-
UL/DL Maximum Flow Bit Rate (MFBR) enforcement, etc;
	S
	MBR, GBR and APN-AMBR enforcement is supported in CUPS, which corresponds to MFBR, GFBR and Session-AMBR enforcement in 5GS.

	
	-
marking packets with the QoS Flow ID (QFI) in an encapsulation header on N3;
	NS
	

	
	-
enabling/disabling reflective QoS activation via the User Plane, i.e. marking DL packets with the Reflective QoS Indication (RQI) in the encapsulation header on N3, for DL packets matching a QoS Rule that contains an indication to activate reflective QoS.
	NS
	

	
	
	
	

	
	
	
	

	
	
	
	


	
	
	
	


	
	
	
	

	16
	UL QFI to QoS flow mapping verification (i.e. checking that QFIs in the UL PDUs are aligned with the QoS Rules provided to the UE or implicitly derived by the UE e.g. when using reflective QoS)
	PS
	CUPS supports Uplink bearer binding verification, i.e. checking that UL traffic of an SDF or an Application is sent by the UE on the expected uplink bearer and thus with the right QoS. This is done by configuring UL PDRs with the uplink local F-TEIDu, the UE IP address and SDF Filter or Application ID. 

UL traffic verification in the 5GS requires to check that the UL traffic matching the PDR for the specific SDF or Application ID carries the expected QFI in the N3 encapsulation header.

	17
	Transport level packet marking in the uplink and downlink, e.g. based on 5QI and ARP of the associated QoS flow
	S
	Transport level packet marking is based on the QCI and ARP in CUPS, but this has no impact on the Sx interface since the DSCP (and not the QCI/ARP) is signalled over Sx.

	
	
	
	

	18
	UL/DL SDF level charging (online & offline, per charging key) 
	S (FFS)
	UL/DL SDF level charging (online & offline) is supported by CUPS. 

Potential extensions can be required depending on the charging requirements which will be specified by 3GPP SA WG5.

	19
	Usage Monitoring 
	S
	

	20
	Event Reporting (including application detection)
	S
	

	21
	Traffic Redirection
	S
	

	22
	Predefined PCC rules activation and deactivation
	S
	

	23
	PCC support for SDCI
	S
	


CUPS assumes the use of GTP-U tunnels within the Core Network.

* * * Next Change * * * *

7.2.3
Mapping of CUPS features to N4

The requirements for N4 are not yet defined in stage 2 with the same level of details as those specified for CUPS in 3GPP TS 23.214 [6]. 

Table 7.2.3-1 provides an overview, for all the CUPS features specified in 3GPP TS 23.214 [6] and 3GPP TS 29.244 [7], on whether the functionality: 

-
may apply to N4 ("Y");

-
does not apply to N4 ("N");

-
may partially apply to N4 ("P"); in this case, the expected differences are documented in the Comments. 

NOTE:
Whether an existing CUPS feature will apply or not to N4 will ultimately depend on the detailed stage 2 requirements, when available.

Table 7.2.3-1: Mapping of CUPS features to N4

	CUPS Main functionality
	CUPS Sub-functionality
	N4 Applicability
	Comments

	A. Session management (default & dedicated bearer establishment, bearer modification, bearer deactivation)
	1. Resource management for bearer resources
	P
	For QoS flows establishment, modification and release. No bearer concept.

	
	2. IP address and TEID assignment for GTP-U
	Y
	Assuming use of GTP-U for N3 and N9.

	
	3. Packet forwarding
	Y
	

	
	4. Transport level packet marking 
	Y
	

	B. UE IP address management
	1. IP address allocation from local pool 
	Y
	

	
	2. DHCPv4 / DHCPv6 client
	Y
	

	
	3. DHCPv4 / DHCPv6 server 
	Y
	

	
	4. Router advertisement, router solicitation, neighbour advertisement, neighbour solicitation (as in RFC 4861)
	Y
	

	C. Support for UE mobility
	1. Forwarding of "end marker" (as long as user plane to source eNB exists)
	Y
	

	
	2. Sending of "end marker" after switching the path to target node 
	Y
	

	
	3. Forwarding of buffered packet 
	Y
	

	
	4. Change of target GTP-U endpoint within 3GPP accesses
	Y
	Assuming use of GTP-U for N3.

	
	5. Change of target GTP-U endpoint between 3GPP and non-3GPP access
	Y
	

	D. S1-Release / Buffering / Downlink Data Notification
	1. ECM-IDLE mode DL packet buffering; Triggering of Downlink Data Notification message generation per bearer (multiple, if DL packet received on higher ARP than previous DDN); Inclusion of DSCP of packet in DDN message for Paging Policy Differentiation
	Y
	

	
	2. Delay Downlink Data Notification Request (if terminating side replies to uplink data after UE service request before SGW gets updated) 
	FFS
	Depends on 5GS requirements.

	
	3. Extended buffering of downlink data when the UE is in a power saving state and not reachable (high latency communication); dropping of downlink data (if MME has requested SGW to throttle downlink low priority traffic and if the downlink data packet is received on such a bearer (see clause 4.3.7.4.1a).
	FFS
	Depends on 5GS requirements.

	
	4. PGW pause of charging procedure based on operator policy/configuration the SGW (failed paging, abnormal radio link release, number/fraction of packets/bytes dropped at SGW)
	FFS
	Depends on 5GS requirements.

	E. Bearer/APN policing
	1. UL/DL APN-AMBR enforcement
	Y
	Session-AMBR enforcement

	
	2. UL/DL bearer MBR enforcement (for GBR bearer)
	Y
	UL/DL MFBR enforcement per QoS Flow

	
	3. UL/DL bearer MBR enforcement (for nonGBR bearer on Gn/Gp interface)
	Y
	UL/DL GFBR enforcement per QoS Flow

	F. PCC related functions
	1. Service detection (DPI, IP-5-tuple)
	Y
	

	
	2. Bearer binding (bearer QoS & TFT)
	P
	SDF mapping to QoS Flows

	
	3. UL bearer binding verification and mapping of DL traffic to bearers
	P
	UL traffic verification (SDF to QoS flow mapping)

	
	4. UL and DL service level gating 
	Y
	

	
	5. UL and DL service level MBR enforcement
	Y
	

	
	6. UL and DL service level charging (online & offline, per charging key)
	Y (FFS)
	Potential extensions can be required depending on the charging requirements which will be specified by 3GPP SA WG5.

	
	7. Usage monitoring
	Y
	

	
	8. Event reporting (including application detection)
	Y
	

	
	9. Request for forwarding of event reporting
	Y
	

	
	10. Redirection
	Y
	

	
	11. FMSS handling 
	N
	Out of scope of 5G System Phase 1

	
	12. PCC support for NBIFOM 
	N
	A PDU session is supported over a single access network.

	
	13. DL DSCP marking for application indication
	N
	

	
	14. Predefined PCC/ADC rules activation and deactivation
	Y
	

	
	15. PCC support for SDCI
	Y
	

	G. NBIFOM
	Non-PCC aspects of NBIFOM
	N
	A PDU session is supported over a single access network.

	H. Inter-operator accounting (counting of volume and time)
	1. Accounting per UE and bearer 
	Y
	Traffic usage reporting is required over N4.

	
	2. Interfacing OFCS through reference points specified in TS 32.240 [9]
	Y
	Traffic usage reporting is required over N4. 

	I. Load/overload control functions
	Exchange of load/overload control information and actions during peer node overload 
	Y
	

	J. Legal intercept
	Interfacing LI functions through reference points specified in TS 33.107 [10] and performing LI functionality
	Y
	

	K. Packet screening function
	
	Y
	

	L. Restoration and recovery
	
	Y
	

	M. RADIUS / Diameter on SGi
	
	Y
	

	N. OAM interfaces
	
	FFS
	Depends on 5GS requirements. 

	O. GTP bearer and path management
	Generation of echo request, handling of echo response, echo request timeout and Error Indication message
	Y
	Assuming re-use of GTP-U and corresponding procedures

	P. Sx Heartbeat procedure
	Checking the responsiveness of the Sx peer.
	Y
	

	Q. PFD Management procedures
	For Sponsored Data Connectivity Improvements
	FFS
	Depends on 5GS requirements.

	R. Sx Association Setup / Update / Release procedure 
	Sx Node related procedures for establishing an Sx Association between the CP and UP function before setting up Sx sessions. 
	Y
	


* * * Next Change * * * *

7.3
Solution and Protocol selection for N4

7.3.1
Solution 1 – N4 based on PFCP 

7.3.1.1
Solution Description

The analysis in subclauses 7.2.2 and 7.2.3 shows that there are a lot of commonalities between the requirements for the N4 reference point and those supported over the Sxa, Sxb or Sxc reference points for Control and User Plane Separation of EPC nodes (SGW, PGW and TDF).

Besides, GTPv1-U is also used over the N3 and N9 interfaces (see clause 5), like in the EPC.

The packet forwarding model specified in subclause 5.2 of 3GPP TS  29.244 [7], which defines how the CP controls the processing of the packets in the UP function, enables to support all the current N4 requirements without any change to the model.
It is thus proposed to use PFCP (Packet Forwarding Control Protocol, see 3GPP TS 29.244 [7]) over the N4 interface, with the addition of the extensions required to support the 5GS requirements not supported by CUPS (see subclause 7.2.2); this includes:
-
new PDU session type Ethernet;

-
PDR extensions to support:

-
additional traffic detection capabilities (e.g. 802.1q header);
-
the Uplink Classifier functionality, i.e. UL PDR which may include not only the F-TEIDu of the incoming GTP-U endpoint and optionally a source IP address, but also the destination IP address for routing specific traffic towards a particular PDU session anchor;
-
the Branching Point functionality, i.e. the possibility to provision multiple UL PDRs for a same N4 session comprising different source IPv6 address prefixes; 
-
the QFI of a QoS flow for UL traffic detection, QoS flow mapping verification and QoS flow enforcement;
-
QER extensions to support:

-
marking DL packets with QFI. SDF mapping to QoS flow can be supported by associating a QER to a PDR (as per CUPS principles);
-
marking DL packets with RQI to enable/disable Reflective QoS Indication via the user plane;
-
potential extensions for charging support (dependent on the charging requirements which will be specified by 3GPP SA WG5).
Editor's Note:
 the list of required extensions can evolve as stage 2 normative work is still in progress.
* * * End of Changes * * * *

