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1. Introduction
CT4 is analyzing restoration procedures for CUPS
2. Reason for Change
For the different error scenarios, some open issues are covered by Editor's notes. 
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.844 1.0.0.
* * * First Change * * * *

5.7.2.1.1
Solution Description

When the TDF-C detects the failure of a TDF-U with a restart, the TDF-C or optionally the TDF-U shall initiate the Sx association establishment when the TDF-U has restarted. the TDF-C may wait for the restarted TDF-U to forward downlink IP packets or uplink IP packets for which it doesn’t have a session. 

After establishment of an Sx association between the TDF-C and the TDF-U the TDF-U may establish a user plane to forward packets for which the TDF-U does not have a session. The TDF-C shall check if it has an ongoing session for this packet, if so initiate the establishment of the session.

Alternatively, the TDF-C may also start restoring prioritized sessions in the TDF-U after the TDF-U restart, while also restoring other sessions upon receipt of User Plane packets from the TDF-U.
NOTE:
It is an implementation choice if reactive or proactive solution is supported in the nodes. The UP may signal its capability to support the reactive approach and then it is CP's choice which solution to perform or possibly both. E.g. the CP activates reactive approach by activating a "wildcarded" PDR in the UP which forwards packets to CP when there is no other PDR matching.
The following call flow illustrates the sequence of steps followed to re-create the sessions at the restarted TDF-U:
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Figure 5.7.2.1.1-1: Session Restoration after TDF-U Failure with Restart

1)
The restarted TDF-U receives an uplink or a downlink IP packet on the SGi interface respectively for which the TDF-U does not have a session. It is expected that a restarted TDF-U takes the same end point addresses on both SGi interfaces as it had before the failure.

2)
If the TDF-U knows that the TDF-C supports buffering, then the TDF-U shall forward the full packet to the TDF-C in an encapsulated tunnel. The outer encapsulation shall identify that the inner packet is sent to the TDF-C due to a missing session at the TDF-U. If the TDF-U knows that the TDF-C does not support buffering and if the TDF-U supports buffering, then the TDF-U shall forward only the header of the received packet, inside the encapsulated tunnel for the TDF-C to use the header information to identify the session that needs to be restored on the TDF-U.

NOTE 1:
Whether the TDF-U forwards only the first packet or all the packets until session restoration to the TDF-C is based on the TDF-U's knowledge of TDF-C's buffering capability. 


A TDF-U may either be configured which TDF-C are allowed to establish an association or a TDF-U shall store the Node ID(s) (e.g. in non volatile memory) of the TDF-C(s) which have established an Sx association so that the TDF-U knows after restart which TDF-C may have initiated an Sx session setup. A TDF-U supporting Sx association setup shall  establish  Sx association to these PGW-C(s) otherwise it shall send heartbeat request messages to these TDF-C(s). If a TDF-U receives a packet after restart for which it does not have an active session it shall forward the packet to the TDF-C(s) which may have established an Sx session to the TDF-U and have an Sx association established.

3)
If the TDF-C supports buffering, the TDF-C shall buffer the packet until the session is re-created at the TDF-U.

4)
The TDF-C shall recreate the Sx session at the TDF-U by using the Sx Session Establishment Request
NOTE2:
If the TDF-C receives many triggers to restore sessions, the TDF can pace session restoration.

If recreation of the Sx session at the TDF-U fails, the TDF-C may initiate the termination of the session.

If the TDF-C does not find any PDR active matching the packets received the TDF-C shall discard the received packets.

5)
Once the TDF-U accepts the session creation and if the TDF-C has buffered the packet, then the TDF-C shall forward the buffered packet to the TDF-U. The forwarded packet will be exactly same as how the packet was received by the TDF-U in step 1.

6)
The TDF-U, having the Sx session re-established, shall forward the received IP packet to the peer IP session entity.
If the TDF-U had failed without a restart and if another TDF-U can be configured with the same IP end point addresses as the failed TDF-U, then the above solution can be used for a TDF-U failure without restart as well.

If multiple TDF-C's connect to a TDF-U, then this solution requires that the user plane IP address pool be partitioned across the multiple TDF-C's.
5.7.2.1.2
Solution Evaluation
Pros:
-
This solution has no impacts to peer nodes.

-
Session recreation is performed when uplink or downlink packets arrive at the TDF-U for missing sessions. There is no mass re-creation of all sessions. This avoids congestion during restoration.

-
TDF-U needs to support handling error scenarios like missing sessions. 

Cons:
-
If the buffering is done at the TDF-C, then there is a short duration during which TDF-C has to buffer the packet. 
-
may cause a lot of user plane packets to be forwarded to the TDF-C if the TDF-U forwards to the TDF-C all the incoming packets without any existing session (e.g. for all the on-going VoLTE sessions). TDF-C receives user plane packets until all sessions are restored.

-
may result in delaying the restoration of prioritized Sx sessions (e.g. emergency PDN connections, eMPS or IMS sessions) until incoming packets are received for that session (if the solution does not support the option for the TDF-C to start restoring prioritary sessions after the TDF-U restart).

* * * End of Changes * * * *
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