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Introduction

CT4 has currently defined the support for Implicit Bootstrapping of ERP (C4-171133/CP-170049) and an Editor's Note has been added in order to give us time to see if and how the Explicit Bootstrapping mode can be used in 3GPP environment. The goal of this Discussion paper is to solve this note.

What is Explicit Bootstrapping?
After the initial EAP authentication, the UE and the 3GPP AAA server which supports ERP derives along with the MSK the EMSK and the rRK. 
After a HO, the UE may send the Explicit Bootstrapping message to the ERP authenticator. This ERP message (EAP-Initiate) has the B bit set to 1 and contains the keyName-NAI as the identifier. This keyName-NAI is used in particular to identify the ER's server. 

Explicit bootstrapping and the routing issue

The problem is that there is no specific routing mechanism to route the request to the 3GPP AAA server serving the ERP user. The message is only routed based on the destination-realm (in the NAI) and the Diameter Application Id. Thus 3 cases can happen:

1. if the reached 3GPP AAA server supports ERP and it is the ERP server for this user: the procedure continues
2. if the reached 3GPP AAA server supports ERP but it is not the ERP server for this user, the EMSKname (used as user identity in the keyName-NAI) is unknown and there is no way to contact the 3GPP AAA server serving the ERP user: the procedure fails

3. if the reached 3GPP AAA server does not support ERP: the procedure fails.

How it could work based according to IETF RFCs:

The only way to support an explicit bootstrapping is:

· one UNIQUE ER server per domain

· Use of a new Diameter Application Id to ensure the DER message is sent to this ER server.

What could be done at 3GPP level?

As we have explained in point 2, the problem is that the EMSKname is known only by the 3GPP AAA server. Thus we would need a mechanism that would provide dynamic EMSKname to 3GPP AAA server resolution.

Conclusion

As we have seen, the explicit bootstrapping mechanism does not work in all deployment scenarios. Moreover, additional work is needed if we want it to make it works in 3GPP environment.

Our proposal is then to not support Explicit Bootstrapping mode for this release.

