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1. BACKGROUND
SA2 agreed on a new ePDG selection procedure in S2-160892. The new procedure incorporates the regulatory requrements into the DNS procedure, as follows:

Req-1. “The UE shall perform a DNS query to determine if the visited country mandates the selection of ePDG in this country.” 
Req-2. “Each record in the DNS response shall contain the identity of a PLMN in the visited country which may be used for ePDG selection.”
It is left to the stage-3 specifications to specify:

a) The type and the format of the DNS record to be used in the DNS request
b) The format of the DNS response

In relation to a), CT4 in C4-161310 specified the ”Visited Country FQDN” of the following format: epdg.epc.mcc<MCC>.visited-country.pub.3gppnetwork.org. This decision may not have considered all possible solutions and their comparison, as well as the history of the discussion on this topic in SA2 (see S2-160223 and S2-160224). At least the following three options are available for DNS record type:
a) PTR record (as used in DNS-based Service Discovery (DNS-SD) in RFC 6763 (December 2013))

b) SRV record

c) NAPTR record

Furthermore, the solution in C4-161310 may not be feasible in all scenarios, such as when the UE is not attached to any PLMN (hence does not have access to MCC from the network)

In relation to b), no decision has been specified.

2. OPTIONS

2.1 DNS Record Types
a) PTR record (as used in DNS-SD)
DNS-SD (RFC 6763) defines a mechanism that allows clients to discover a list of instances of a known service (e.g. ePDG) at a known domain, using standard DNS queries. Example of the usage of DNS-SD for ePDG selection is described in S2-160223 and S2-160224: the UE puts together a DNS query with a PTR record of the format: _epdg._udp .isocc<XY>.pub.3gppnetwork.com.  The _epdg._udp label identifies the service that the UE wants to discover (to be registered with IANA). The isocc<XY>.pub.3gppnework.org identifies the domain (i.e. the country) in which the service should be discovered. <XY> is the ISO code of the country. The response could be a list of instances of the ePDG service of the format: mnc<ABC>_mcc<DEF>._epdg._udp.isocc<XY>.pub.3gppnework.org
Example:

nslookup -q=ptr _epdg._udp.isocc<XY>.pub.3gppnework.org
name = mnc012_mcc345._epdg._udp.isocc<XY>.pub.3gppnework.org
name = mnc013_mcc345._epdg._udp.isocc<XY>.pub.3gppnework.org


From here, the UE could either:

· initiate another (SRV) query for the name to get the host/port/path of the ePDG to connect to; or

· construct operator-based ePDG FQDN in 23.003 using MCC/MNC information in the name to obtain the IP address of the ePDG
b) SRV record
SRV query allows to determine the services supported by a domain.
As an example, the UE puts together a SRV query for a service _epdg._udp at the domain isocc<XY>.pub.3gppnetwork.org:
nslookup -q=srv _epdg._udp.isocc<XY>.pub.3gppnework.org                     

IN SRV priority
weight
port
target

IN SRV 0   
1
9
epdg.epc.mnc012.mcc345.pub.3gppnetwork.org 

IN SRV 0   
1
9
epdg.epc.mnc013.mcc345.pub.3gppnetwork.org 
c) NAPTR record

NAPTR query (which is commonly used for DNS queries by EPC entities) allows to determine the services supported by a domain.
Example:
nslookup -q=naptr epdg.epc.isocc<XY>.pub.3gppnetwork.org                      

IN NAPTR order pref.  replacement

IN NAPTR 100   999    epdg.epc.mnc012.mcc345.pub.3gppnetwork.org 

IN NAPTR 100   999    epdg.epc.mnc013.mcc345.pub.3gppnetwork.org 

2.2 Country Code
The ”Visited Country FQDN” in C4-161310 uses MCC to identify the country. However, the UE may not always have MCC information, such as when the UE is not attached to a PLMN. Furthermore, some countries have multiple MCCs assigned. So, another country identifier, such as ISO could, may need to be used. 
3. DISCUSSION
PTR record for DNS-SD and SRV record use service name format _service._protocol (RFC 2782) that is registered with IANA and globally identifies the ePDG service for discovery of regulatory requirements. 
NAPTR record could use the <service_ID> in 23.003 (e.g. epdg.epc), which is recognized only within the pub.3gppnetwork.org domain. It needs to be discussed whether this is an important consideration or not.
DNS-SD returns a name of the service that still needs to be resolved into an ePDG FQDN or a host/path/port. The UE would need to parse the received service name and send another SRV query for that purpose. This could be an advantage, because the UE would know what to parse, or a disadvantage due to one extra step.

SRV and NAPTR query could directly return operator-based ePDG FQDN, which would save one step. But if this is not guaranteed then the UE may not be able to parse the response and construct the operator-based ePDG FQDN.

Another difference between these options that needs to be considered is the configuration format and effort in the DNS. DNS-SD seems to allow more flexible configuration, wherein the first DNS only needs to know the names of the ePDG instances in the country without knowing the host/path/port to reach these services.
Regarding the country code, since the UE may not be attached to any PLMN when initiating the DNS query, it is not clear how the UE determines the MCC of the visited country. Furthermore, some countries have multiple MCCs, which would require multiple domains.

4. PROPOSAL

It is proposed to discuss the different options for DNS query for determination of regulatory requirements and re-examine the CT4 decisions in 23.003 in light of the conclusions.
