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1. Reason for Change
This P-CR provides clarifications on the correct understanding of the M-bit in the AVP header.
2. Proposal

It is proposed to agree the following changes to 3GPP TR 29.819.
* * * First Change * * * *
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* * * Next Change * * * *

5.3.1.1.2
Clarifications the Diameter extensibility rules
The IETF RFC 7423 [11] clarifies the Diameter extensibility rules as defined in the IETF RFC 6733 [3]. This document also provides guidelines to Diameter application designers reusing/defining Diameter applications or creating generic Diameter extensions. It does not change the Diameter base protocol principles but further explains the rules and constraints to extend Diameter. As part of the main points, this document clarifies the notion of optional and mandatory AVPs and the conditions for the reuse of existing commands with addition/deletion of AVPs. Further details are provided below to highlight some important points.

The text in the IETF RFC 3588 [2] was quite ambiguous regarding the notion of mandatory or optional AVP according to the setting of the M-bit in the AVP flag field of the AVP header. It is clarified in the IETF RFC 7423 [11] that mandatory AVPs are AVPs with the M-bit flag set in this command that must be understood by the receiving entity and cannot be ignored. Failure to understand these AVPs with the M-bit set causes a message handling error: either an error message with the result-code set to DIAMETER_AVP_UNSUPPORTED if the AVP is not understood in a request or an application-specific error handling if the given AVP is in an answer. In the opposite, optional AVPs have the M-bit cleared in the command and can be safely ignored by the receiver if not understood, without causing an error.
In the same lines, the IETF RFC 6733 [3] clarifies that M-bit setting is per application and per command. The same AVP can have the bit set for one command and have the bit cleared in a command of the same application or in the same command for another application.
Moreover, AVPs initially defined as mandatory AVPs (with the M-bit set) can be safely turned to an optional AVP, i.e., with the M-bit cleared. Any node supporting the existing application will still understand the AVP, whatever the setting of the M-bit. It means that the M-bit setting of the AVPs contained in the commands must not be part of any kind of command validity check. The M-bit is only used to decide what to do when a given AVP is not understood byt the receiver.
About the criteria for creating a new Diameter application, there is the following clarification in the IETF RFC 6733 [xx]:

  "If the CCF definition of a command allows it, an implementation may

   add arbitrary optional AVPs with the M-bit cleared (including vendor-

   specific AVPs) to that command without needing to define a new

   application.  Please refer to Section 11.1.1 for details."
This statement only clarifies the rules regarding the extension of an existing command. The extension of a command with new AVPs with the M-bit cleared does not result in the need for the creation of a new application. This mechanism allows the receiver to safely ignore unrecognized AVPs added to a command. However, this text does not imply that a command can only be extended with optional-to-understand AVP (e.g. with the M-bit cleared). An existing command can be extended by the addition of AVPs already supported by the application i.e. add in a command AVPs initially used in another command by the same application.

When it is about adding into the command AVPs already supported by the Diameter application, the AVPs can be safely added to the command with the M-bit set. As long as the receiver supports the Diameter base protocol and a specific application, the receiver will be able to successfully parse a command including any additional AVP defined by the Diameter base protocol or the specific application, with or without the M-bit set. The addition of AVP with the M-bit set into existing commands will therefore not cause an error. Obviously, as these AVPs are not part of the original CCF specification defined for this command, the processing of the command may cause an error at the application level if the application specification has not been updated to indicate how to handle these additional AVPs or if the receiver has not been upgraded to support the new version of the specification. When the application layer does not know how to handle these additional AVPs included into the command, these AVPs will be safely ignored, as the application command has been initially defined without these AVPs and they are de-facto not required to correctly handle the command.
* * * End of Changes * * * *

