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1. Reason for Change
This P-CR addresses the differences between IETF RFC 6733 and RFC 3588 regarding security.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.819.
* * * First Change * * * *

* * * Next Change * * * *

5
Changes from IETF RFC 3588
5.1
Introduction

5.2
Major Changes

5.2.1
Change in the Security Model
5.2.1.1
Description of the change

5.2.1.1.1
TLS/DTLS as mandatory to support
In the IETF RFC 3588 [xx], the support of IPsec was made mandatory for all Diameter nodes to protect Diameter connections between peers. The support of TLS was optional for clients while mandatory for Diameter servers to accommodate clients supporting only TLS. The use of TLS was primarily foreseen to protect inter-domain Diameter signaling, e.g. between Diameter edge agents interconnected via IPX networks, whereas IPsec was recommended for securing connections between peer in intra-domain, e.g. between GGSN/PGW and the local PCRF. Moreover, one single port has been defined for listening Diameter incoming connection over TCP/SCTP, meaning that TLS and IPsec connections where using the same port.

In IETF RFC 6733 [xx], the first change is that DTLS is now recommended to secure SCTP connections, due to serious limitations of the use of TCP on top of SCTP (as described in the IETF RFC 3436 [xx]). Moreover, TLS and DTLS become the primary methods for securing Diameter TCP/SCTP connections, leaving IPsec only as possible alternative security mechanism, among other independent of Diameter signaling, mainly for backward compatibility with existing deployment.
5.2.1.1.2
Deprecating the use of the Inband-Security AVP
In the IETF RFC 3588 [xx], when IPsec is not used to protect the transport connection used for the Diameter signalling, the TLS security is bootstrapped by the inclusion of the Inband-Security-ID AVP (set to the value "TLS") in the CER/CEA exchange, signifying however that CER/CEA messages are sent unprotected between peers in such a case. Moreover the TLS handshake between peers moves the peer state machine to the "Open" state for both peers.

As discussed above, the use of the Inband-Security-ID AVP implies that the CER/CEA messages are not protected by any security mechanism that was in contradiction with the statement not to use the Diameter protocol without any security mechanism (IPsec or TLS). This was creating a security breach for potential DoS attacks, using CER/CEA messages with unprotected capabilities information and TLS handshake done in the "Open" state in Peer State Machine. To overcome this security issue, it is decided in the IETF RFC 6733 [xx] to define a well-known secured port to use to initiate TLS/TCP and DTLS/SCTP connections between peers in "Closed" state.
5.2.1.1.3
Deprecating the E2E security framework
IETF RFC 3588 [xx] was assumed to be defined along with End-to-end security services. This End-to-end security was supposed to be provided via a specific extension, the Diameter CMS Security application, providing AVP integrity and confidentiality at the command level. A specific flag in the AVP header, the 'P' bit, was intended to indicate when set that the AVP content was protected by a digital signature providing authentication, integrity and data origin authentication. Confidentiality was supposed to be provided by the encryption of AVPs carried in specific security AVPs defined by the Diameter CMS Security application. Included in all messages which use end-to-end protection, the E2E-Sequence AVP was defined to provide anti-replay protection for end to end messages. 

However, this solution was never completely specified by IETF and no other mechanism was defined to support the Diameter E2E security framework.

IETF RFC 6733 [xx] simply acknowledges that no E2E security mechanism has been finally defined for Diameter. As a consequence, the P bit is reserved for future use and the use of the E2E-Sequence AVP has been obviously deprecated.
5.2.1.2
Backward compatibility with IETF RFC 3588

The support of DTLS/SCTP is required only for IETF RFC 6733-based nodes. It is then not expected that DTLS/SCTP connections can be initiated with IETF RFC 3588-based nodes in Open state. However, TLS/TCP and IPsec can still be used to secure Diameter connections.

Whereas TLS/TCP and DTLS/SCTP become the mandatory security mechanism to Diameter signaling between peers in IETF RFC 6733 [xx], IPsec remain a possible alternative. As it was mandatory to support for all Diameter nodes in the IETF RFC 3588, IPsec remain a suitable solution to secure connection between IETF RFC 6733-based nodes and IETF RFC 3588-based nodes.

If IPsec is not used to secure Diameter signaling between peers, TLS/TCP connection attempts from IETF RFC 6733-based nodes with an IETF RFC 3588 will fail the latter ones are not configured with the well-known secured port to initiate TLS/TCP handshake in the "Closed" state. However it is still possible to fallback to a connection via TCP initiate the TLS/TCP handshake when both ends are in the open state. In such a case, the CER/CEA exchange must include an Inband-Security-ID AVP with a value set to "TLS" to indicate that TLS/TCP security is required. If the handshake is successful, all further messages will be then sent via TLS/TCP. If the handshake fails, both ends move back to the closed state.
Regarding E2E security, there is no difference between the IETF RFC 3588and IETF RFC 6733 [xx], even if it was supposed to be available in the first version of the specification. Therefore Diameter nodes are not supposed to rely on any E2E security mechanism and use the P bit in the AVP header nor the E2E-Sequence AVP.
5.2.1.3
Impacts on 3GPP specifications
Security of Diameter-based interfaces relies on the security architecture for network domain IP based control planes defined in the 3GPP TS 33.210. The architecture is depicted below.
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In this architecture, a security domain usually corresponds to the core network of a single operator and core networks are separated by SEG. The Za-interface covers all NDS/IP traffic between security domains and the Zb-interface is located between Security Gateways (SEG) and Network Entities (NEs) or between NEs within the same security domain. On the Za-interface, IPsec ESP is mandatory to provide authentication/integrity protection whereas encryption recommended but not required. On the Zb-interface, IPsec ESP is optional to implement, depending on the operator decision.

Considering both IETF RFC 3588 [xx] and IETF RFC 6733 [xx], the security requirements defined by the 3GPP TS 33.210 [xx] for protecting NDS/IP traffic, including Diameter signaling, are not compliant with the security requirements defined for securing Diameter messages. As per IETF RFC 3588 [xx] and inherited by the IETF RFC 6733 [xx], Diameter cannot be used without any security mechanism, either IPSec or TLS for IETF RFC 3588 [xx], or TLS, DTLS or IPsec for IETF RFC 6733 [xx]. Therefore the optional use of IPsec over Zb-interface is not compliant. Moreover, in the IETF documents, when used to protect signaling between Diameter peers, IPsec ESP must be used in transport mode with non-null encryption and authentication algorithms to provide per-packet authentication, integrity protection and confidentiality whereas IPsec ESP is used in tunnel mode over Za-interface and Zb-interface (if IPsec is implemented) and the encryption is not mandatory.
In this assumption that Diameter-based 3GPP entities were only relying on the Diameter base protocol requirements to secure transport connections, moving from IETF RFC 3588 [xx] to IETF 6733 [xx] based implementation would be seamless if 3GPP makes mandatory the support of IPsec for every node deployed based on the IETF RFC 6733 [xx] and implemented in 3GPP networks. With such a specific 3GPP mandatory requirement, it is ensured that at least one common security mechanism (i.e. IPsec) will be supported by any peer interconnected with the 3GPP nodes.
The deprecation of the use of the Inband-Security AVP has no impact on the 3GPP specifications if IPsec is assumed to be the default mechanism for securing Diameter connections in 3GPP networks.

As it was never deployed, deprecating the E2E security framework in the IETF RFC 6733 [xx], except from a documentation point of view: in tables describing the set of AVPs defined for a specific application, a column was there to indicate whether the AVP could be encrypted. This indication becomes useless as an AVP cannot be protected by any existing E2E security mechanism on top of Diameter. .
5.2.1.4
Conclusion

As described above, the IETF RFC 6733 [xx] is backward compatible with IETF RFC 3588 [xx] regarding the change of security model in IETF RFC 6733 [xx] compared to IETF RFC 3588 [xx] if IPsec is supported by IETF RFC 6733 [xx] based implement as alternative security mechanism.

Assuming that Diameter implementations in mobile networks are compliant with the security requirements defined in the 3GPP TS 33.210 [xx], the change of Diameter security model in the IETF RFC 6733 [xx] does not really impact the existing implementations as there are not compliant anyway with the security requirements defined in the IETF RFC 3588 [xx]. As long as the requirements given in the 3GPP TS 33.210 [xx] remain valid for Diameter-based interfaces deployed in 3GPP networks, it is assumed that this security model prevails over the security requirements defined by IETF for the protection of Diameter.
In any case, in the specifications referencing the new IETF RFC 6733 [xx], the 3GPP can mandate the support of IPsec to ensure backward compatibility with existing nodes deployed in an earlier release and therefore based on IETF 3588 [xx].
It is therefore concluded that there is no security concern when updating the 3GPP specification to indicate that the IETF RFC 6733 [xx] is now the normative reference for Diameter implementation as long as IPsec support is required.
* * * End of Changes * * * *
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