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* * * Next Change * * * *
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

ALUID
Application Layer User ID

EPUID
EPC ProSe User ID
MIC
Message Integrity Check
PDUID
ProSe Discovery UE ID
ProSe
Proximity-based Services
RPAUID
Restricted ProSe Application User ID
UTC
Universal Time Coordinated
WLLID
WLAN Link Layer ID
* * * Next Change * * * *
5.3
ProSe Direct Discovery Authorization

5.3.1
General

The ProSe Direct Discovery Authorization Procedure shall be used between the ProSe Function in the HPLMN and the ProSe Function in a local PLMN or VPLMN to obtain authorization for access to the discovery resources and perform ProSe Direct Discovery. The procedure shall be invoked by the ProSe Function in the HPLMN and is used:

-
to request the ProSe Function in VPLMN the authorization for ProSe Direct Discovery announcing when the announcing UE is roaming in the VPLMN;

-
to perform the resolution ProSe Application ID Name to ProSe Application Code and/or ProSe Application Mask when the ProSe Application ID has PLMN-specific scope for open ProSe Direct discovery;
-
to perform the resolution of a target RPAUID to a ProSe Restricted Code or ProSe Restricted Code Prefix for restricted ProSe Direct Discovery;
-
to provide the ProSe Function in the local PLMN or VPLMN with the application identity in order to allow it to perform charging;
-
to provide the ProSe Function in the local PLMN or VPLMN with the UE identity (IMSI or MSISDN) in order to allow to perform charging;

-
to provide the ProSe Function in VPLMN with the allocated ProSe Application Code ProSe Restricted Code or ProSe Restricted Code Prefix/Suffix Pool, and the corresponding validity timerin order to allow to perform charging.
-
to provide the ProSe Function in VPLMN with the allocated ProSe Query Code or ProSe Response Code and the corresponding validity timerwhen such a code is announced in restricted ProSe Direct Discovery model B procedure , in order to allow to perform charging.
-
to provide the ProSe Function in VPLMN/Local PLMN with the allocated ProSe Query Code, ProSe Response Code and associated validity timer for a given RPAUID using restricted ProSe Direct Discovery model B. 
This procedure is mapped to the commands ProSe-Discovery-Request/Answer (PDR/PDA) in the Diameter application specified in clause 6. 

Table 5.3.1-1 specifies the involved information elements for the request.

Table 5.3.1-2 specifies the involved information elements for the answer.

Table 5.3.1-1: ProSe Direct Discovery Authorization Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Discovery Type

(See 6.3.5)
	Discovery-Type
	M
	This information element shall contain the type of direct discovery authorization request (either for monitoring or for announcing).

	UE Identity

(See 6.3.28)
	User-Identifier
	M
	This information element shall contain either the user IMSI, formatted according to 3GPP TS 23.003 [4], subclause 2.2, or the user MSISDN, formatted according to 3GPP TS 29.329 [5].

	Supported Features

(See 6.3.24)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	ProSe Application ID

(See 6.3.17)
	ProSe-App-Id
	M
	This Information Element contains the ProSe Application ID requested by the UE.

	ProSe Application Code

(See 6.3.16)
	ProSe-App-Code
	C
	This Information Element contains the ProSe Application Code assigned to the announcing UE. It shall be present when the message is sent for announcing authorization. It shall be absent if the message is sent for monitoring request.

	Restricted Discovery Auth Req
	Restricted-Discovery-Auth-Req
	C
	This IE contains the information needed for the restricted discovery authorization request. It shall be present if the message is sent for restricted ProSe Direct Discovery announcing or monitoring.

	ProSe Validity Timer
(See 6.3.22)
	ProSe-Validity-Timer
	C
	This Information Element contains the validity timer corresponding to the assigned ProSe Application Code. It shall be present when the message is sent for announcing authorization. It shall be absent if the message is sent for monitoring request.

	Discovery Entry ID
	Discovery-Entry-ID
	C
	This Information Element contains the discovery entry ID used by the sending ProSe Function to identify the discovery entry related to this request.

	Metadata
	Metadata
	C
	This parameter is used to carry the metadata that is associated with the ProSe Application Code announced. It shall be present if the message is sent for open discovery announcing.


Table 5.3.1-2: ProSe Direct Discovery Authorization Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features

(See 6.3.24)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 6.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for PC6/PC7 errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

- Announcing Not Authorized 

- No Associated Discovery Filter

	PLMN Id 

(See 6.3.29)
	Visited-PLMN-Id
	O
	If present, this Information Element shall contain the PLMN-Id (3GPP TS 23.003 [4]) of the network in which the announcing UE is roaming.

	ProSe Discovery Filter 

(See 6.3.20)
	ProSe-Discovery-Filter
	C
	This Information Element contains the Filter ID, the ProSe Application ID name, a validity timer, a ProSe Application Code associated with the Prose Application ID, and zero or more ProSe Application Masks to be used by monitoring UE for full or partial matching. It shall be present when the message is a response for monitoring request and when the Result-Code AVP is DIAMETER_SUCCESS. Multiple instances of this Information Element may be present in the message, one per ProSe Application ID. 

The ProSe-Validity-Timer AVP included in ProSe-Discovery-Filter AVP indicates the maximum number of seconds of validity of a ProSe Discovery Filter.

	Restricted Discovery Auth Rsp
	Restricted-Discovery-Auth-Rsp
	C
	This Information Element contains one ProSe Restricted Code and one ProSe Validity Timer. It shall be present when the message is a response to a request whose Discovery Type is set to "MONITORING_RESTRICTED" and when the Result-Code AVP is DIAMETER_SUCCESS.

	Discovery Entry ID
	Discovery-Entry-ID
	C
	This Information Element contains the discovery entry ID used by the sending ProSe Function to identify the discovery entry related to this request.


5.3.2
Detailed behaviour of the HPLMN ProSe Function 
The ProSe Function in the HPLMN shall make use of this procedure to request the ProSe Function in VPLMN for ProSe Direct Discovery announcing authorisation for an announcing UE roaming in the VPLMN. 
-
For open ProSe Direct Discovery, the HPLMN ProSe Function shall indicate "ANNOUNCING_FOR_OPEN_PROSE_DIRECT_DISCOVERY" in the Discovery Type and shall include in the request the ProSe Application ID corresponding to the request from the announcing UE as well as the ProSe Application Code assigned for this request. The request shall include the UE identity (IMSI or MSISDN), the Discovery Entry ID and the ProSe Validity Timer corresponding to ProSe Application Code in order to allow the ProSe Function in VPLMN to perform charging. If the announcing UE's original announce request is for updating the metadata, the updated metadata shall also be included. 
-
For restricted ProSe Direct Discovery, the HPLMN ProSe Function shall indicate "ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY" in the Discovery Type and shall include a Restricted-Discovery-Auth-Req IE in the request, which contains the application identity, RPAUID corresponding to the announcing UE as well as the ProSe Restricted Code assigned for this request. The request shall include the UE identity (IMSI or MSISDN), the Discovery Entry ID, and the ProSe Validity Timer corresponding to ProSe Restricted Code in order to allow the ProSe Function in VPLMN to perform charging. For restricted ProSe Direct Discovery using application-controlled extension, the ProSe Function shall include a ProSe Restricted Code Prefix and one or more ProSe Restricted Code Suffix in the Restricted Discovery Auth Req IE.
-
For restricted ProSe Direct Discovery model B discoverer operation, the HPLMN ProSe Function shall indicate "DISCOVERER_ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY" in the Discovery Type and shall include a Restricted-Discovery-Auth-Req IE in the request, which contains the application identity, RPAUID corresponding to the discoverer UE as well as the ProSe Query Code assigned for this request. The request shall include the UE identity (IMSI or MSISDN), the Discovery Entry ID, and the ProSe Validity Timer corresponding to ProSe Query Code in order to allow the ProSe Function in VPLMN to perform charging
-
For restricted ProSe Direct Discovery model B discoveree operation, the HPLMN ProSe Function shall indicate "DISCOVEREE_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY" in the Discovery Type and shall include a Restricted-Discovery-Auth-Req IE in the request, which contains the application identity, RPAUID corresponding to the discoverer UE as well as the ProSe Response Code assigned for this request. The request shall include the UE identity (IMSI or MSISDN), the Discovery Entry ID, and the ProSe Validity Timer corresponding to ProSe Query Code in order to allow the ProSe Function in VPLMN to perform charging.
The ProSe Function in the HPLMN shall make use of this procedure to retrieve from the ProSe Function in the local PLMN the Discovery Filter for monitoring in open ProSe Direct Discovery or to retrieve parameters needed to create a Restricted Discovery Filter, or ProSe Response Filter associated with the monitored/query an application-layer identity for restricted ProSe Direct Discovery..
-
For open ProSe Direct Discovery, the HPLMN ProSe Function shall indicate "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY" in the Discovery type and shall include in the request the ProSe Application ID corresponding to the request from the monitoring UE. The request shall include the UE identity (IMSI or MSISDN) in order to allow the ProSe Function in local PLMN to perform charging. 
-
For restricted ProSe Direct Discovery, the HPLMN ProSe Function shall indicate "MONITORING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY in the Discovery type and shall include a Restricted Discovery Auth Req IE in the request, which contains the application identity, the requesting RPAUID, target RPAUID and target PDUID of a monitoring target. The request shall include the UE identity (IMSI or MSISDN) and the Discovery Entry ID in order to allow the ProSe Function in local PLMN to perform charging.
-
For restricted ProSe Direct Discovery model B discoveree operation, the HPLMN ProSe Function shall indicate "DISCOVERER_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY" in the Discovery Type and shall include a Restricted Discovery Auth Req IE in the request, which contains the application identity, the requesting RPAUID, target RPAUID and target PDUID of a monitoring target. The request shall include the UE identity (IMSI or MSISDN) and the Discovery Entry ID in order to allow the ProSe Function in local PLMN to perform charging.
When receiving the ProSe Direct Discovery Authorization response with the Result Code set to "DIAMETER_SUCCESS" for a request with the Discovery Type set to "MONITORING_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the HPLMN ProSe Function shall check whether a ProSe Discovery Filter is received for each ProSe Application ID Name sent in the request. If a ProSe Discovery Filter is missing for one ProSe Application ID Name, the ProSe Function shall consider that there is no valid ProSe Discovery Filter the ProSe associated with this ProSe Application ID Name in the ProSe Function in the local PLMN or VPLMN.
5.3.3
Detailed behaviour of the ProSe Function in the local PLMN or VPLMN
When receiving a ProSe Direct Discovery Authorization request, the ProSe Function in the local PLMN or VPLMN shall check the value of the Discovery Type.

-
If the value is "ANNOUNCING_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the ProSe Function shall check whether the UE is authorized to announce in the PLMN.

-
If the UE is not authorized, the experimental result code shall be set to "DIAMETER_ERROR_ANNOUNCING_UNAUTHORIZED_IN_PLMN" in the response sent by the ProSe Function.
-
If the UE is authorized, the result code shall be set to "DIAMETER_SUCCESS" in the response sent by the ProSe Function. The ProSe Function shall store the UE identity (IMSI or MSISDN) in order to perform charging; In addition, the ProSe Function in the VPLMN shall store the ProSe Validity Timer corresponding to ProSe Application Code in order to perform charging.

-
If the value is "ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the ProSe Function shall check whether the UE is authorized to announce in the PLMN for restricted discovery model A.

-
If the UE is not authorized, the experimental result code shall be set to "DIAMETER_ERROR_ANNOUNCING_NOT_AUTHORIZED" in the response sent by the ProSe Function.
-
If the UE is authorized, the result code shall be set to "DIAMETER_SUCCESS" in the response sent by the ProSe Function. The ProSe Function in the VPLMN shall store the UE identity (IMSI or MSISDN) in order to perform charging;

-
ProSe Function in the VPLMN shall store Application Identity, and the ProSe Validity Timer corresponding to ProSe Restricted Code or ProSe Restricted Code Prefix and ProSe Restricted Code Suffix(es) in order to perform charging.
-
If the value is "DISCOVERER_ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the ProSe Function shall check whether the UE is authorized to announce in the PLMN for restricted discovery model B discoveree operation.

-
If the UE is not authorized, the experimental result code shall be set to "DIAMETER_ERROR_ANNOUNCING_UNAUTHORIZED_IN_PLMN" in the response sent by the ProSe Function.
-
If the UE is authorized, the result code shall be set to "DIAMETER_SUCCESS" in the response sent by the ProSe Function. The ProSe Function in the VPLMN shall store the UE identity (IMSI or MSISDN) in order to perform charging;

-
ProSe Function in the VPLMN shall store Application Identity, and the ProSe Validity Timer corresponding to ProSe Response Code in order to perform charging.

-
If the value is "DISCOVERER_ANNOUNCING_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the ProSe Function shall check whether the UE is authorized to announce in the PLMN for restricted discovery model B discoverer operation.

-
If the UE is not authorized, the experimental result code shall be set to "DIAMETER_ERROR_ANNOUNCING_UNAUTHORIZED_IN_PLMN" in the response sent by the ProSe Function.
-
If the UE is authorized, the result code shall be set to "DIAMETER_SUCCESS" in the response sent by the ProSe Function. The ProSe Function in the VPLMN shall store the UE identity (IMSI or MSISDN), the Application Identity and the ProSe Validity Timer corresponding to ProSe Query Code in order to perform charging;

-
If the value is "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the ProSe Function shall check whether one or more Discovery Filter(s) exist for each ProSe Application ID name received in the request.

-
If there is no valid Discovery Filter associated to the ProSe Application ID name in the request, the experimental result code shall be set to "DIAMETER_ERROR_NO_ASSOCIATED_DISCOVERY_FILTER" in the response sent by the ProSe Function.
-
If there exists one or more valid Discovery Filters related to the ProSe Application ID name, the ProSe Function shall return the Discovery Filter(s) along with the Discovery Entry ID and set the result code to "DIAMETER_SUCCESS" in the response. If the announcing UE is roaming, the PLMN-Id of the VPLMN shall be included in the response.
-
If the value is "MONITORING_REQUEST_FOR_OPEN_PROSE_DIRECT_DISCOVERY", the ProSe Function shall process the request in the following order to check if the monitoring is authorized.

-
The ProSe function shall check if the target PDUID is known and belongs to its own PLMN. If not, the experimental result code shall be set to "DIAMETER_ERROR_INVALID_TARGET_PDUID" in the response sent by the ProSe Function.

-
The ProSe function may check if the requesting RPAUID is allowed to discovery the target RPAUID. If not, the experimental result code shall be set to "DIAMETER_ERROR_INVALID_TARGET_RPAUID" in the response sent by the ProSe Function.

-
The ProSe function shall check if a valid ProSe Restricted Code or ProSe Restricted Code Prefix exists for the target RPAUID included in the request. If not, the experimental result code shall be set to "DIAMETER_ERROR_NO_ASSOCIATED_RESTRICTED_CODE" in the response sent by the ProSe Function. Otherwise, the ProSe Function shall set the result code to "DIAMETER_SUCCESS" in the response. The ProSe Function shall return the ProSe Restricted Code or ProSe Restricted Code Prefix associated with the target RPAUID and its corresponding Validity Timer. If the announcing UE is roaming, the PLMN-Id of the VPLMN shall be also included in the response.
-
If the value is "DISCOVERER_REQUEST_FOR_RESTRICTED_PROSE_DIRECT_DISCOVERY", the ProSe Function shall process the request in the following order to check if the monitoring is authorized.

-
The ProSe function shall check if the target PDUID is known and belongs to its own PLMN. If not, the experimental result code shall be set to "DIAMETER_ERROR_INVALID_TARGET_PDUID" in the response sent by the ProSe Function.

-
The ProSe function may check if the requesting RPAUID is allowed to discovery the target RPAUID. If not, the experimental result code shall be set to "DIAMETER_ERROR_INVALID_TARGET_RPAUID" in the response sent by the ProSe Function.

-
The ProSe function shall check if both ProSe Query Code and ProSe Response Code exist for the target RPAUID included in the request. If not, the experimental result code shall be set to "DIAMETER_ERROR_NO_ASSOCIATED_RESTRICTED_CODE" in the response sent by the ProSe Function. Otherwise, the ProSe Function shall set the result code to "DIAMETER_SUCCESS" in the response. The ProSe Function shall return the ProSe Query Code and ProSe Response Code Code associated with the target RPAUID and its corresponding Validity Timer. If the announcing UE is roaming, the PLMN-Id of the VPLMN shall be also included in the response.
If the ProSe Function cannot fulfil the received request for reasons not stated in the above steps, e.g. due to a database error or any of the required actions cannot be performed, it shall set the Result Code to "DIAMETER_UNABLE_TO_COMPLY".
* * * End of Changes * * * *

