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1. Introduction
This P-CR addresses the protocol specification section of 3GPP TS 29.128 taking HTTP as the working assumption for protocol.
2. Reason for Change
The protocol description and implementation section (Clause 7) of TS 29.128 needs to be completed.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 29.128.
* * * First Change * * * *
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7
Protocol Specification and Implementation

7.1
Introduction


The following layers of the protocol stack for the T6a/b reference point between the MME or the SGSN and the SCEF are described in sub-clauses:
· TCP [8] provides the communication service at the transport layer.

· An optional communication security layer can be added between the transport and the application delivery layer (see clause 6).

· The application delivery layer provides the transport of the specific application communication data using HTTP [4].

· The specific application communication layer constitutes the transport of the JSON documents. The JSON schema describes the data structure, which is accepted by the T6a/b software applications.

Figure 7.1.1 illustrates the protocol stack of the T6a/b reference point.

· Figure 7.1.1: Protocol stack of the RESTful HTTP based T6a/b reference point
* * * Next Change * * * *

7.2
Transport Layer
HTTP is layered over TCP, which provides a reliable transport. The transport layer connection and security are explained in clause 6.

* * * Next Change * * * *
7.3
Application Delivery Layer
The application delivery layer shall use RESTful HTTP.

The application delivery layer provides the following services:

-
session establishment including creation of resources corresponding to the monitoring events configured, which are addressable in the path element of an URL, and setup of notification URLs. 
-
notification dialog by HTTP request/response messages for reporting monitoring events.
-
deletion of configured monitoring events.
-
transport of the specific application communication included in the HTTP message body using JSON.
The MME/SGSN shall use the HTTP PUT method to report the monitoring events to the SCEF. The URL on which the HTTP PUT method is operated shall be derived from the SCEF-ID and the SCEF Reference ID received from the HSS. The URL is formatted as specified in sub-clause 7.2.2.
The MME/SGSN shall use the HTTP POST method to configure the monitoring events at the IWK-SCEF in roaming scenarios. The URL on which the HTTP POST method is operated is derived from the IWK-SCEF FQDN locally configured at the MME/SGSN. The format of the URL used to configure monitoring events at the IWK-SCEF is specified in sub-clause 7.2.2. The IWK-SCEF shall send a HTTP Status code of 201 Created along with a reference to the resource representing the monitoring event configuration at the IWK-SCEF in the "Location" header field, if the configuration of the monitoring event is successful.
The SCEF shall use the HTTP POST method to configure the monitoring events directly at the MME/SGSN (for example, the Number of UEs Present in a Geographic Location event). The MME/SGSN shall send a HTTP Status code of 201 Created along with a reference to the resource representing the monitoring event configuration at the MME/SGSN in the "Location" header field, if the configuration of the monitoring event is successful. The SCEF shall send the SCEF-ID and the SCEF-Reference-ID to the MME/SGSN for the configured monitoring event, which the MME/SGSN shall use to construct the URL on which it will later report the monitoring events using the HTTP PUT method. The URL is formatted as specified in sub-clause 7.2.2.
Editor's note: The use of HTTP GET by SCEF to fetch number of UEs based on last known location or the number of UEs based on TA/RA level granularity is FFS.
The SCEF shall use the HTTP DELETE method to delete a configured monitoring event at the MME/SGSN. The DELETE method shall be operated on the URL of the resource created at the MME/SGSN for the corresponding configuration of the monitored event (returned in the "Location" header field of the HTTP POST response as mentioned above). The MME/SGSN shall use the HTTP DELETE method to delete a configured monitoring event at the IWK-SCEF. The DELETE method shall be operated on the URL of the resource created at the IWK-SCEF for the corresponding configuration of the monitored event (returned in the "Location" header field of the HTTP POST response as mentioned above).
Every HTTP message contains the specific communication information required in its body as a JSON document.
7.3.1
Methods
Methods indicate to the server what action has to be performed. Every HTTP request message has a method. The following HTTP methods can be used [4]:

· POST: Used to create a resource state. The URI defines the address responsible for the creation of the resource. This method shall be used to configure monitoring events directly at the MME/SGSN by the SCEF or to configure the monitoring events at the IWK-SCEF by the MME/SGSN.
· PUT: Used to modify a resource state or to notify an event. The URI defines the resource, which will be modified. This method shall be used to report a monitoring event from the MME/SGSN to the SCEF.
· DELETE: Used to delete a resource state. This method shall be used to delete a configured monitoring event directly at the MME/SGSN by the SCEF. This method shall also be used to delete a configured monitoring event at the IWK-SCEF by the MME/SGSN.
Every HTTP request results in a response message that comes back with a status code and further information in its body, if required. The SCEF or the MME/SGSN waits for this response before initiating a further request for the same monitoring event.
7.3.2
Resources and URI Design
For the monitoring events configured at the MME/SGSN by the HSS, the MME/SGSN shall use the following URI scheme to report the monitoring events to the SCEF.
http(s)://<scef-id>/<scef-reference-id>
where,
-
the <scef-id> shall be the SCEF ID received from the HSS and shall be in the form of an FQDN identifying the SCEF that is configuring the monitoring event. The SCEF ID shall be in FQDN form as specified in IETF RFC 1035 [7].
-
the <scef-reference-id> shall be the reference identifier to the resource representing the event monitored by the SCEF. The SCEF Reference ID shall be a free form string. The SCEF Reference ID may refer to a resource representing a particular subscriber's monitored event or it may refer to a resource representing a non-subscriber specific monitored event.
For the monitoring events configured at the MME/SGSN directly by the SCEF, the SCEF shall use the following URI scheme:

http(s)://<mme/sgsn FQDN>/<event-name>

where,

-
the <mme/sgsn FQDN> shall be the FQDN of the MME/SGSN pre-configured at the SCEF. The FQDN shall be as specified in IETF RFC 1035 [7].

-
the <event-name> shall be a pre-defined name for each event that is configurable by the SCEF at the MME and the SGSN. The event names are defined for each of the configurable events under sub-clause 5.3.

For the monitoring events configured at the IWK-SCEF by the MME/SGSN, the MME/SGSN shall use the following URI scheme:
http(s)://<IWK-SCEF FQDN>/<scef-id>/<scef-reference-id>

where,

-
the <IWK-SCEF FQDN> is the preconfigured IWK-SCEF FQDN at the MME/SGSN. The FQDN shall be as specified in IETF RFC 1035 [7].

-
the <scef-id> is the SCEF ID received from the HSS which is in the form of an FQDN identifying the SCEF that is configuring the monitoring event. The SCEF ID shall be in FQDN form as specified in IETF RFC 1035 [7].
-
the <scef-reference-id> is the reference identifier to the resource representing the event monitored by the SCEF. The SCEF Reference ID shall be a free form string. The SCEF Reference ID may refer to a resource representing a particular subscriber's monitored event or it may refer to a resource representing a non-subscriber specific monitored event.
7.3.3
Content Version Negotiation
For the monitoring events that are configured at the MME/SGSN either through the HSS or directly by the SCEF, based on the monitoring event configured, the MME/SGSN shall derive the events supported by the SCEF. The event information reported for each monitoring event shall be defined as a JSON object as specified under sub-clause 7.4.2. If new fields are added within these JSON objects in future releases, they shall be added as optional fields in order to ensure backwards compatibility. The MME/SGSN shall report all the fields supported by them for each monitoring event that is reported.
Editor's note: It is FFS whether the SCEF should return the unknown JSON fields or the complete JSON schema supported by the SCEF back in the response message body for the MME/SGSN to learn about the version of JSON schema supported by the SCEF or to specify that SCEF simply ignores the optional fields it doesn’t understand.
For the monitoring events configured at the IWK-SCEF, the monitoring event configuration shall be defined as a JSON object as specified under sub-clause 7.4.2. If the IWK-SCEF does not support a particular event configuration, then it shall reject the event configuration with a HTTP POST response with status code 501 "Not Implemented".
Editor's note: It is FFS whether the IWK-SCEF should return the unknown JSON fields or the complete JSON schema supported by the IWK-SCEF back in the response message body for the MME/SGSN to learn about the version of JSON schema supported by the IWK-SCEF.
Editor's note: It is FFS how the IWK-SCEF should handle the fields of JSON object related to event reports, that are not understood by it. Possible options are a) To transparently pass the JSON object towards the SCEF b) Drop the fields not supported by IWK-SCEF, so that it doesn’t result in non-normalized value being sent across the roaming interface and c)IWK-SCEF drops the fields + returns the fields JSON schema supported by it for that event in the HTTP PUT response message body.
* * * Next Change * * * *

7.4
Information Elements and Data Schema
7.4.0
General

Each monitoring event shall have a corresponding JSON object containing fields specific to the monitoring event. The following sub-clauses explain the JSON objects for each monitoring event
7.4.1
Content Type

The content type of the RESTful HTTP message for the T6a/b interface shall be JSON.
7.4.2
Information Elements
This section defines the T6a/ab application layer information elements communicated using JSON. Information elements for each monitoring event shall be grouped and encoded as a JSON object.
7.4.2.1
UE Loss of Connectivity
There is no JSON object required for the UE Loss of Connectivity event since the event shall be conveyed through the URL on which it is reported as specified in sub-clause 5.2.1.
7.4.2.2
UE Reachability

There is no JSON object required for the UE Reachability event since the event shall be conveyed through the URL on which it is reported as specified in sub-clause 5.2.2.
7.4.2.3
Location

The location of a UE shall be represented as the "Location" JSON object containing the following fields.
	JSON Information Element Name
	Information Element Type
	Cat.
	Description

	tai
	Integer
	C
	If the location reporting is at TAI granularity, the MME shall include the TAI.

	ecgi
	Integer
	C
	If the location reporting is at ECGI granularity, the MME shall include the ECGI.

	enodebId
	Integer
	C
	If the location reporting is at ENodB ID granularity, the MME shall include the ENodeB ID.

	rai
	Integer
	C
	If the location reporting is at RAI granularity, the SGSN shall include the RAI.

	cgi
	Integer
	C
	If the location reporting is at CGI granularity, the SGSN shall include the CGI.

	sai
	Integer
	C
	If the location reporting is at SAI granularity, the SGSN shall include the SAI.

	praId
	Integer
	C
	If the location reporting is at Presence Reporting Area level, the MME and the SGSN shall include the PRA ID.


The JSON schema for the Location object is given below:

{

"title": "Location",


"description": " Location of a UE",


"type": "object",


"properties": {



"tai" : {



"description": "The TAI at which the UE is located. Applicable when the UE is in E-UTRAN",




"type": "integer"


},



"ecgi": {




"description": "The ECGI at which the UE is located. Applicable when the UE is in E-UTRAN ",




"type": "integer"



},


"enodbId": {




"description": "The ENodeB at which the UE is located. Applicable when the UE is in E-UTRAN ",




"type": "integer"



},



"rai": {




"description": "The RAI at which the UE is located. Applicable when the UE is in UTRAN/GERAN",




"type": "integer"



},


"cgi": {




"description": "The CGI at which the UE is located. Applicable when the UE is in GERAN",




"type": "integer"



},



"sai": {




"description": "The SAI at which the UE is located. Applicable when the UE is in UTRAN",




"type": "integer"



},



"praId": {




"description": "The Presence Reporting Area at which the UE is located. Applicable when the UE is in UTRAN/GERAN/E-UTRAN",




"type": "integer"



}

}

}
7.4.2.4
Communication Failure
The communication failure for a UE shall be represented as the "CommunicationFailure" JSON object containing the following fields.

	JSON Information Element Name
	Information Element Type
	Cat.
	Description

	s1APCause
	Integer
	C
	If the communication failure is due to an S1AP failure, the MME shall include the S1AP Cause.

	emmCause
	Integer
	C
	If the communication failure is due to a NAS failure at the EMM layer, the MME shall include the EMM NAS Cause.

	esmCause
	Integer
	C
	If the communication failure is due to a NAS failure at the ESM layer, the MME shall include the ESM NAS Cause.

	ranapCause
	Integer
	C
	If the communication failure is due to an RANAP failure, the SGSN shall include the RANAP Cause.

	bssgpCause
	Integer
	C
	If the communication failure is due to an BSSGP failure, the SGSN shall include the BSSGP Cause.

	gmmCause
	Integer
	C
	If the communication failure is due to a NAS failure at the GMM layer, the SGSN shall include the GMM NAS Cause.

	smCause
	Integer
	C
	If the communication failure is due to a NAS failure at the SM layer, the SGSN shall include the SM NAS Cause.


The JSON schema for the CommunicationFailure object is given below:

{


"title": "CommunicationFailure",


"description": "Communication Failure Reason for a UE",


"type": "object",


"properties": {


"s1apCause" : {




"description": "The S1AP failure cause for the communication failure. Applicable when the UE is in E-UTRAN ",




"type": "integer"



},


"emmCause" : {




"description": "The EMM failure cause for the communication failure. Applicable when the UE is in E-UTRAN ",




"type": "integer"



},



"esmCause" : {




"description": "The EMM failure cause for the communication failure. Applicable when the UE is in E-UTRAN ",




"type": "integer"



},



"ranapCause" : {




"description": "The RANAP failure cause for the communication failure. Applicable when the UE is in UTRAN ",




"type": "integer"



},


"bssgpCause" : {




"description": "The BSSGP failure cause for the communication failure. Applicable when the UE is in GERAN ",




"type": "integer"



},



"gmmCause" : {




"description": "The GMM failure cause for the communication failure. Applicable when the UE is in GERAN/UTRAN",




"type": "integer"



},


"smCause" : {




"description": "The SM failure cause for the communication failure. Applicable when the UE is in GERAN/UTRAN",




"type": "integer"



}

}

}
7.4.2.5
Availability after DDN Failure

This event is same as the UE reachability event described above in sub-clause 7.4.2.2.
7.4.2.6
Number of UEs Present In a Geographic Location

The number of UEs present in a geographic shall be represented as the "NumberOfUEs" JSON object containing the following fields.
	
JSON Information Element Name
	Information Element Type
	Cat.
	Description

	numberofUEs
	Integer
	M
	The MME/SGSN shall report the number of UEs found at the requested geographic location in this information element.


The JSON schema for the NumberOfUEs object is given below:

{


"title": "NumberOfUEs",


"description": "Number of UEs mapping to a given criteria (e.g Location)",


"type": "object",


"properties": {



"numberOfUEs" : {




"description": "The number of UEs count",




"type": "integer"



},

"required": ["numberOfUEs"]
}
7.4.2.7
Monitoring Event Configuration Object

The common parameters required for every monitoring event configuration shall be represented as the "MONTECommonConfig" JSON object containing the following fields:
	JSON Information Element Name
	Information Element Type
	Cat.
	Description

	scefId
	String
	M
	The SCEF ID shall be in FQDN form as specified in IETF RFC 1035 [7].

	scefReferenceId
	String
	M
	The SCEF Reference ID for the event configuration.

	chargedParty
	String
	M
	The charged party for the monitoring event.

	maxNumberOfReports
	Integer
	O
	The maximum number of reports for the monitoring event expected by the SCEF. The MME and the SGSN shall include this parameter towards the IWK-SCEF, if received from the HSS.

	monitoringDuration
	Integer
	O
	The maximum duration in seconds upto which the configured monitoring event is valid from the time of configuration. The MME and the SGSN shall include this parameter towards the IWK-SCEF, if received from the HSS.


The JSON schema for the MONTECommonConfig object is given below:

{


"title": "MONTECommonConfig",


"description": "Common Configuration Information for all MONTE events",


"type": "object",


"properties": {



"scefId" : {




"description": "The identifier of the SCEF",




"type": "string"



},


"scefReferenceId" : {




"description": "The reference identifier given by the SCEF for the configured monitoring event",




"type": "string"



},
"chargedParty" : {




"description": "The party that’s charged for the monitoring event",




"type": "string"



},
"maxNumberOfReports" : {




"description": "The maximum number of reports for the monitoring event",




"type": "integer"



},
"monitoringDuration" : {




"description": "The duration in seconds for which the monitoring event configuration is valid",




"type": "integer"



}


},

"required": ["scefId ", "scefReferenceId", "chargedParty"]

}
7.4.2.8
UE Loss of Connectivity Configuration Object
The UE Loss of Connectivity configuration shall be encoded as a JSON object containing the following fields:
	JSON Information Element Name
	Information Element Type
	Cat.
	Description

	monteCommonConfig
	Object
	M
	The MONTE common configuration object as specified in sub-clause 7.4.2.7


The JSON schema for the UELossOfConnectivityConfig object is given below:

{


"title": " UELossOfConnectivityConfig",


"description": "Configuration for UE Loss of Connectivity",


"type": "object",


"properties": {



" monteCommonConfig " : {




"description": " The MONTE common configuration object ",




"$ref": "#/definitions/MONTECommonConfig "



}

},
"required": ["monteCommonConfig"]

}
7.4.2.9
UE Reachability Configuration Object
The UE Reachability configuration shall be encoded as a JSON object containing the following fields:

	JSON Information Element Name
	Information Element Type
	Cat.
	Description

	monteCommonConfig
	Object
	M
	The MONTE common configuration object as specified in sub-clause 7.4.2.7


The JSON schema for the UEReachabilityConfig object is given below:

{


"title": " UEReachabilityConfig",


"description": "Configuration for UE Reachability",


"type": "object",


"properties": {



" monteCommonConfig " : {




"description": "The MONTE common configuration object",




"$ref": "#/definitions/MONTECommonConfig "



}


},

"required": ["monteCommonConfig"]

}
7.4.2.10
Location Reporting Configuration Object
The Location reporting configuration shall be encoded as a JSON object containing the following fields:

	JSON Information Element Name
	Information Element Type
	Cat.
	Description

	monteCommonConfig
	Object
	M
	The MONTE common configuration object as specified in sub-clause 7.4.2.7

	locationAccuracy
	Integer
	O
	The location accuracy as an enumeration. The values are as defined in 3GPP TS 29.336 [10] sub-clause 8.4.17.

	location
	Object
	O
	The MME/SGSN shall include the Location object towards the IWK-SCEF if the monitoring event configuration is for one time location reporting. The location object is defined in sub-clause 7.4.2.3.


The JSON schema for the LocationReportingConfig object is given below:

{


"title": " LocationReportingConfig",


"description": "Configuration for Location Reporting",


"type": "object",


"properties": {



" monteCommonConfig " : {




"description": "The MONTE common configuration object",




"$ref": "#/definitions/MONTECommonConfig "



},


"locationAccuracy": {




"description": "The accuracy of location reporting needed. 0-CGI-ECGI, 1-eNB, 2-LA-TA-RA,3-PRA.",



"type": "integer"


},


"location" : {




"description": "The current location of the UE for normalization at IWK-SCEF",




"$ref": "#/definitions/Location"


}

},

"required": ["monteCommonConfig"]

}
7.4.2.11
UE Communication Failure Configuration Object
The UE Communication Failure configuration shall be encoded as a JSON object containing the following fields:

	JSON Information Element Name
	Information Element Type
	Cat.
	Description

	monteCommonConfig
	Object
	M
	The MONTE common configuration object as specified in sub-clause 7.4.2.7


The JSON schema for the UECommunicationFailureConfig object is given below:

{


"title": " UECommunicationFailureConfig",


"description": "Configuration for UE Communication Failure",


"type": "object",


"properties": {



" monteCommonConfig " : {




"description": "The MONTE common configuration object",




"$ref": "#/definitions/MONTECommonConfig "



}


},

"required": ["monteCommonConfig"]

}
7.4.2.12
Availability After DDN Configuration Object
This event configuration is same as the UE Reachability event configuration defined under sub-clause 7.4.2.9.
7.4.2.13
Number of UEs Present In a Geographic Location Configuration Object

The Number of UEs Present In a Geographic Location event configuration shall be encoded as a JSON object containing the following fields:

	JSON Information Element Name
	Information Element Type
	Cat.
	Description

	monteCommonConfig
	Object
	M
	The MONTE common configuration object as specified in sub-clause 7.4.2.7

	location
	Object
	M
	The SCEF shall include the location information at which the number of UEs present needs to be reported by the MME/SGSN. The location object is defined in sub-clause 7.4.2.3.


The JSON schema for the NumberOfUEsPresentInaLocationConfig object is given below:

{


"title": " NumberOfUEsPresentInaLocationConfig",


"description": "Number of UEs present in a geographic location configuration",


"type": "object",


"properties": {



" monteCommonConfig " : {




"description": "The MONTE common configuration object",




"$ref": "#/definitions/MONTECommonConfig "



},



"location" : {




"description": "The current location of the UE for normalization at IWK-SCEF",




"$ref": "#/definitions/Location"



}


},

"required": ["monteCommonConfig", "location"]

}
7.4.3
JSON Schema

Editor's note: A consolidated JSON schema of all the objects and information elements to go here once the earlier sections are agreed.

* * * End of Changes * * * *
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�Do we need two different methods for handling immediate report and deferred report? Cant we always state that SCEF uses HTTP POST to configure the event at MME/SGSN no matter whether its for current location / last known location and then MME/SGSN reports the event separately through a HTTP PUT? This needs to be discussed and agreed.





