
3GPP TSG CT4 Meeting #69
C4-150830
Sanya, P.R. China; 25th – 29th May 2015
Source:
Cisco
Title:
Pseudo-CR on Addressing the Editors Note on Cause Code
Spec:
3GPP TS 29.405
Agenda item:
6.2.1
Document for:
Discussion and Decision

1. Introduction
The following Editor's Note is still open under sub-clause 7.2 and 7.3 of 3GPP TS 29.405, for message too short and unknown/unforeseen message types
Editor's note: It is FFS whether the receiver needs to send an error indication message to the sender in this case.
This proposal discusses the solutions to address them.
2. Reason for Change
Addressing the Message Too Short Case:
Unlike GTP protocol, which is over UDP, the NqAP protocol is over a reliable transport protocol SCTP. The SCTP protocol also ensures that message boundary is preserved. Hence when a message is received at the NqAP protocol layer, the lower SCTP layer would have already ensured that the message arrives in it entirety. Hence a truncated NqAP message arriving at the NqAP protocol layer is not possible. The only case where an explicit cause code for a shorter length message could be valid for NqAP protocol is when the sender has wrongly encoded the Length octet of the message and hence even though the receiver gets the full message without any truncation, the message at NqAP level could be interpreted as truncated since the length octet says that the message is of longer length. Since error cause codes are meant to debug the encoding / semantic / conditional issues between the protocol end points, it would be beneficial to have a cause code for "Invalid Length" for debugging such misbehaving senders that wrongly encode the length octet.

The current description of Message Too Short case considers only the case of a message received with length not even sufficient to decode the message type. This means the message is truncated even before the length octet. As explained above, this case is not possible in a reliable transport and hence for this case it makes sense to just ignore the message. This is the principle adopted in GTPv2 as well as per sub-clause 7.7.3 of 3GPP TS 29.274, which states that:


If a GTP entity receives a message, which is too short to contain the respective GTPv2 header, the GTP-PDU shall be silently discarded.
However to capture the case of invalid length encoding, it is proposed to add a separate sub-clause for this scenario and describe that for such a case, the receiver of the message shall send a response with an "Invalid length" cause. 

Addressing the Unknown or Unforeseen Message Type Case:

During the CT4#68bis meeting it was discussed that the case of unknown / unforeseen message type was discussed during GTPv2 protocol design and it was agreed that a receiver of an unknown / unforeseen message replying with an error cause to the sender could potentially cause a denial of service attack at the receiver if the sender maliciously keeps sending unknown messages and the receiver gets busy in replying to all those messages. Hence in GTPv2 it was agreed to just ignore an unknown / unforeseen message type at the receiver and log an error.

However, a counter argument to this is that all the nodes under the 3GPP network are supposed to be deployed under the trust and security domain of operators. Hence one node causing a denial of service attack on another node maliciously is generally avoided by having rigorous inter-operability and negative case testing before commissioning. Also if a node needs to maliciously attack another node, then there are tons of other possibilities like repeatedly sending a valid message with incorrect mandatory IEs / invalid length. So its hard to argue why only a special case needs to be considered for unknown / unforeseen message alone.
Considering that for GTPv2 protocol, CT4 had decided to take the former path and ignore an unknown / unforeseen message, it could be considered for consistency sake the same principle is applied for NqAP protocol as well.
3. Conclusions

1. If a message is too short to even decode the message type is received then the existing principle of ignoring the message shall be preserved.

2. It is proposed to add a new cause code "Invalid Length" and return this cause code whenever a message with invalid length encoding is received.
3. It is proposed to align NqAP's principle with GTP and hence ignore an unknown / unforeseen message and log an error

Based on these conclusions it is proposed to remove the two editor's notes mentioned above.
* * * First Change * * * *

7.2
Message too short

When the receiving entity receives a message that is too short to contain a complete message type information element, the receiving entity shall ignore that message.


* * * Second Change * * * *

7.3
Unknown or unforeseen message type

The entity receiving a message with a message type that is not defined or is not implemented, it shall ignore the message. 
The entity receiving a message that is not defined to be received by that entity (e.g. the message is sent in the wrong direction) shall treat the message as unknown message and shall ignore the message.

* * * Third Change * * * *

7.12
NqAP Message of Invalid Length

If an NqAP entity receives a Request message within an IP/SCTP packet of a length that is inconsistent with the value specified in the Length field of the NqAP message header, then the receiving NqAP entity should log the error and shall send the Response message with the Cause IE value set to "Invalid Length".

If an NqAP entity receives a Response message within an IP/SCTP packet of a length that is inconsistent with the value specified in the Length field of the NqAP message header, then the receiving NqAP entity should log the error and shall silently discard the message.
* * * Fourth Change * * * *
9.4.6
Cause

The Cause IE shall be used to indicate the RCAF 

-
Success / reason for failure of processing a request message;

The Cause IE shall be encoded as specified in figure 9.4.6-1 below. 

	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	IE Type = 6 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Cause value
	

	   
	5
	Type of the offending IE
	


Figure 9.4.6-1: Cause

Cause is a variable length IE, which may have either of the following two lengths values:

-
If n = 1, then the Cause IE shall be 4 octets long. Therefore, octet 5 will not be present.

-
If n = 2, then the Cause IE shall be 5 octets long.
The Cause value shall be included in a response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value indicates the explicit reason for the rejection. 
If the rejection is due to a mandatory IE or a verifiable conditional IE is faulty or missing, the offending IE shall be included in Octet 5.
The following table provides the various cause values

Table 9.4.6-1: Cause values
	Cause Type
	Cause value 

(decimal)
	Meaning

	
	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	Acceptance Cause
	1
	Request Accepted

	
	2 to 15
	Spare. This value range shall be used for acceptance cause values.

	Protocol Errors
	16
	Mandatory IE incorrect

	
	17
	Mandatory IE missing 

	
	18
	Conditional IE incorrect

	
	19
	Conditional IE missing

	
	20
	Invalid length

	
	21 to 63
	Spare. This value range shall be used by Cause values representing protocol errors.

	Cause Codes Representing Status
	64
	MME/SGSN Congested

	
	65 to 255
	Spare. For Future Use.


* * * End of Changes * * * *

