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1. Introduction
Scenarios have been identified in subclause 4.4 of 3GPP TR 29.811, which can result in overlapping transactions over the Gx and S6 reference points, when a serving node (MME/SGSN or TWAN/ePDG) reselects an alternative PGW to establish a PDN connection, and delays in the network prevent the first selected PGW to return a timely response to the serving node. 
As identified in subclause 4.4.2, overlapping transactions can result in valid PDN connections being disconnected and in failure of various procedures; besides, late incoming requests can cause unnecessary signalling and processing by upstreams nodes, after the request times out at the serving node. 
Several potential solutions have been documented and evaluated in subclause 5.4. 
2. Reason for Change
Conclusions and recommendations need now to be documented in subclause 6.4 for this scenario.
Besides, no other scenarios than those already listed in subclause 4.4.2 have been identified as possibly causing problems. So the editor's note in that subclause can be deleted.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 29.811 v0.2.0.
* * * First Change * * * *

4.4.2
Summary of identified problems

The following problems are identified:

1.
There is a risk of potential overlapping transactions in the network, in networks experiencing processing or transport delays, whereby the original request is repeated towards an alternative node. If the original request is still pending in the network, it may lead to tear down valid context/session established via the alternative node.

This may happen in the following scenarios:

-
MME/SGSN or TWAN/ePDG reselecting an alternative PGW during a PDN connection establishment; 

-
PDN connection re-establishment via a different serving node (in rare scenarios);



This problem might occur in rare scenarios/conditions; however, when occurring, this may affect a lot of UEs (as the conditions driving to long network answers would likely affect a lot of UEs).
NOTE:
 the GTP-C/Diameter overload control mechanisms introduced in Release 12 can help reducing the occurrence of these problems.

2.
Requests may possibly arrive late at a node due to transport or processing delays, possibly after the sender has timeout. This leads to unnecessary signalling and processing overhead for obsolete requests by the receiver and possibly upstreams nodes.

3.
Overlapping transactions over Gx may result in:

-
failure of subsequent SIP session (e.g. VoLTE) establishments; or

-
disconnection of the user's PDN connection, generating additional signalling to re-establish the PDN connection and to re-register to IMS, in a network already experiencing problems/delays, and impacting the end user's experience.

4.
Overlapping transactions over S6b may result in: 
-
failure of subsequent Service Authorization Information Update procedures, e.g. user's subscription's updates, trace activation/deactivation or other HSS notifications not being pushed to the PGW; or

-
failure of subsequent 3GPP AAA Initiated Session Termination procedures; or

-
potential disconnection of the user's PDN connection (the PGW may trigger some error handling as a result of ending up with a PDN connection over S2a/S2b without an associated S6b Diameter session), generating additional signalling to re-establish the PDN connection and to re-register to IMS, in a network already experiencing problems/delays, and impacting the end user's experience; 

* * * Next Change * * * *

6
Conclusions and recommendations

Editor's note: 
This clause will provide recommendations, for each scenario identified in clause 4, on whether to enhance the existing 3GPP standards, and if yes, will conclude on the solution(s) to be standardized.
6.1
Introduction

The following subclauses contain the summary of conclusions on the solutions for the scenarios and key issues identified in clause 4 based on solutions and evaluations described in clause 5.
6.2
Conclusion for scenario 1 – Create Session Request at SGW colliding with an existing PDN connection context
Editor's note: 
This section will provide recommendations for the problem(s) identified by scenario1
6.3
Conclusion for scenario 2 – Hanging IP-CAN session context in PCRF
Editor's note: 
This section will provide recommendations for the problem(s) identified by the scenario 2.
6.4
Conclusion for scenario 3 – Overlapping transactions in the network

There is a risk of potential overlapping transactions over the Gx and S6b reference points, in networks experiencing processing or transport delays, in the following scenarios:
-
MME/SGSN or TWAN/ePDG reselecting an alternative PGW during a PDN connection establishment; 

-
PDN connection re-establishment via a different serving node.

As identified in subclause 4.4.2, these scenarios can result in valid PDN connections being disconnected and in failure of various procedures; besides, late incoming requests can cause unnecessary signalling and processing by upstreams nodes, after the request times out at the serving node.

Workarounds exist, without standardization changes, to reduce the risk of occurrence of these issues, e.g. by using a gard timer at the PGW controlling the maximum time to respond to a Create Session Request (see solution 1 in subclause 5.4.1) or by using a longer T3 timer for the last GTP-C repetition (see solution 2 in subclause 5.4.2). They do not completely eliminate though the possibility of overlapping transactions in the network. Besides, ensuring accurate and coordinated timer configuration may also be an issue in roaming scenarios with home routed traffic.

The solution 6 (i.e. introducing a 'resend indicator' flag in a repeated Create Session Request, see subclause 5.4.6) has minimal system impacts, but does not work in scenarios when the UE re-establishes its PDN connection via a different serving node. Besides, this solution can cause difficulties in setting the period of time during which the PCRF should reject an IP-CAN session establishment, and a conservative, smaller value would need to be used to avoid rejecting new valid PDN connection establishment requests, possibly still causing the PCRF to overwrite a valid session context upon receipt of a late incoming session establishment request.  

It is recommended for the PCRF to support the solution 3 by default, i.e. to tear down the Gx session towards the previous PGW (see subclause 5.4.3). Depending on existing PCRF implementations, this solution requires no or minimal impact in the PCRF, and ensures that the end user's services (e.g. VoLTE call) will eventually be served, although it can cause additional signalling and affect the end user's services for a short duration.

It is also recommended to specify the solution 4 (i.e. including a Timestamp in the session request, see subclause 5.4.4) as a network/operator option, i.e. to define a new optional Timestamp  information element in the GTP-C Create Session Request  over S11/S4, S5/S8 and S2a/S2b, and a new corresponding AVP in the CCR-I command over Gx and in the Authorization Request over S6b. When supported, this option should preferably be supported by all the involved nodes, but the feature also works if some originating nodes (e.g. MME, SGSN , TWAN or ePDG) do not yet support it. The PCRF should behave according to the solution 3, if the incoming request does not contain the new Timestamp information, either because some originating nodes (MME, SGSN, TWAN or ePDG) or intermediate node (e.g. SGW or PGW) does not support the new information element. All the originating nodes shall be NTP synchronized if they support this solution. 

The Maximum Wait Time information, in the solution 5 (see subclause 5.4.5) further helps in avoiding to process incoming obsolete requests at the receiver and further upstream nodes, but this requires the PGW and further upstreams nodes to be also NTP synchronized with the originating nodes (MME/SGSN, TWAN/ePDG). It is recommended to specify this additional network/operator option, when the Timestamp option is also supported, but to limit its use to non roaming scenarios (i.e. to scenarios where all nodes pertain to the same PLMN). When supported, this option shall not affect how intermediate nodes (e.g. SGW) compute their own retransmission timers (e.g. the SGW is not expected to adapt its T3 x N3 retransmission period to the 'Timestamp + Max Wait Time' received from an MME/SGSN).   

It is finally recommended that the necessary details within this report be used as a basis for further normative work within the Release 13 timeframe. 

Table 6.4.1 identifies the 3GPP specifications which require modifications to support the above conclusions.

Table 6.4.1: Impacts for scenario 3 – Overlapping transactions in the network

	Existing Specification
	Responsible WG
	Brief summary of impacts

	TS 29.274
	CT4
	· Requirements related to the use of the new Timestamp and Maximum Wait Time information;

· New Timestamp and Max Wait Time IEs in Create Session Request over S11/S4, S5/S8, S2a/S2b

	TS 29.275
	CT4
	· New Timestamp and Max Wait Time IEs in PBU (PDN connection establishment) over S5/S8 and S2a/S2b

	TS 29.273
	CT4
	· New Timestamp and Max Wait Time AVPs in Authorization command over S6b

	TS 29.212 / TS 29.213
	CT3
	· New Timestamp and Max Wait Time AVPs in CCR-I command over Gx
· If no Timestamp is received, the PCRF behaves as per the solution 3 (i.e. tear down the Gx session towards the previous PGW).
· PGW shall include the 3GPP-GGSN-Address and/or 3GPP-GGSN-IPv6-Address in the CCR-I command when requesting the establishment of an IP-CAN session to the PCRF.

	TS 23.008
	CT4
	· Storage of the Timestamp and Max Wait Time in the relevant EPC nodes.


Editor's note: 
3GPP CT3 should evaluate whether intermediate DRAs between the PGW and the PCRF need to be further involved in the processing of the Timestamp and Maximum Wait Time information, beyond simply propagating these parameters to the PCRF. More generally, 3GPP CT3 needs to confirm the impacts regarding the functional entities and interfaces under their remit.
6.5
Conclusion for scenario 4 – Hanging session context in 3GPP AAA Server
Editor's note: 
This section will provide recommendations for the problem(s) identified by the scenario 4.
* * * End of Changes * * * *

