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	Reason for change:
	In agreed CR S3-151183 to TS 33.303 v12.2.0, a “match report refresh timer” was introduced for direct discovery procedures. The UE can use this timer to determine whether it needs to send a new MATCH_REPORT request to the ProSe Function to validate the ProSe Application Code it receives, even though the validity of the known code has not expired. This new timer parameter is included in the message exchange between the ProSe Function of the monitoring UE and the ProSe Function of the announcing UE, if they are not the same ProSe Function, as stated in subclause 6.1.3.3.1 of TS 33.303:

14. The ProSe Function in the HPLMN of the announcing UE shall acknowledge a successful check of the MIC to the ProSe Function in the HPLMN of the monitoring UE in the Match Report Ack message. The ProSe Function in the HPLMN of the announcing UE shall include a Match Report refresh timer in the Match Report Ack message. The Match Report refresh timer indicates how long the UE will wait before sending a new Match Report for the ProSe App Code. 

The whole procedure is shown in the diagram below:
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 To align with the SA3 specification, TS 29.345 needs to be updated with the PMR/PMA procedures so that the HPLMN of announcing UE ProSe Function can pass this information to the HPLMN of monitoring UE ProSe Function.
There is also an error in the current AVP definition of “match-report” in subclause 6.3.12: “Time-window” is included in this AVP, but the definition of “time-window” in subclause 6.3.27 indicates that this AVP is used to represent the validity of a Proximity request command. The correct AVP to be used here is “ProSe-Validity-Timer” AVP.

	
	

	Summary of change:
	The following changes have been made:

1)  In subclause 5.4, descriptions about the inclusion of the match report refresh timer in the message and related handling of this parameter were added.
2)  AVP format for “Match-report” was modified to include the new timer AVP. The error about using “time-window” instead of “ProSe-Validity-Timer” to represent the validity timer was also corrected.
3)  AVP table in subclause 6.3.1 was updated.

	
	

	Consequences if not approved:
	Key security requirement to prevent replay attack on ProSe direct discovery cannot be met without the proposed addition of this timer parameter in PC6/PC7 specification of ProSe.
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* * * First Change * * * *
5.4.1
General
The ProSe Match Report Procedure shall be used between the ProSe Function in the HPLMN and the ProSe Function in the local PLMN identified by the PLMN-Id contained in the ProSe Application Code(s) discovered by the monitoring UE.. The procedure shall be invoked by the ProSe Function in the HPLMN and is used:

-
to confirm that the ProSe Application Code(s) is authorized to be transmitted on the monitored PLMN;

-
to retrieve the ProSe Application ID(s) , associated validity timer(s) and associated match report refresh timer(s) corresponding to the ProSe Application Code(s); and

-
to provide the ProSe Function in the local PLMN with the identity (IMSI or MSISDN) of the monitoring UE in order to allow to perform charging.
This procedure is mapped to the commands ProSe-Match-Request/Answer (PMR/PMA) in the Diameter application specified in clause 6. 

Table 5.4.1-1 specifies the involved information elements for the request.

Table 5.4.1-2 specifies the involved information elements for the answer.

Table 5.4.1-1: ProSe Match Report Request

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	UE Identity

(See 6.3.28)
	User-Identifier
	M
	This information element shall contain either the user IMSI, formatted according to 3GPP TS 23.003 [4], subclause 2.2, or the user MSISDN, formatted according to 3GPP TS 29.329 [5].

	Supported Features

(See 6.3.24)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Monitored PLMN ID

(See 6.3.29)
	Visited-PLMN-Id
	M
	This Information Element shall contain the PLMN-Id of the network in which the ProSe Application Code has been monitored.

	ProSe App- Code-Info
(See 6.3.39)
	ProSe-App-Code-Info
	M
	This Information Element contains the ProSe Application Code discovered by the monitoring UE, with associated MIC information and the UTC-based counter associated with the discovery event, which is used to verify the MIC. Multiple instances of this Information Element may be present in the message.


Table 5.4.1-2: ProSe Match Report Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Supported Features

(See .6.3.24)
	Supported-Features
	O
	If present, this information element shall contain the list of features supported by the origin host.

	Result

(See 6.4)
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.

The Result-Code AVP shall be used to indicate success / errors as defined in the Diameter Base Protocol.

The Experimental-Result AVP shall be used for PC6/PC7 errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

The following errors are applicable:

- Announcing Not Authorized in PLMN
- Invalid Application Code

	Match Report (See 6.3.12)
	Match-Report
	C
	This Information Element contains the ProSe Application ID corresponding to the matched ProSe Application Code and the related validity timer and match report regresh timer. It may contain metadata related to the ProSe Application ID (e.g. postal address, phone number, URL, etc.). This Information Element shall be present only when the Result-Code AVP is DIAMETER_SUCCESS. Multiple instances of this Information Element may be present in the message, one per ProSe Application ID.


* * * Next Change * * * *
5.4.3
Detailed behaviour of the ProSe Function in the local PLMN
When receiving a ProSe Match Report request, the ProSe Function in the local PLMN shall, in the following order:

1.
Check that the ProSe Application Code received is authorized to be announced in the monitored PLMN. If not, the experimental result code shall be set to "DIAMETER_ERROR_ANNOUNCING_UNAUTHORIZED_IN_PLMN" in the response.
2.
Check the validity of the ProSe Application Code(s) discovered by the monitoring UE, i.e. a ProSe Application ID name is associated and the validity timer has not expired, and the MIC value associated with the ProSe Application Code is valid when verified based on the associated UTC-based counter as defined in 3GPP TS 33.303 [xx]. If none of the ProSe Application Code(s) is valid in the ProSe Function, i.e. either no ProSe Application Code exists, the validity timer(s) has expired, or MIC check(s) for the ProSe Application Code(s) has failed, the experimental result code shall be set to "DIAMETER_ERROR_INVALID_APPLICATION_CODE" in the response sent by the ProSe Function.
If there is an error in any of the above steps then the ProSe Function shall stop processing the request and shall return the error code specified in the respective step. 

If the ProSe Function cannot fulfil the received request for reasons not stated in the above steps, e.g. due to a database error or any of the required actions cannot be performed, it shall stop processing the request and set the Result Code to "DIAMETER_UNABLE_TO_COMPLY".

Otherwise, when at least one ProSe Application Code is valid, the ProSe Function shall return the Match Report and set the result code to "DIAMETER_SUCCESS" in the response. For each valid ProSe Application code, the Match Report shall contain the matched ProSe Application Code, the ProSe Application ID Name, the validity timer and the match report refresh timer. The ProSe Function may store the monitoring UE identity (IMSI or MSISDN) in order to perform charging.

* * * Next Change * * * *
6.3.1
General
The following table (table 6.3.1-1) specifies the Diameter AVPs defined for the PC6/PC7 interfaces, their AVP Code values, types, possible flag values and whether or not the AVP may be encrypted. The Vendor-ID header of all AVPs defined in this specification shall be set to 3GPP (10415).
For all AVPs which contain bit masks and are of the type Unsigned32 e.g., PRR-Flags, bit 0 shall be the least significant bit. For example, to get the value of bit 0, a bit mask of 0x0001 shall be used.
Table 6.3.1-1: PC6/PC7 specific Diameter AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Clause

 defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.

	App-Layer-User-Id
	3801
	6.3.2
	UTF8String
	M, V
	
	
	
	No

	Assistance-info
	3802
	6.3.3
	Grouped
	M, V
	
	
	
	No

	Assistance-Info-Validity-Timer
	3803
	6.3.4
	Unsigned32
	M, V
	
	
	
	No

	Discovery-Type
	3804
	6.3.5
	Unsigned32
	M, V
	
	
	
	No

	Filter-Id
	3805
	6.3.9
	OctetString
	M, V
	
	
	
	No

	MAC-Address
	3806
	6.3.11
	UTF8String
	M, V
	
	
	
	No

	Match-Report
	3807
	6.3.12
	Grouped
	M, V
	
	
	
	No

	Operating-Channel
	3808
	6.3.14
	Unsigned32
	M, V
	
	
	
	No

	P2P-Features
	3809
	6.3.15
	Unsigned32
	M, V
	
	
	
	No

	ProSe-App-Code
	3810
	6.3.16
	OctetString
	M, V
	
	
	
	No

	ProSe-App-Id
	3811
	6.3.17
	UTF8String
	M, V
	
	
	
	No

	ProSe-App-Mask
	3812
	6.3.18
	OctetString
	M, V
	
	
	
	No

	ProSe-Discovery-Filter
	3813
	6.3.20
	Grouped
	M, V
	
	
	
	No

	PRR-Flags
	3814
	6.3.21
	Unsigned32
	M, V
	
	
	
	No

	ProSe-Validity-Timer
	3815
	6.3.22
	Unsigned32
	M, V
	
	
	
	No

	Requesting-EPUID
	3816
	6.3.23
	UTF8String
	M, V
	
	
	
	No

	Targeted-EPUID
	3817
	6.3.26
	UTF8String
	M, V
	
	
	
	No

	Time-Window
	3818
	6.3.27
	Unsigned32
	M, V
	
	
	
	No

	WiFi-P2P-Assistance-Info
	3819
	6.3.30
	Grouped
	M, V
	
	
	
	No

	WLAN-Assistance-Info
	3820
	6.3.31
	Grouped
	M, V
	
	
	
	No

	WLAN-Link-Layer-Id
	3821
	6.3.32
	OctetString
	M, V
	
	
	
	No

	WLAN-Link-Layer-Id-List
	3822
	6.3.33
	Grouped
	M, V
	
	
	
	No

	Location-Update-Trigger
	3823
	6.3.42
	Grouped
	M,V
	
	
	
	No

	Location-Update-Event-Type
	3824
	6.3.43
	Unsigned32
	M,V
	
	
	
	No

	Change-Of-Area-Type
	3825
	6.3.44
	Grouped
	M,V
	
	
	
	No

	Location-Update-Event-Trigger
	3826
	6.3.45
	Unsigned32
	M,V
	
	
	
	No

	Report-Cardinality
	3827
	6.3.46
	Enumerated
	M,V
	
	
	
	No

	Minimum-Interval-Time
	3828
	6.3.47
	Unsigned32
	M,V
	
	
	
	No

	Periodic-Location-Type
	3829
	6.3.48
	Grouped
	M,V
	
	
	
	No

	Location-Report-Interval-Time
	3830
	6.3.49
	Unsigned32
	M,V
	
	
	
	No

	Total-Number-Of-Reports
	3831
	6.3.50
	Unsigned32
	M,V
	
	
	
	No

	Validity-Time-Announce
	3832
	6.3.36
	Unsigned32
	M, V
	
	
	
	No

	Validity-Time-Monitor
	3833
	6.3.37
	Unsigned32
	M, V
	
	
	
	No

	Validity-Time-Communication
	3834
	6.3.38
	Unsigned32
	M, V
	
	
	
	No

	ProSe-App-Code-Info
	3835
	6.3.39
	Grouped
	M. V
	
	
	
	No

	MIC
	3836
	6.3.40
	OctetString
	M, V
	
	
	
	No

	UTC-based-Counter
	3837
	6.3.41
	Unsigned32
	M. V
	
	
	
	No

	ProSe-Match-Refresh-Timer
	38xa
	6.3.X
	Unsigned32
	M, V
	
	
	
	No

	NOTE 1:
The AVP header bit denoted as "M", indicates whether support of the AVP is required. The AVP header bit denoted as "V" indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 3588 [7]. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


The following table (table 6.3.1-2) specifies the Diameter AVPs re-used by the PC6/PC7 interfaces from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within PC6/PC7 interfaces. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.3.1-2.
Table 6.3.1-2: PC6/PC7 re-used Diameter AVPs

	Attribute Name
	Reference
	Comments
	M-bit

	Supported-Features
	3GPP TS 29.229 [10]
	
	

	EAP-Master-Session-Key
	IETF RFC 4072 [12]
	
	

	Feature-List-ID
	3GPP TS 29.229 [10]
	
	

	Feature-List
	3GPP TS 29.229 [10]
	See subclause 7.3.10
	

	MSISDN
	3GPP TS 29.329 [5]
	
	

	User-Name
	IETF RFC 3588 [7]
	
	

	Location-Estimate
	3GPP TS 32.299 [13]
	
	

	ProSe-Direct-Allowed
	3GPP TS 29.344 [14]
	
	

	SSID
	3GPP TS 29.273 [15]
	
	

	Visited-PLMN-Id
	3GPP TS 29.272 [16]
	
	

	User-Identifier
	3GPP TS 29.336 [18]
	
	

	OC-Supported-Features
	IETF draft-ietf-dime-ovli-04 [21]
	See subclause 6.3.34
	Must set

	OC-OLR
	IETF draft-ietf-dime-ovli-04 [21]
	See subclause 6.3.35
	Must set

	NOTE 1: 
The M-bit settings for re-used AVPs override those of the defining specifications that are referenced. Values include: "Must set", "Must not set". If the M-bit setting is blank, then the defining specification applies. 

NOTE 2:
If the M-bit is set for an AVP and the receiver does not understand the AVP, it shall return a rejection. If the M-bit is not set for an AVP, the receiver shall not return a rejection, whether or not it understands the AVP. If the receiver understands the AVP but the M-bit value does not match with the definition in this table, the receiver shall ignore the M-bit.


* * * Next Change * * * *
6.3.12
Match-Report
The Match-Report AVP is of type Grouped. It shall contain a ProSe Application Code, the associated ProSe Application ID Name and the validity time for which the ProSe Application Code is valid.

The AVP format shall conform to:



Match-Report ::=

<AVP header: 3807 10415>

{ ProSe-App-Code }

{ ProSe-App-Id }

{ ProSe-Validity-Timer }
{ ProSe-Match-Refresh-Timer }
*[AVP]

* * * Next Change * * * *
6.3.X
ProSe-Match-Refresh-Timer
The ProSe-Match-Refresh-Timer AVP is of type Unsigned32 and it shall contain the number of seconds indicating how long the UE will wait before sending a new Match Report for the associated ProSe Application Code.

* * * End of Change * * * *
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