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* * * Next Change * * * *
5.X
WebRTC data channel
The eP-CSCF (IMS-ALG) and eIMS-AGW shall support data channel as described in draft-ietf-tsvwg-sctp-dtls-encaps [x1] and draft-ietf-rtcweb-data-channel [x2] for data transport using an SCTP association running on top of DTLS. The eIMS-AGW acts as an endpoint for all WebRTC data channels established between the eIMS-AGW and the served WebRTC IMS Client (WIC), and perform transport protocol interworking between the data channel and other transport protocols.

When the IMS-ALG receives the SDP from the served WebRTC IMS Client (WIC), with an "m=" line with the proto value set to "DTLS/SCTP", and the fmt value set to "webrtc-datachannel", for each media transported using a data channel, the IMS-ALG shall remove the "m=" line and insert an "m=" line describing the media and the transport protocol used for the media in the SDP sent towards the core network. 

When the IMS-ALG receives SDP from the core network, the IMS-ALG shall remove each "m=" line that describes media to be transported between the served WIC and the eIMS-AGW using a data channel, and insert a "m=" line with the proto value set to "DTLS/SCTP", and the fmt value set to "webrtc-datachannel" according to draft-ietf-mmusic-sctp-sdp [x3] in the SDP sent toward the served WIC.

The IMS-ALG shall request the eIMS-AGW to perform the transport protocol interworking between "DTLS/SCTP" and other transport protocols, e.g. interworking between "IP/UDP/DTLS/SCTP" and "IP/TCP".

When the IMS-ALG reserves resources towards the WIC,
· the IMS-ALG shall send the remote SCTP port of the WIC to the eIMS-AGW, and the eIMS-AGW shall send the local SCTP port to the IMS-ALG via Iq interface;
· the IMS-ALG shall send the received max-message-size parameter, indicating the maximum message size the served WIC is willing to accept, to the eIMS-AGW, and the eIMS-AGW shall send the maximum message size, the eIMS-AGW is willing to accept, to the IMS-ALG via Iq interface; and
· the IMS-ALG shall send the received WIC certificate fingerprint to the eIMS-AGW that is then able to correlate the fingerprint within the media stream uniquely. For each "m=" line to be transported between the served WIC and the eIMS-AGW using a data channel, the eIMS-AGW shall send the fingerprint of its certificate via Iq interface to the IMS-ALG.
According to procedures defined in 3GPP TS 24.371 [44], the eIMS-AGW shall act as either a DTLS server or client in the DTLS session.
Once the DTLS based SCTP association has been negotiated and established, the WIC and eIMS-AGW (controlled by the eP-CSCF) use the Data Channel Establishment Protocol (DCEP) for opening and closing data channels, as described in draft-ietf-rtcweb-data-protocol [x4]. Then the eIMS-AGW shall be prepared to send and receive data packets over data channels of the incoming network side from the WIC, and transport data packets over other transport protocols to the outgoing network side and vise versa.
* * * Next Change * * * *
6.2.X
Procedures for establishing WebRTC data channel

Editor's Note: There are two served user instances of the DTLS service within WebRTC: the data channel and the key exchange for SRTP. Thus, there are either two DTLS connections behind a single DTLS session, or two separate DTLS sessions.
As specified in 3GPP TS 23.228 [2], the eIMS-AGW performs media plane interworking between data channel and other transport protocols supported by IMS, when data is transported over the data channel between the WIC and the eIMS-AGW. In this sub clause, MSRP over data channel is used as an example to illustrate how the eIMS-AGW performs transport protocol interworking.

Editor's Note: The SDP format of negotiating sub protocols transported over data channel is not well defined yet and is ffs.

6.2.X.Y
Session establishment from WIC for MSRP using data channel
Upon receipt of an SDP offer from the WIC, the IMS-ALG shall:

-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the eIMS-AGW "DTLS/SCTP" as transport protocol and "MSRP" as the sub protocol transported over data channel;
b)
include the Remote SCTP port information element with the value of the received sctp-port SDP attribute from the WIC;

c)
include the Local SCTP port information element to request the SCTP port of the eIMS-AGW;

d)
include the Remote max message size information element with the value of the received max message size SDP attribute from the WIC;

e)
include the Local max message size information element to request the maximum message size the eIMS-AGW is willing to accept;
f)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute from the WIC;

g)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and

-
indicate to the eIMS-AGW "TCP/MSRP" or "TCP/TLS/MSRP" as transport protocol when reserving the transport addresses/resources towards the IMS core network.

When modifying an SDP answer that will be sent to the WIC, the IMS-ALG shall:

-
in the "m=" line indicating the use of data channel, change the transport protocol to "DTLS/SCTP" and set "MSRP" as the sub protocol transported over data channel;
-
insert the SCTP port SDP attribute with the value of the local SCTP port information element received from the eIMS-AGW;

-
insert the max message size SDP attribute with the value of the local max message size information element received from the eIMS-AGW; and
-
insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW.
Figure 6.2.x.y.1 shows the message sequence chart example of WIC originating procedure for MSRP using data channel.
NOTE:
Below establishment procedures are based on the assumption that there wasn't yet any DTLS procedure triggered from WebRTC data channel side.
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Figure 6.2.x.5.1: WIC originating procedure using data channel
NOTE:
The WIC may receive the ClientHello prior the SDP answer, thus the handshake might be initiated, but the handshake will not complete until the SDP answer has been received by the WIC.
Editor's note: The call flows do not include the full H.248 signalling related to the establishment of the DTLS/SCTP and TCP connections, and they will be provided in the future.
6.2.X.Z
Session establishment towards WIC for MSRP using data channel
Upon receipt of an SDP offer from the IMS core network using the "TCP/MSRP" or "TCP/TLS/MSRP" as transport protocol the IMS-ALG shall:

-
when reserving the transport addresses/resources towards the IMS access network:

a)
indicate to the eIMS-AGW "DTLS/SCTP" as transport protocol and "MSRP" as the sub protocol transported over data channel;
b)
include the Local SCTP port information element to request the SCTP port of the eIMS-AGW;

c)
include the Local max message size information element to request the maximum message size the eIMS-AGW is willing to accept;
d)
include the Local certificate fingerprint Request information element to request the certificate fingerprint of the eIMS-AGW; and

-
when reserving the transport addresses/resources towards the IMS core network indicate to the eIMS-AGW "TCP/MSRP" or "TCP/TLS/MSRP" as transport protocol.

When modifying the SDP offer that will be sent to the IMS access network, the IMS-ALG shall:

-
in the "m=" line indicating the use of data channel, change the transport protocol to "DTLS/SCTP" and set "MSRP" as the sub protocol transported over data channel;
-
insert the SCTP port SDP attribute with the value of the local SCTP port information element received from the eIMS-AGW;

-
insert the max message size SDP attribute with the value of the local max message size information element received from the eIMS-AGW; and
-
insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element received from the eIMS-AGW.
Upon receipt of an SDP answer from the IMS access network containing the use of the "DTLS/SCTP" transport protocol with the associated SDP attributes, the IMS-ALG shall:

-
when modifying the transport addresses/resources towards the IMS access network:

a)
include the Remote SCTP port information element with the value of the received sctp-port SDP attribute from the WIC;

b)
include the Remote max message size information element with the value of the received max message size SDP attribute from the WIC; and
c)
include the Remote certificate fingerprint information element with the value of the received fingerprint SDP attribute from the WIC;

The message sequence chart shown in the figure 6.2.x.z.1 shows the message sequence chart example of WIC terminating procedure for MSRP using data channel.
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Figure 6.2.x.z.1: WIC terminating procedure using data channel
NOTE:
The eIMS-AGW might receive the ClientHello prior receiving the MOD-request, but the DTLS handshake will not finish before the MOD-request (more specific: the fingerprint from WIC-b) has been received.
Editor's note: The call flows do not include the full H.248 signalling related to the establishment of the DTLS/SCTP and TCP connections, and they will be provided in the future.
* * * End of Change * * * *
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a=sctp-port eIMS-AGW-Pb,
a=setup:actpass,
a=fingerprint:eIMS-AGW-b


14. DTLS ClientHello


10. SDP answer (c=IP1a, m=P1a DTLS/SCTP webrtc-datachannel,
a=fmtp:webrtc-datachannel max-message-size=WIC-Sb,
a=sctp-port WIC-Pb,
a=setup:active,
a=fingerprint:WIC-b)


12. Configure outgoing termination T1 


11. H.248 MOD req (C=C1, T=T1, RAddr=IP1a, RPort=P1a, a=max-message-size WIC-Sb,
a=sctp-port WIC-Pb,
a=fingerprint:WIC-b)


13. H.248 MOD resp (C=C1, T=T1)


19. Modify SDP answer 


20. SDP answer (c=IP2a, m=P2a TCP/MSRP, a=setup:actpass)


Reserve AGW Connection Point 
(, Change Through-Connection)


Reserve and Configure AGW Connection Point 
(, Change Through-Connection)


Configure AGW Connection Point 
(, Change Through-Connection)


15. Remaining messages of DTLS handshake 


17. DATA_CHANNEL_OPEN 


18. DATA_CHANNEL_ACK 


16. SCTP association estabilish



