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1. Introduction
This document provides for information the current progress of the eMediasec work item: 

· Study on "Extended IMS media plane security features and TCP related NAT traversal support; IMS H.248 profiles aspects";
· corresponding normative work.
2. Completed work 

The feasibility study has been completed and 3GPP TR 29.828 approved at CT#65. 
Stage 2 and stage 3 normative work: green-coloured task further down have been completed.
Note that SA#65 approved several SA3 CRs: 

· consolidating the (D)TLS requirements in Annex E of TS 33.310, 
· completing the specification of the DTLS profile in that same Annex, 
· recommending TLS clients/servers to support TLS Session Resumption based on IETF RFC 5246 or IETF 5077, 
· requiring TLS clients/servers to support TLS session renegotiation per IETF RFC 5746.
Appendix VII of ITU-T H.248.90 provides background information and example use cases for TLS session resumption. H.248 support for the control of TLS session resumption is not supported yet. No detailed analysis has been made by CT4 on the potential use cases applicable in the context of eMediasec. It is assumed though that TLS session resumption does not affect the H.248 signalling itself (apart from potential future support for the control of TLS session resumption, if necessary). 
As per IETF RFC 5746, during a TLS session renegotiation, either the client or the server may present a different certificate than was used earlier. But to ease applications that use renegotiation but do not expect the certificate to change once it has been authenticated, it also allows TLS implementations to offer the applications the option to abort the renegotiation if the peer tries to authenticate with a different certificate than was used earlier. 
In eMediasec, certificate fingerprints are exchanged via SIP and H.248 signalling. Changing the TLS client/server certificate during the TLS session would require new requirements in TS 23.334 and most likely TS 24.229. This option is not planned to be supported for Release 12 – which does not prevent though support of TLS session renegotiation (with the same certificates).


No additional CT4 work has thus been identified as a result of these SA3 changes.
3. Remaining work
Non-coloured tasks below:

	No
	Sub Task
	TR/TS
	Source
	CT WG #

	

	Normative Work

	TCP bearer connection control and related NAT-traversal support

	N1
	CR 23.334 – Iq requirements for end-to-end TCP bearer connection control and related NAT traversal support

· TCP bearer support (based on clause 4.4);

· Optional support of delayed TCP connection establishment (based on clause 4.4.2.2 and 4.4.2.1.2);

· Optional support of simultaneous opening of TCP connection by both interconnected peers (based on clause 4.4.2.3);

Based on subclause 4.4 of TR 29.828.

Agreed CR: #0057 (C4-141215)
	23.334
	NSN
	CT4#65

	N2
	CR 23.334 – Iq requirements for NAT traversal support 
· Optional support of MSRP-aware interworking (based on clause 4.1.4).

Agreed CR: #0061 (C4-141596)
	23.334
	NSN
	CT4#66

	N3
	CR 23.334 – Iq procedures for end-to-end TCP bearer connection control and related NAT traversal support

· TCP bearer support (based on clause 4.4);

· Optional support of delayed TCP connection establishment (based on clause 4.4.2.2 and 4.4.2.1.2);

· Optional support of simultaneous opening of TCP connection by both interconnected peers (based on clause 4.4.2.3);

Based on subclause 4.4 of TR 29.828.
Agreed CR: #0058 (C4-141593)
	23.334
	Alcatel-Lucent 


	CT4#66

	N4
	CR 23.334 – Iq procedures for NAT traversal support

· Optional support of MSRP-aware interworking (based on clause 4.1.4).

Based on subclause 4.4 of TR 29.828.

Agreed CR: #0061 (C4-141596)
	23.334
	NSN
	CT4#66

	N5
	CR 29.334 – Iq stage 3 for end-to-end TCP bearer connection control and related NAT traversal support

· TCP bearer support (based on clause 4.4);

· Optional support of delayed TCP connection establishment (based on clause 4.4.2.2 and 4.4.2.1.2);

· Optional support of simultaneous opening of TCP connection by both interconnected peers (based on clause 4.4.2.3);

Based on clause 8 of TR 29.828.

Agreed CR: #0057 (C4-141640)
	29.334
	Alcatel-Lucent 

	CT4#66

	N6
	CR 29.334 – Iq stage 3 for NAT traversal support

· Optional support of MSRP-aware interworking (based on clause 4.1.4).

Based on clause 8 of TR 29.828.

Agreed CR: #0058 (C4-141657)
	29.334
	Alcatel-Lucent

	CT4#66

	N7
	CR 29.238 – Ix stage 3 for NAT traversal support

· Optional support of MSRP-aware interworking (based on clause 4.1.4).

Based on clause 8 of TR 29.828.


	29.238
	Alcatel-Lucent

	CT4#66bis

	N8
	CR 23.333 – Mp requirements for end-to-end TCP bearer connection control 

Based on subclause 4.4 of TR 29.828.
	23.333
	Ericsson
	CT4#66bis

	N9
	CR 23.334 – Bandwidth adjustment due to e2ae media security

Agreed CR: #0060 (C4-141594)
	23.334
	NSN


	CT4#66

	

	E2ae media security of TCP and UDP-based media

	N10
	CR 23.334 – Iq requirements for e2ae media security for TCP-based media

Based on subclauses 4.3, 5.1.1 and 5.1.3 of TR 29.828.

Agreed CR: #0042 (C4-141126)
	23.334
	Alcatel-Lucent 
	CT4#65

	N11
	CR 23.334 – Iq requirements for e2ae media security for UDP-based media

Based on subclauses 4.3, 5.1.1 and 5.1.3 of TR 29.828.

Agreed CR: #0043 (C4-141185)
	23.334


	Ericsson
	CT4#65

	N12
	CR 23.334 – Iq procedures for e2ae media security for TCP-based media

Based on subclause 5.2.1 of TR 29.828.

Agreed CR: #0055 (C4-141214)
	23.334
	Alcatel-Lucent
	CT4#65

	N13
	CR 23.334 – Iq procedures for e2ae media security for UDP-based media

Based on subclause 5.2.3 of TR 29.828.

Agreed CR: #0056 (C4-141186)
	23.334
	Ericsson
	CT4#65

	N14
	CR 29.334 – Iq stage 3 for e2ae media security for TCP and UDP-based media
Based on clause 8 of TR 29.828.

Agreed CR: #0057 (C4-141640)
	29.334
	Alcatel-Lucent
	CT4#66

	

	E2e media security of TCP-based media

	N15
	CR 23.334 – Iq requirements for e2e media security

Based on subclause 5.1.2 of TR 29.828.

Agreed CR: #0041 (C4-140756)
	23.334


	Alcatel-Lucent, NSN 
	CT4#64bis

	N16
	CR 23.334 – Iq procedures for e2e media security

Based on subclause 5.2 of TR 29.828.

Agreed CR: #0054 (C4-141125)
	23.334
	Alcatel-Lucent 
	CT4#65

	N17
	CR 23.334 – Iq requirements/procedures for e2e media security for TCP-based media using TLS (MSRP) – scenarios where both terminals are located behind firewalls/NAT
Was decided at CT4#66 to exclude support of that capability.
=> need to strike out editor's note
	23.334
	Alcatel-Lucent
	CT4#66bis

	N18
	CR 29.334 – Iq stage 3 for e2e media security 

Agreed CR: #0057 (C4-141640)
	29.334
	Alcatel-Lucent 
	CT4#66

	N19
	CR 29.162 – Ix requirements/procedures for e2e media security

Based on subclause 6.1& 6.2 of TR 29.828.

Agreed CR: #0132 (C3-142252)
	29.162
	NSN
	CT3#77

	N20
	CR 29.238 – Ix stage 3 for e2e media security
	29.238
	No impact identified 
	

	N21
	CR 23.333 – Mp requirements for e2e media security

Based on subclauses 4.3, 7.1 and  7.2 of TR 29.828.

Agreed CR: #0070 (C3-141595)
	23.333
	Ericsson
	CT4#66

	N22
	CR 23.333 – Mp procedures for e2e media security

Based on subclauses 4.3, 7.1 and  7.2 of TR 29.828.
	23.333
	Ericsson
	CT4#66bis

	N23
	CR 29.333 – Mp stage 3 for e2e media security
	29.333
	?
	CT4#66bis


+ CRs to update IETF draft-ietf-mmusic-udptl-dtls-07 (Ericsson, CT4#66bis)

