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1. Introduction
This document provides for information the current progress of the eMediasec work item: 

· Study on "Extended IMS media plane security features and TCP related NAT traversal support; IMS H.248 profiles aspects";
· corresponding normative work.
2. Completed work 

3GPP TR 29.828 v1.2.0 has already addressed the following aspects: 
· key issues and design considerations for media security for MSRP, BFCP and T.38 FoIP (over UDPTL/UDP); 
· TLS procedures: 

· H.248 bearer type indication "TLS"

· TLS client/server role assignment: assumption made for SIP/SDP signalling
· TLS session release leads to release the underlying TCP connection, MGW stimuli for TLS session release 
· TCP procedures:
· H.248 bearer type indication "TCP"

· TCP client/server role assignment: SIP level negotiation, H.248 control of TCP connection establishment

· L3/L4 level NAT traversal support

· TCP connection release
· TCP Interworking in the MGW

· e2ae media security: 

· Iq requirements for TCP-based media using TLS (MSRP, BFCP)

· Iq requirements for UDP-based media using DTLS (T.38 FoIP)

· Iq procedures for TCP-based media using TLS (MSRP, BFCP)

· Iq procedures for UDP-based media using DTLS (T.38 FoIP)

· e2e media security: 

· Iq requirements for TCP-based media using TLS (MSRP, BFCP)

· Ix requirements for TCP-based media using TLS (MSRP, BFCP)

· Mp requirements for TCP-based media using TLS (MSRP, BFCP)  - partially
· Iq procedures for TCP-based media using TLS (MSRP, BFCP)

· Ix procedures for TCP-based media using TLS (MSRP, BFCP)

· 3GPP-ITU-T H.248 requirements gap analysis

· Informative annex identifying the new eMediasec related security requirements in TS 33.328
3. Open points & remaining work
	No
	Sub Task
	TR/TS
	Source
	CT WG #

	Study

	S3
	e2e media security: Mp requirements for TCP-based media using TLS (MSRP, BFCP) – specific requirements to support MIKEY-TICKET procedures are FFS.

To be specified in subclause 7.1.1
	29.828
	?
	CT4#66

	S4
	e2e media security: Mp procedures for TCP-based media using TLS (MSRP, BFCP) 

To be specified in subclause 7.2.
	29.828
	?
	CT4#66

	S5
	e2e media security: Iq requirements & procedures for TCP-based media using TLS (MSRP) – scenarios where both terminals are located behind firewalls/NAT
To be specified in subclause 5.1.2.2 & 5.2.2.2.

the scenario with both terminals located behind NATs.

Depends on  CT1 decision/company contributions (see Annex D – Preventing TLS collision without a TLS B2BUA). 
	29.828
	Proposed to close that item, excluding support of this use case 
	CT4#66

	S6
	Implication of SDP O/A renegotiation over an already established TLS session for BFCP (4.3.3.1.4). 

Editor's note to be replaced by text according to the outcomes of the related CT1/ IETF discussions. Any Progress?
TCP re-establishment impacts on our work?
Former Reply LS from CT1 (C4-131850): "If a TLS session is already established and is used by BFCP, then any SDP offer/answer renegotiation will not have an impact on the TLS session."
	29.828
	Alcatel-Lucent
	CT4#66

	

	Normative Work

	TCP bearer connection control and related NAT-traversal support

	N1
	CR 23.334 – Iq requirements for end-to-end TCP bearer connection control and related NAT traversal support

· TCP bearer support (based on clause 4.4);

· Optional support of delayed TCP connection establishment (based on clause 4.4.2.2 and 4.4.2.1.2);

· Optional support of simultaneous opening of TCP connection by both interconnected peers (based on clause 4.4.2.3);

Based on subclause 4.4 of TR 29.828.

Agreed CR: #0057 (C4-141215)
	23.334
	NSN
	CT4#65

	N2
	CR 23.334 – Iq requirements for NAT traversal support 
· Optional support of MSRP-aware interworking (based on clause 4.1.4).


	23.334
	NSN
	CT4#66

	N3
	CR 23.334 – Iq procedures for end-to-end TCP bearer connection control and related NAT traversal support

· TCP bearer support (based on clause 4.4);

· Optional support of delayed TCP connection establishment (based on clause 4.4.2.2 and 4.4.2.1.2);

· Optional support of simultaneous opening of TCP connection by both interconnected peers (based on clause 4.4.2.3);

Based on subclause 4.4 of TR 29.828.
	23.334
	Alcatel-Lucent 


	CT4#66

	N4
	CR 23.334 – Iq procedures for NAT traversal support

· Optional support of MSRP-aware interworking (based on clause 4.1.4).

Based on subclause 4.4 of TR 29.828.
	23.334
	NSN
	CT4#66

	N5
	CR 29.334 – Iq stage 3 for end-to-end TCP bearer connection control and related NAT traversal support

· TCP bearer support (based on clause 4.4);

· Optional support of delayed TCP connection establishment (based on clause 4.4.2.2 and 4.4.2.1.2);

· Optional support of simultaneous opening of TCP connection by both interconnected peers (based on clause 4.4.2.3);

Based on clause 8 of TR 29.828.
	29.334
	Alcatel-Lucent 

	CT4#66

	N6
	CR 29.334 – Iq stage 3 for NAT traversal support

· Optional support of MSRP-aware interworking (based on clause 4.1.4).

Based on clause 8 of TR 29.828.
	29.334
	Alcatel-Lucent

	CT4#66

	N7
	CR 23.333 – Mp requirements for end-to-end TCP bearer connection control 

Based on subclause 4.4 of TR 29.828.
	23.333
	FFS
	CT4#66

	

	E2ae media security of TCP and UDP-based media

	N8
	CR 23.334 – Iq requirements for e2ae media security for TCP-based media

Based on subclauses 4.3, 5.1.1 and 5.1.3 of TR 29.828.

Agreed CR: #0042 (C4-141126)
	23.334
	Alcatel-Lucent 
	CT4#65

	N9
	CR 23.334 – Iq requirements for e2ae media security for UDP-based media

Based on subclauses 4.3, 5.1.1 and 5.1.3 of TR 29.828.

Agreed CR: #0043 (C4-141185)
	23.334


	Ericsson
	CT4#65

	N10
	CR 23.334 – Iq procedures for e2ae media security for TCP-based media

Based on subclause 5.2.1 of TR 29.828.

Agreed CR: #0055 (C4-141214)
	23.334
	Alcatel-Lucent
	CT4#65

	N11
	CR 23.334 – Iq procedures for e2ae media security for UDP-based media

Based on subclause 5.2.3 of TR 29.828.

Agreed CR: #0056 (C4-141186)
	23.334
	Ericsson
	CT4#65

	N12
	CR 29.334 – Iq stage 3 for e2ae media security for TCP and UDP-based media
Based on clause 8 of TR 29.828.
	29.334
	Alcatel-Lucent
	CT4#66

	

	E2e media security of TCP-based media

	N13
	CR 23.334 – Iq requirements for e2e media security

Based on subclause 5.1.2 of TR 29.828.

Agreed CR: #0041 (C4-140756)
	23.334


	Alcatel-Lucent, NSN 
	CT4#64bis

	N14
	CR 23.334 – Iq procedures for e2e media security

Based on subclause 5.2 of TR 29.828.

Agreed CR: #0054 (C4-141125)
	23.334
	Alcatel-Lucent 
	CT4#65

	N15
	CR 23.334 – Iq requirements/procedures for e2e media security for TCP-based media using TLS (MSRP) – scenarios where both terminals are located behind firewalls/NAT
Depends on  CT1 decision/company contributions (see Annex D – Preventing TLS collision without a TLS B2BUA). Any CT1 progress/contribution? 
	23.334
	Proposed to close that item, excluding support of this use case 
=> need to strike out editor's note
	CT4#66bis

	N16
	CR 29.334 – Iq stage 3 for e2e media security 
	29.334
	Alcatel-Lucent 
	CT4#66

	N17
	CR 29.162 – Ix requirements/procedures for e2e media security

Based on subclause 6.1& 6.2 of TR 29.828.

Agreed CR: #0132 (C3-142252)
	29.162
	NSN
	CT3#77

	N18
	CR 29.238 – Ix stage 3 for e2e media security
	29.238
	No impact identified 
	CT4#66

	N19
	CR 23.333 – Mp requirements/procedures for e2e media security

Based on subclauses 4.3, 7.1 and  7.2 of TR 29.828.
	23.333
	?
	CT4#66

	N20
	CR 29.333 – Mp stage 3 for e2e media security
	29.333
	?
	CT4#66


4. CT1 dependencies

CT4 is awaiting answers/actions from CT1 on the following aspects. 

1/ Implication of SDP O/A renegotiation over an already established TLS session for BFCP (4.3.3.1)

CT1 sent a related LS to CT4 in C1-134081, this was to answer a request for clarification from CT4. CT1 answered "If a TLS session is already established and is used by BFCP, then any SDP offer/answer renegotiation will not have an impact on the TLS session". But the related CR was then postponed.

C1-140321     SDP renegotiation not impacting TLS for BFCP
                                                                              24.229     CR-4844  (Rel-12) v12.3.0
                                                                              Source: NSN

Discussion: 

Presented by Peter Leis (NSN), who proposed to postpone the CR and see what happens in IETF.
Decision:                             The document was postponed.

CT1 Chairman: "The LS is postponed, so we will discuss this in the next meeting".
During offline discussions, it was identified that this aspect had been clarified in IETF draft-ietf-bfcpbis-rfc4582bis-11, section 7.

Unless a new TLS session is negotiated, subsequent SDP offers and answers will not impact the previously negotiated TLS roles.

But since this IETF draft is not referenced by existing CT1 specifications, a CT1 CR is expected at CT1#88 to include this requirement in TS 24.229. 
2/ e2e media security for TCP-based media using TLS (MSRP) – scenarios where both terminals are located behind firewalls/NAT
TR 29.828 v1.2.0:

The result of using the SDP "a=setup:" attribute both for negotiating the TCP role and the TLS role is that it is not possible to negotiate the roles independently from each other. Hence, if two UEs become "active", they will also both act as TLS clients, and try to establish the TLS association towards each other. Unfortunately, TLS does not define procedures for handling such situation, and the TLS association establishment will fail. For that reason, a TLS B2BUA is needed, meaning it will act as a TLS server towards both UEs. This will prevent TLS encryption end-to-end, as the TLS B2BUA will have to decrypt traffic received from one UE, and re-encrypt it before forwarding it towards the other UE. 

Annex D defines a mechanism which removes the need for a TLS B2BUA for the purpose described above.

Annex D

This annex defines a solution, which allows both UEs to establish TCP connections, while only one UE acts as TLS client, by allowing both the "active" and "passive" UE to initiate TCP connections, while only the "active" UE acts as TLS client (according to the procedure in IETF RFC 4572 [14]). This will remove the need for a TLS B2BUA in the network, as there will be no TLS establishment collision.

In order to know whether the UE support the suggested mechanism, an indicator will have to be defined to indicate that the UE that supports the procedures in IETF RFC 6135 [8], and is located behind firewalls, supports the establishment of a TCP connection even if it became "passive" as part of the TCP connection setup direction negotiation, as defined in IETF RFC 4145 [12].  

NOTE:      If the proposed solution is agreed, the new indicator should be defined during development of the 3GPP stage 3 technical specifications. For example it could be a SIP media feature tag which UEs can include in SIP requests to inform support of the mechanism.

Editor’s Note: The solution defined in this Annex needs to be discussed and agreed upon in CT1, as the major impacts are on the UE and the SIP/SDP signalling plane.
This topic has not been discussed in CT1 yet. 
One company indicated offline that they had worked on a mechanism to indicate/negotiate that only one becomes TLS client, but there were some issues, and that they did not intend to work further on that scenario. 
Unless a company indicates it intends to work on this, e2e media security (MSRP) between two terminals located behind firewalls will not be supported.
3/ Changing the TCP setup direction for NAT traversal for sessions between two terminals located behind firewalls/NAT (“TCP merge mode”)

TR 29.828 v1.2.0, subclause 4.4.2.3

Simultaneous opening of TCP connection by both interconnected peers is only possible if the a=setup SDP attribute is modified by the controller.

Editor's Note: CT1 has been contacted to determine if it is permissible for the IMS-ALG in the P-CSCF to modify the a=setup attribute and to specify any required corresponding procedures updates in 3GPP TS 24.229 [5].
=> cf CT4 LS (C4-140390 LS on Changing the TCP Setup Direction for NAT Traversal)

C1-140866     LS on Changing the TCP setup direction for NAT traversal (C4-140390)
                                                                              Source: CT4

Discussion: 

Presented by Keith Drage (Alcatel-Lucent)

Decision:                   The document was noted.
CT1 chairman: "The LS was presented and noted. Therefore there was no decision on any dedicated aspect."  

CT4 has anyway specified the corresponding requirements in TS 23.334 subclause 5.16.2.3 (State‑aware TCP handling with support of modifying the TCP setup direction). The work has been completed from a CT4 standpoint. Whether this requires some TS 24.229 alignment is a CT1 matter.
