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3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

ICE lite: The lite implementation of the Interactive Connectivity Establishment (ICE) specified in IETF RFC 5245 [ab].
Full ICE: The full implementation of the Interactive Connectivity Establishment (ICE) specified in IETF RFC 5245 [ab].
Network Address Translation (NA(P)T): see definition in 3GPP TS 23.228 [2].

NAT-PT/NAPT-PT: see definition in 3GPP TS 23.228 [2].
Local (near-end) NAPT control: the operation of providing network address mapping information and NAPT policy rules to a near-end NAT in the media flow. 
Remote (far-end) NAT traversal: the operation of adapting the IP addresses so that the packets in the media flow can pass through a far-end (remote) NAT.


NAPT control and NAT traversal: controls network address translation for both near-end NA(P)T and far-end NA(P)T
Convention:

Wherever the term NAT is used in this specification, it may be replaced by NA(P)T or NA(P)T-PT.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.237 [18] apply:

Access Leg

Access Transfer Control Function (ATCF)

Access Transfer Gateway (ATGW)

Remote Leg
Target Access Leg

Source Access Leg
* * * Next Change * * * * 

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ATCF
Access Transfer Control Function

ATGW
Access Transfer Gateway 

CVO
Coordination of Video Orientation
e2ae security
End-to-access-edge security 

e2e security
End-to-end security 
ECN
Explicit Congestion Notification

ECN-CE
ECN Congestion Experienced
ICE
Interactive Connectivity Establishment

IMS-AGW
IMS Access Media Gateway

IMS-ALG 
IMS Application Level Gateway 

IM CN
IMS Core Network

NA(P)T
Network Address and optional Port Translation

NAPT
Network Address Port Translation

NAT
Network Address Translation

NA(P)T-PT
NAT Address (and optional Port-) Translation and Protocol Translation
P-CSCF
Proxy-CSCF

SRVCC
Single Radio Voice Call Continuity 

STUN
Session Traversal Utilities for NAT

TURN
Traversal Using Relay NAT

URN
Uniform Resource Name
* * * Next Change * * * * 
4.1
Reference architecture
The reference architecture for the IMS-ALG and the IMS-AGW when NAT is invoked between the UE and the IMS domain is shown in figure 4.1.1 below. 


[image: image1.emf]UE

IMS Access Gateway

P-CSCF

IMS-ALG

NAT

Gm

Iq

Media

IP-CAN NAT

Media

Access domain IM CN domain

IMS

I/S-CSCF

SCC AS

Mw/

Mx


Figure 4.1.1:  Reference Architecture with NAT invoked between the UE and the IMS domain
See 3GPP TS 23.228 [2] Annexes G.1 and G.2 for a comprehensive description of the reference models.

The reference architecture for the IMS-ALG and the IMS-AGW supporting the ATCF/ATGW function is shown in figure 4.1.2 below. 
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Figure 4.1.2:  Reference Architecture for IMS-ALG/IMS-AGW with ATCF/ATGW function

See 3GPP TS 23.237 [18] subclause 5.2 for a comprehensive description of the reference model.
The reference architecture for the IMS-ALG and IMS-AGW supporting Interactive Connectivity Establishment (ICE) is shown in figure 4.1.x, for the case when both the signalling and media traverses NAT devices. There might be an ICE process towards access network domain and/or an ICE process towards core network domain. Both ICE processes are independent of each other. The network entities that support Session Traversal Utilities for NAT (STUN) and Traversal Using Relays NAT (TURN) are described in IETF RFC 5389 [cd] and IETF RFC 5766 [ef] respectively.
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NOTE 1:
If the IMS-AGW only supports ICE lite, it will only contain a STUN server.
NOTE 2:
The IMS-AGW and IMS-ALG may support ICE only towards the served UE, and will then only contain a STUN client/server and ICE support on related terminations.
NOTE 3:
The TURN server is a deployment option but not required for all ICE deployments.

NOTE 4:
The separate STUN server is used by the served UE while it gathers ICE candidates. The STUN server in the IMS-AGW is used to answer ICE connectivity checks.
Figure 4.1.x: Reference architecture for ICE 

* * * Next Change * * * *

5.4
Remote NAT traversal support

The IMS-ALG and the IMS-AGW shall support remote NA(P)T traversal support using procedures according to the present subclause. In addition they may support remote NA(P)T traversal support using Interactive Connectivity Establishment (ICE) according to subclause 5.xx.
The IMS-ALG is responsible for determining whether there is a remote NAT device (the mechanism by which this achieved is out of scope of the current document). 

If a remote NAT device is present, the IMS-ALG shall request the IMS-AGW to perform latching or re-latching when requesting the IMS-AGW to reserve transport addresses/resources. 

If remote NAT is applicable, the IMS-AGW shall not use the remote media address/port information (supplied by the IMS-ALG) as the destination address for outgoing media. Instead, the IMS-AGW shall dynamically learn the required destination address via the source address/port of incoming media. This mechanism is known as "latching". 

When remote NAT Traversal is applied to a stream associated with multiple flows (e.g. RTP and RTCP), the IMS-AGW shall perform individual latching and/or re-latching on the various flows. This means that an RTP and an RTCP flow of a single stream can be latched to different remote addresses and/or ports.

* * * Next Change * * * *

5.xx Interactive Connectivity Establishment (ICE)

5.xx.1 General

The IMS-ALG and the IMS-AGW may support ICE functionality as specified in IETF RFC 5245 [ab] and 3GPP TS 24.229 [11] to support a UE residing behind a remote NAT. The present subclause describes the requirements for P-CSCF (IMS-ALG) and IMS-AGW when the ICE procedures are supported.

Support of full ICE functionality is optional, but if ICE is supported, the IMS-ALG and IMS-AGW shall at least support ICE lite as specified in IETF RFC 5245 [ab].

The IMS-ALG and IMS-AGW shall only use host candidates as local ICE candidates.
NOTE 1:
IMS-ALG and IMS-AGW are not located behind a NAT (from perspective of the ICE deployment model according to Figure 1 in RFC 5245 [ab]).
The IMS-ALG with IMS-AGW inserted on the media plane shall perform separate ICE negotiation and procedures with the offerer and the answerer and ICE may be applied independently at either side. Furthermore, the IMS-ALG may be configured to apply ICE procedures only towards the access network side.

When the P-CSCF (IMS-ALG) detects no ICE parameters in the received SDP, it shall not configure the IMS-AGW to apply any ICE and STUN related procedures toward the call leg from where the SDP has been received, and if applicable may apply the remote NAT traversal using latching according to subclause 5.4.

Any IMS-AGW supporting ICE shall advertise its support of incoming STUN continuity check procedures. An IMS-AGW supporting full ICE procedures shall in addition advertise its support for originating STUN connectivity check procedures.

If the IMS-AGW does not indicate the support of STUN procedures, or if the IMS-ALG is configured not to apply ICE toward a call leg, the IMS-ALG:

-
shall not configure the IMS-AGW to apply STUN procedures;

-
shall remove any received SDP candidate information from the SDP it forwards; and 

-
may apply remote NAT traversal using latching according to subclause 5.4.

5.xx.2 ICE lite

If the IMS-ALG is configured to use ICE lite, or supports only ICE lite, or controls an IMS-AGW that only support ICE lite, the procedures in the present subclause apply.

If the IMS-ALG receives an initial SDP offer with ICE candidate information but no "a=ice-lite" attribute, the IMS-ALG: 

-
shall not forward the received candidate information in the SDP it sends towards the answerer; 

-
shall request the IMS-AGW for each media line where it decides to use ICE to reserve an ICE host candidate and provide its address information and a related STUN user name and password;

NOTE:
Requesting only one host candidate per m-line prevents that the IMS-ALG will receive "a=remote-candidates" SDP attributes in a subsequent SDP. Requesting separate ufrag and password for each media line simplifies H.248 encoding.
-
shall configure the IMS-AGW to act as STUN server at the host candidate address, i.e. to answer STUN connectivity checks;

-
may provide received remote ICE candidates and the received related STUN user name and password to the IMS-AGW;

-
shall include the host candidate and related STUN user name and password received from the IMS-AGW in the SDP answer it forwards;
-
shall include the "a=ice-lite" attribute in the SDP answer it forwards; and

-
shall not apply the remote NAT traversal using latching according to subclause 5.4.

If the IMS-ALG receives SDP offer with ICE candidate information and an "a=ice-lite" attribute, the IMS-ALG shall not apply ICE towards that call leg and not include any ICE related SDP attributes in the SDP answer.
NOTE 2: This avoids that the ICE lite peer needs to send extra SDP offers to complete ICE procedures.

If the IMS-ALG sends an SDP offer (or forwards a received SDP offer) towards a call leg where ICE is to be applied, the IMS-ALG:

-
shall request the IMS-AGW to reserve a host candidate for each media line where it decides to use ICE and provide its address information, user name and password;

-
shall configure the IMS-AGW to act as STUN server at the host candidate address, i.e. to answer STUN connectivity checks;

-
shall include the host candidate provided by the IMS-AGW and related STUN user name and password in the SDP offer it forwards; and

-
shall include the "a=ice-lite" attribute in the SDP offer.

If the IMS-ALG then receives an SDP answer with candidate information from the call leg where ICE is to be applied, the IMS-ALG: 

-
shall not forward the received candidate information in the SDP it sends towards the offerer;

-
may provide received remote ICE candidates and the received related STUN user name and password to the IMS-AGW; and

-
shall not apply the remote NAT traversal using latching according to subclause 5.4.

After the initial SDP offer-answer exchange, the IMS-ALG can receive a new offer from the peer that includes updated address and port information in the SDP "c=" line, "m=" line, or "a=rtcp" line SDP attributes. If the STUN user name and password in the SDP offer are the same as received in the previous SDP, the IMS-ALG shall then configure the IMS-AGW to send media towards the address and port in the SDP "c=" line, "m=" line. If the STUN user name and password in the SDP offer differ from the ones received in the previous SDP (i.e. the peer restarts ICE), the IMS-ALG shall apply the same procedures as for the initial SDP offer.
When receiving a request for a host candidate for a media line, the IMS-AGW shall allocate one host candidate for that media line and send it to the IMS-ALG within the reply. The IP address and port shall be the same as indicated separately as Local IP Resources. The IMS-AGW shall also indicate that it supports ICE lite in the reply.
When receiving a request for a STUN user name and password, the IMS-AGW shall generate a STUN user name and password and send it to the IMS-ALG within the reply. The IMS-AGW shall store the password and user name to be able to authenticate incoming STUN binding request according to subclause 7.2 of IETF RFC 5245 [ab].
When receiving a request to act as STUN server, the IMS-AGW shall be prepared to answer STUN binding request according to subclause 7.2 of IETF RFC 5245 [ab]. Once a STUN binding request with the "USE-CANDIDATE" flag has been received, the IM-AGW may send media towards the source of the binding request. 
5.xx.3 Full ICE
If the IMS-ALG supports and is configured to use full ICE, and controls an IMS-AGW that supports full ICE, the procedures in the present subclause apply.

If the IMS-ALG receives an initial SDP offer with ICE candidate information, the IMS-ALG: 

-
shall not forward the received candidate information in the SDP it sends towards the answerer; 

-
shall request the IMS-AGW for each media line where it decides to use ICE to reserve an ICE host candidate and provide its address information and a related STUN user name and password;

NOTE 1:
Requesting only one host candidate per m-line prevents that the IMS-ALG will receive "a=remote-candidates" SDP attributes in a subsequent SDP. Requesting separate ufrag and password for each media line simplifies H.248 encoding.
-
shall configure the IMS-AGW to act as STUN server at the host candidate address, i.e. to answer STUN connectivity checks;

-
shall provide received remote ICE candidates and the received related STUN user name and password to the IMS-AGW;

-
shall include the host candidate and related STUN user name and password received from the IMS-AGW in the SDP answer it forwards;

-
shall determine its role in ICE (controlling or controlled) according to subclause 5.2 of RFC 5245 [ab];
-
shall configure the IMS-AGW to perform connectivity checks in accordance with the determined ICE role;
-
shall configure the IMS-AGW to report connectivity check results;
-
shall configure the IMS-AGW to report a new peer reflexive candidate if discovered during the connectivity check; and

-
shall not apply the remote NAT traversal using latching according to subclause 5.4.

If the IMS-ALG sends an SDP offer (or forwards a received SDP offer) towards a call leg where ICE is to be applied, the IMS-ALG:

-
shall request the IMS-AGW to reserve a host candidate for each media line were it decides to use ICE and provide its address information, user name and password;

-
shall configure the IMS-AGW to act as STUN server at the host candidate address, i.e. to answer STUN connectivity checks; and
-
shall include the host candidate provided by the IMS-AGW and related STUN user name and password in the SDP offer it forwards. 

If the IMS-ALG then receives an SDP answer with candidate information from the call leg where ICE is to be applied, the IMS-ALG: 

-
shall not forward the received candidate information in the SDP it sends towards the offerer;

-
shall provide received remote ICE candidates and the received related STUN user name and password to the IMS-AGW; 
-
shall determine its role in ICE (controlling or controlled) according to subclause 5.2 of RFC 5245 [ab];

-
shall configure the IMS-AGW to perform connectivity checks in accordance with the determined ICE role;

-
shall configure the IMS-AGW to report connectivity check results;
-
shall configure the IMS-AGW to report a new peer reflexive candidate if discovered during the connectivity check; and

-
shall not apply the remote NAT traversal using latching according to subclause 5.4.

When the IMS-ALG determines that a scheduled check is to be executed, it shall configure the IMS-AGW to start a STUN connectivity check for the corresponding candidate pair. 
When the IMS-ALG is informed by the IMS-AGW about new peer reflexive candidate(s) discovered by the connectivity checks, it shall configure the IMS-ALG to perform additional connectivity checks for those candidates,
When the IMS-ALG is informed by the IMS-AGW about successful candidate pairs determined by the connectivity checks, the IMS-ALG shall send a new SDP offer to its peer with contents according to subclause 9.2.2.2 of RFC 5245 [ab] if it has the controlling role and the highest-priority candidate pair differs from the default candidates in previous SDP.
After the initial SDP offer-answer exchange, the IMS-ALG can receive a new offer from the peer that includes updated address and port information in the SDP "c=" line, "m=" line, or "a=rtcp" line SDP attributes. If the STUN user name and password in the SDP offer are the same as received in the previous SDP, the IMS-ALG shall then configure the IMS-AGW to send media towards the address and port in the SDP "c=" line, "m=" line. If the STUN user name and password in the SDP offer differ from the ones received in the previous SDP (i.e. the peer restarts ICE), the IMS-ALG shall apply the same procedures as for the initial SDP offer.
When receiving a request for a host candidate for a media line, the IMS-AGW shall allocate one host candidate for that media line and send it to the IMS-ALG within the reply. The IP address and port shall be the same as indicated separately as Local IP Resources.

When receiving a request for a STUN user name and password, the IMS-AGW shall generate a STUN user name and password and send it to the IMS-ALG within the reply. The IMS-AGW shall store the password and user name to be able to authenticate incoming STUN binding request according to subclause 7.2 of IETF RFC 5245 [ab].

When receiving a request to act as STUN server, the IMS-AGW shall be prepared to answer STUN binding request according to subclause 7.2 of IETF RFC 5245 [ab]. Once a STUN binding request with the "USE-CANDIDATE" flag has been received, the IMS-AGW may send media towards the source of the binding request. 
When receiving a request to perform connectivity checks and to report connectivity check results, the IMS AGW:

-
shall compute ICE candidate pairs according to subclause 5.7 of RFC 5245 [ab];

-
shall schedule checks for the ICE candidate pairs according to subclause 5.8 of RFC 5245 [ab]; 
-
shall send STUN connectivity checks for the scheduled checks according to subclause 7.1 of RFC 5245 [ab]; 
-
shall inform the IMS-ALG about successful candidate pairs determined by the connectivity checks;

-
shall inform the IMS-MLG about new peer reflexive candidate(s) discovered by the connectivity checks; and
-
should send media using the highest priority candidate pair for which connectivity checks have been completed.
* * * Next Change * * * *

6.2.xx
Procedures for Interactive Connectivity Establishment (ICE) 

6.2.xx.1
ICE lite 

Figure 6.2.xx.1.1 shows a message sequence chart example for performing the ICE lite procedure towards the offerer. 
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Figure 6.2.xx.1.1: Procedure for interactive connectivity establishment using ICE lite towards the offerer
6.2.xx.2
Full ICE
Figure 6.2.xx.2.1 shows a message sequence chart example for performing the full ICE procedure towards the offerer. 
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Figure 6.2.xx.2.1: Procedure for interactive connectivity establishment using full ICE towards the offerer

6.2.xx.3
Connectivity check result notification (full ICE)

Figure 6.2.xx.3.1 shows the message sequence chart example for an ICE connectivity check result Event. 
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Figure 6.2.xx.3.1: Procedure to report ICE connectivity check result
6.2.xx.4
New peer reflexive candidate (full ICE)

Figure 6.2.xx.4.1 shows the message sequence chart example for additional connectivity check when new peer reflexive candidate is discovered in full ICE. 
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Figure 6.2.xx.3.1: Procedure to perform additional connectivity check upon the report of new peer reflexive candidate
* * * Next Change * * *

8.2
Reserve and Configure AGW Connection Point 

This procedure is used to reserve multimedia-processing resources for the Iq interface connection.   

Table 8.2.1: Procedures between IMS-ALG and IMS-AGW: Reserve and Configure AGW Connection Point
	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Reserve and Configure AGW Connection Point
	IMS-ALG
	Context/Context Request
	M
	This information element indicates the existing context or requests a new context for the bearer termination.

	
	
	Emergency Call Indicator
	O
	This information element identifies the call as emergency call that requires a preferential handling.

	
	
	Priority information
	O
	This information element requests the IMS-AGW to apply priority treatment for the terminations and bearer connections in the specified context.

	
	
	Bearer Termination Request
	M
	This information element indicates the existing bearer termination or requests a new bearer termination for the bearer to be established.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data. May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	ReserveValue
	O
	This information element indicates if multiple local resources are to be reserved.

This information element shall be included if a speech codec and auxiliary payload types are configured.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	Local Connection Address Request
	M
	This information element requests an IP address and port number(s) on the IMS-AGW that the remote end can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	M
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Notify termination heartbeat
	M
	This information element requests termination heartbeat indications. This information element shall be included when requesting a new bearer termination. Otherwise the information element is optional.

	
	
	Notify Released Bearer
	O
	This information element requests a notification of a released bearer.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination.

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Traffic Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate  for a media stream. (NOTE 2).. 

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination shall be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants explicitly control the reservation of RTCP resources by the IMS-AGW.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 3). It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 3). It indicates the SDES remote cryptographic parameters such as key(s)

	
	
	ECN Enable
	O
	This information element requests the IMS-AGW to apply ECN procedures.

	
	
	ECN Initiation Method
	C
	This information element specifies the ECN Initiation method and requests the IMS-AGW to perform IP header settings as an ECN endpoint, or indicates that ECN bits shall be passed transparently. It may be included only if ECN is enabled.

	
	
	Notify ECN Failure Event
	C
	This information element requests a notification if a ECN failure occurs due to ECN. It may only be supplied if ECN is enabled and the IMS-AGW acts as ECN endpoint.

	
	
	Extended RTP Header
	O
	This information element requests the IMS-AGW to pass on the extended RTP header as defined by IETF RFC 5285 [23].

	
	
	Generic Image Attributes
	O
	This information element indicates image attributes (e.g. image size) as defined by IETF RFC 6236 [24].

	
	
	STUN server request
	C
	This information element is present if IMS-ALG requests the IMS-AGW to answer STUN connectivity checks for ICE.

	
	
	ICE Connectivity Check
	C
	This information element requests the IMS-AGW to perform ICE connectivity check as defined by IETF RFC 5245 [ab]. It is only applicable for full ICE.

	
	
	Notify ICE Connectivity Check Result
	C
	This information element requests a notification of ICE connectivity check result. It is only applicable for full ICE.

	
	
	Notify New Peer Reflexive Candidate
	C
	This information element requests a notification of new peer reflexive candidate was discovered during a connectivity check. It is only applicable for full ICE.

	
	
	Additional ICE Connectivity Check
	C
	This information element requests the IMS-AGW to perform additional ICE connectivity check as defined by IETF RFC 5245 [ab]. It is only applicable for full ICE.

	
	
	ICE password request
	C
	This information element is present if IMS-ALG requests an ICE password.

	
	
	ICE Ufrag request
	C
	This information element is present if IMS-ALG requests an ICE ufrag.

	
	
	ICE host candidate request
	C
	This information element is present if IMS-ALG requests an ICE host candidate.

	
	
	ICE received candidate
	O
	This information element is present if IMS-ALG indicates a received candidate for ICE.

	
	
	ICE received password
	O
	This information element is present if IMS-ALG indicates a received password for ICE.

	
	
	ICE received Ufrag
	O
	This information element is present if IMS-ALG indicates a received Ufrag for ICE.

	Reserve and Configure AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	C
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data. This IE shall be present if it was contained in the request. If the IE was not contained in the request, it may be present in the reply.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	M
	This information element indicates the IP address and port number(s) the IMS-AGW shall receive user plane data from IMS.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES remote cryptographic parameters such as key(s)

	
	
	ICE password 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE password assigned by the IMS-AGW.

	
	
	ICE Ufrag 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE Ufrag assigned by the IMS-AGW.

	
	
	ICE host candidate 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE host candidate assigned by the IMS-AGW.

	
	
	ICE lite indication
	C
	This information element shall be present only if an ICE host candidate request was contained in the request, and the IMS-AGW supports ICE lite, but not full ICE. It indicates that the IMS-AGW only supports ICE lite.

	NOTE 1:
Remote Source Port and Remote Source Port Range are mutually exclusive.

NOTE 2: 
One of those IEs shall at least be present when policing is required.

NOTE 3: 
This IE may only be present for access network terminations.


* * * Next Change * * * *

8.3
Reserve AGW Connection Point Procedure

This procedure is used to reserve local connection addresses and local resources in IMS-AGW. 

Table 8.3.1: Procedures between IMS-ALG and IMS-AGW: Reserve AGW Connection Point

	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Reserve AGW Connection Point
	IMS-ALG
	Context /Context Request
	M
	This information element indicates the existing context or requests a new context for the bearer termination.

	
	
	Emergency Call Indicator
	O
	This information element identifies the call as emergency call that requires a preferential handling.

	
	
	Priority information
	O
	This information element requests the IMS-AGW to apply priority treatment for the terminations and bearer connections in the specified context.

	
	
	Bearer Termination Request
	M
	This information element requests a new bearer termination

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	ReserveValue
	O
	This information element indicates if multiple local resources are to be reserved.

This information element shall be included if a speech codec and auxiliary payload types are configured.

	
	
	Local Connection Address Request
	M
	This information element requests an IP address and port number(s) on the IMS-AGW that the remote end can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Notify termination heartbeat
	M
	This information element requests termination heartbeat indications.

	
	
	Notify Released Bearer
	O
	This information element requests a notification of a released bearer.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination.

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate for a media stream. (NOTE 2).

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination should be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants explicitly control the reservation of RTCP resources by the IMS-AGW.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 3). It indicates the SDES local cryptographic parameters such as key(s).

	
	
	ECN Enable
	O
	This information element requests the IMS-AGW to apply ECN procedures.

	
	
	ECN Initiation Method
	C
	This information element specifies the ECN Initiation method and requests the IMS-AGW to perform IP header settings as an ECN endpoint, or indicates that ECN bits shall be passed transparently. It may be included only if ECN is enabled.

	
	
	Notify ECN Failure Event
	C
	This information element requests a notification if a ECN failure occurs due to ECN. It may only be supplied if ECN is enabled and the IMS-AGW acts as ECN endpoint.

	
	
	Extended RTP Header
	O
	This information element requests the IMS-AGW to pass on the extended RTP header as defined by IETF RFC 5285 [23].

	
	
	Generic Image Attributes
	O
	This information element indicates image attributes (e.g. image size) as defined by IETF RFC 6236 [24].

	
	
	ICE password request
	C
	This information element is present if IMS-ALG requests an ICE password.

	
	
	ICE Ufrag request
	C
	This information element is present if IMS-ALG requests an ICE ufrag.

	
	
	ICE host candidate request
	C
	This information element is present if IMS-ALG requests an ICE host candidate.

	
	
	STUN server request
	C
	This information element is present if IMS-ALG requests the IMS-AGW to answer STUN connectivity checks for ICE.

	Reserve AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	C
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data. This IE shall be present if it was contained in the request. If the IE was not contained in the request, it may be present in the reply.
For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	M
	This information element indicates the IP address and port number(s) the IMS-AGW shall receive user plane data from IMS.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	
	
	ICE password 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE password assigned by the IMS-AGW.

	
	
	ICE Ufrag 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE Ufrag assigned by the IMS-AGW.

	
	
	ICE host candidate 
	C
	This information element shall be present only if it was contained in the request. It indicates the ICE host candidate assigned by the IMS-AGW.

	
	
	ICE lite indication
	C
	This information element shall be present only if an ICE host candidate request was contained in the request, and the IMS-AGW supports ICE lite, but not full ICE. It indicates that the IMS-AGW only supports ICE lite.

	NOTE 1:
Remote Source Port and Remote Source Port Range are mutually exclusive.

NOTE 2: 
One of those IEs shall at least be present when policing is required.

NOTE 3: 
This IE may only be present for access network terminations, and only if the IMS-ALG includes only one SDES crypto attribute in the SDP sent towards the served UE.


* * * Next Change * * * *

8.4
Configure AGW Connection Point Procedure

This procedure is used to select or modify multimedia-processing resources for the Iq interface connection.   

Table 8.4.1: Procedures between IMS-ALG and IMS-AGW: Configure AGW Connection Point

	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	Configure AGW Connection Point
	IMS-ALG
	Context 
	M
	This information element indicates the context for the bearer termination.

	
	
	Priority information
	O
	This information element shall be present if the priority information needs to be modified, it may be present otherwise.

	
	
	Bearer Termination
	M
	This information element indicates the existing bearer termination.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

May be excluded (i.e. "-" is used in SDP m-line) if no transcoding or media related functions are required.

	
	
	Local Connection Address
	O
	This information element indicates the IP address and port number(s) on the IMS-AGW that the IMS user can send user plane data to.

For terminations supporting video any combination of video, audio and messaging may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	 Latching Requirement
	O
	This information element indicates that the IMS-AGW should (re)latch onto the address of received media packets to determine the corresponding destination address. 

	
	
	IP Realm Identifier
	O
	This information element indicates the IP realm of the bearer termination. (NOTE 3)

	
	
	Remote Source Address Filtering
	O
	This information element indicates that remote source address filtering is required.

	
	
	Remote Source Address Mask
	C
	This information element provides information on the valid remote source addresses. This is required if a range of remote source address filtering is required.

	
	
	Remote Source Port Filtering
	O
	This information element indicates that remote source port filtering is required.

	
	
	Remote Source Port
	C
	This information element identifies the valid remote source port. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Remote Source Port Range
	C
	This information element identifies a range of valid remote source ports. This may be included if remote source port filtering is included. (NOTE 1)

	
	
	Policing Required 
	O
	This information element indicates that policing of the media flow is required. 

	
	
	Peak Data Rate 
	O
	This information element may be present if Policing is required and specifies the permissible peak data rate for a media stream. (NOTE 2). 

	
	
	Sustainable Data Rate
	O
	This information element may be present if Policing is required and specifies the permissible sustainable data rate for a media stream. (NOTE 2).

	
	
	Delay Variation Tolerance
	O
	This information element may be present if Policing on Peak Data Rate is required and specifies the maximum expected delay variation tolerance for the corresponding media stream. 

	
	
	Maximum Burst Size
	C
	This information element shall be present if Policing on Sustainable Data Rate is required and specifies the maximum expected burst size for the corresponding media stream. 

	
	
	DiffServ Code Point
	O
	This information element indicates a specific DiffServ code point to be used in the IP header in packets sent on the bearer termination.

	
	
	DiffServ Tagging Behaviour
	O
	This information element indicates whether the Diffserv code point in the IP header in packets sent on the bearer termination should be copied from the received value or set to a specific value.

	
	
	Media Inactivity Detection Required
	O
	This information element indicates that detection of inactive media flows is required.

	
	
	Media Inactivity Detection Time
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection time.

	
	
	Media Inactivity Detection Direction
	C
	This information element may be present if Inactive Media Detection is required and specifies the Inactivity Detection direction.

	
	
	RTCP handling
	O
	This information element is present if IMS-ALG wants explicitly control the reservation of RTCP resources by the IMS-AGW.

	
	
	Local cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is encrypted and/or integrity protected by the IMS-AGW (NOTE 4). It indicates the SDES local cryptographic parameters such as key(s).

	
	
	Remote cryptographic SDES attribute
	C
	This information element is present if IMS-ALG wants that the media is decrypted, and/or integrity checked by the IMS-AGW (NOTE 4). It indicates the SDES remote cryptographic parameters such as key(s).

	
	
	ECN Enable
	O
	This information element requests the IMS-AGW to apply ECN procedures.

	
	
	ECN Initiation Method
	C
	This information element specifies the ECN Initiation method and requests the IMS-AGW to perform IP header settings as an ECN endpoint, or indicates that ECN bits shall be passed transparently. It may be included only if ECN is enabled.

	
	
	Notify ECN Failure Event
	C
	This information element requests a notification if a ECN failure occurs due to ECN. It may only be supplied if ECN is enabled and the IMS-AGW acts as ECN endpoint.

	
	
	Extended RTP Header
	O
	This information element requests the IMS-AGW to pass on the extended RTP header as defined by IETF RFC 5285 [23].

	
	
	Generic Image Attributes
	O
	This information element indicates image attributes (e.g. image size) as defined by IETF RFC 6236 [24].

	
	
	ICE Connectivity Check
	C
	This information element requests the IMS-AGW to perform ICE connectivity check as defined by IETF RFC 5245 [ab]. It is only applicable for full ICE.

	
	
	Notify ICE Connectivity Check Result
	C
	This information element requests a notification of ICE connectivity check result. It is only applicable for full ICE.

	
	
	Notify New Peer Reflexive Candidate
	C
	This information element requests a notification of new peer reflexive candidate was discovered during a connectivity check. It is only applicable for full ICE.

	
	
	Additional ICE Connectivity Check
	C
	This information element requests the IMS-AGW to perform additional ICE connectivity check as defined by IETF RFC 5245 [ab]. It is only applicable for full ICE.

	
	
	ICE received candidate
	O
	This information element is present if IMS-ALG indicates a received candidate for ICE.

	
	
	ICE received password
	O
	This information element is present if IMS-ALG indicates a received password for ICE.

	
	
	ICE received Ufrag
	O
	This information element is present if IMS-ALG indicates a received Ufrag for ICE.

	Configure AGW Connection Point Ack
	IMS-AGW
	Context
	M
	This information element indicates the context where the command was executed.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination where the command was executed.

	
	
	Local IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall be prepared to receive user data

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Remote IP Resources
	O
	This information element indicates the resource(s) for which the IMS-AGW shall send data.

For terminations supporting any combination of video, audio and messaging this IE shall contain separate resources per stream.

	
	
	Local Connection Address
	O
	This information element indicates the IP address and port number(s) on the IMS-AGW that the IMS user can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Remote Connection Address
	O
	This information element indicates the remote IP address and port number(s) that the IMS-AGW can send user plane data to.

For terminations supporting any combination of video, audio and messaging this may contain multiple addresses.

	
	
	Local cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES local cryptographic parameters such as key(s)

	
	
	Remote cryptographic SDES attribute
	C
	This information element may be present only if it was contained in the request. It indicates the SDES remote cryptographic parameters such as key(s)

	NOTE 1:
Remote Source Port and Remote Source Port Range are mutually exclusive.

NOTE 2: 
One of those IEs shall at least be present when policing is required.

NOTE 3:   Additional streams may be added by the Configure AGW Connection Point procedure. The additional streams shall then carry the same IP Realm Identifier as the very first Stream.

NOTE 4: 
This IE may only be present for access network terminations.


Editor's Note :
The details of how the transparent indication included in ECN Control is subject of stage 3 specification. It also needs to be determined if this indication is needed on both incoming and outgoing terminations.

* * * Next Change * * * *

8.xx
ICE Connectivity Check Result Notification
This procedure is used to report ICE connectivity check result for Full ICE (see clause 6.2.xx.3).

Table 8.xx.1: Procedures between IMS-ALG and IMS-AGW: ICE Connectivity Check Result Notification

	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	ICE Connectivity Check Result Notification
	IMS-AGW
	Context
	M
	This information element indicates the context for the bearer termination.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination for which the ICE Connectivity Check Result is reported. 

	
	
	ICE Connectivity Check Result
	M
	This information element indicates an ICE Connectivity Check Result event.

	ICE Connectivity Check Result Notification Ack
	IMS-ALG
	Context
	M
	This information element indicates the context where the command was executed.


8.xy
ICE New Peer Reflexive Candidate Notification
This procedure is used to report ICE new peer reflexive candidate for Full ICE (see clause 6.2.xx.4).

Table 8.xy.1: Procedures between IMS-ALG and IMS-AGW: ICE New Peer Reflexive Candidate Notification

	Procedure
	Initiated
	Information element name
	Information element required
	Information element description

	ICE New Peer Reflexive Candidate Notification
	IMS-AGW
	Context
	M
	This information element indicates the context for the bearer termination.

	
	
	Bearer Termination
	M
	This information element indicates the bearer termination for which the ICE New Peer Reflexive Candidate is reported. 

	
	
	ICE New Peer Reflexive Candidate
	M
	This information element indicates an ICE New Peer Reflexive Candidate event.

	ICE New Peer Reflexive Candidate Notification Ack
	IMS-ALG
	Context
	M
	This information element indicates the context where the command was executed.


* * * No more Changes * * * *
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