
3GPP TSG CT4 Meeting #64bis
C4-140585
Dubrovnik, CROATIA; 31st Mar– 4th Apr 2014

Source:
Alcatel-Lucent
Title:
Pseudo-CR on Diameter overload over S6a/d
Spec:
3GPP TR 29.809
Agenda item:
6.5
Document for:
Decision

1. Introduction
-
2. Reason for Change
TR 29.809 has a clause to evaluate the impacts of DOIC on the existing 3GPP specifications. It is investigated some impacts of the use of the DOIC mechanism over S6a/d interfaces. 

3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.809 version 1.0.0.
* * * First Change * * * *
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* * * Next Change * * * *

8.3
Impacts on Existing 3GPP Specifications

[Based on the selected mechanism, this section should provide an overview of the foreseen impacts on existing 3GPP specifications. The required changes will not be detailed in this TR.]
8.3.x
Impacts on S6a/d interface

8.3.x.1
General

Editor’s note: To be completed with general statements.
8.3.x.2
Supported features
In the IETF draft-ietf-dime-ovli-01 [25], the OC-Supported-Feature AVP is defined and allows the reacting and reporting ,nodes to indicate their support of the DOC mechanism and which DOC algorithm and features they will use.
In 3GPP specifications, the Supported-Features AVP is defined to indicate supported features 
associated to commands.
The question is the following:

· Do we only use the OC-Supported-Feature AVP?
· Or do we use the Supported-Features AVP with a flag indicating DOC support feature and the OC-Supported-Feature AVP in the same commands?
Hereafter some considerations on these two approaches are given:
· to use both AVPs introduce some overlapping as the OC-Supported-Feature AVP indicates the support of the DOC mechanism without the need of the Supported-Features AVP. There is no identified consequence by having the presence of the OC-Supported-Features without the presence of the DOC flag in the Supported-features AVP.
· the rationale to use Supported-Features AVP is for homogeneity regarding the introduction of new features in existing 3GPP applications, DOC being one feature among others .

· the Supported-Feature AVP with the DOC flag will be applicable to all command pairs of which the request command is sent by the MME /SGSN (i.e. AIR/AIA, ULR/ULA, PUR/PUA NOR/NOA). The OC-Supported feature will be also present in the same commands pairs, and according to IETF is valid for the transaction in which it is present. So there is no difference between the two AVPs on this point. Both OC-Supported-Feature AVP and Supported-Feature AVP with a DOC flag set will be present simultaneously. Other cases should be considered as errors.
Both solutions are applicable, There is a preference for the one which only uses the OC-Supported-Feature AVP defined in the IETF draft, as avoiding a duplication of information and requesting less data transfer.
Editor’s note: conclusion on the use or not of the Supported-Feature AVP with a DOC flag to be confirmed 
8.3.x.3
Mapping to NAS causes

8.3.x.3.1
Introduction

When the DOIC mechanism for overload control is used over the S6a/d interface, the way the MME/SGSN will behave towards the UE is a key concern, especially when a high and repeated signalling from large amounts of UEs (signalling "storms") occurs.
An important point is on how the MME/SGSN should react towards the UEs when receiving UE requests over NAS. The MME/SGSN may be driven according to implementation and operator policy to reject such requests with the presence of a NAS cause allowing the UE to determine its future behaviour.
Annexes A and B in 3GPP TS 29.272 [6] define a mapping of Diameter error cases and some other events to NAS causes sent to the UE.
After having reminded the existing NAS cause mapping with DIAMETER_TOO_BUSY error and the absence of answer, it is analyzed which NAS causes mapping could be defined when the DOIC mechanism is used.
8.3.x.3.2
Existing NAS cause mapping
When the MME /SGSN receives a DIAMETER_TOO_BUSY error, the MME/SGSN may reject the corresponding request from the UE and, as according to the Annex A and B in 3GPP TS 29.272 [6], shall use the NAS cause #17 "Network failure". Here the UE starts the timer T 3411 (value 10s) where it can retry 5 times after which it will use the timer T3402 (default value of 10 minutes) (cf 3GPP TS 24.301 [zz] subclause 10.2) before any new attempt. This reaction may generate many attempts from the UE.
Other following existing causes could have been candidates to be associated to the DIAMETER_TOO_BUSY error, but have not be retained 
·  Cause #22 "Congestion": here the  MME/SGSN can send a value for the Timer T3346, or if not, the UE can choose a random value between 15-30 minutes (cf 3GPP TS 24.008 [yy] subclause 11.2.2);

· Cause #42 "Severe network failure": here the UE shall start an implementation specific timer setting its value to 2 times the value of T as defined in 3GPP TS 23.122 [vv].
Cause #17 and cause #42 (this one only for MME case) are also used for other Diameter errors as according to the lists indicated in 3GPP TS 29.272 [6] Annex A and B. Furthermore any other permanent errors from the diameter base protocol, not listed in the tables, should be also mapped to NAS Cause Code #17 "Network failure".
There is no mentioned use of the Cause #22 in 3GPP TS 29.272 [6] Annex A and B.
Annex A and B do not give indication on the NAS cause to be used when there is no answer to the S6a/d request.
8.3.x.3.2
NAS cause mapping proposals
8.3.x.3.2.1
Active OLR 
When DOIC mechanism is used over S6a, the MME/SGSN may reject requests received from the UEs over NAS such as Attach, Tracking Area Update/Routing Area Update or Service Requests s for the following events:
· MME/SGSN dropping the corresponding S6a request with a destination host related to the active host OLR, or a request without a destination host but with a destination realm related to the active realm OLR.  
· Reception of a DIAMETER_TOO_BUSY error for the corresponding S6a request, with an active OLR (HSS has indicated an overlaod situation) for the related host or realm 
· No answer to a request when an active OLR for the related host or realm 
For these events, it is recommended to use the cause #22. The value for the timer T3346 may be chosen by taking into account the level of the traffic reduction requested by the active OLR, so to defer and spread over time later attempts from the UE according to the severity of the overload over S6a. Reasons of this choice are

· #22 cause  is dedicated to congestion so fits an overload situation
· The possibility to add a timer value gives flexibility to drive the future UE attempts, and also to  take into account the impact on the user experience, by avoiding to defer too much a future UE attempt

It may be questioned if cause #22 is the only value that shall be used in the above cases. Some reasons may be invoked for other causes: 
· Cause #17  is currently used in relation with the DIAMETER_TOO_BUSY error,
· Many existing UEs of the installed base (pre-rel12) may not support the cause #22

· The operator in case of a severe overload  may prefer to use the cause #42
So it may be left to an operator policy the possibility to also choose the #17 or #22 causes, although the cause #22 is the recommended one.
In the case of no answer to a request, the MME/SGSN being aware of an overload condition for the host or realm related destination, may avoid to repeat the Diameter message, so to avoid to increase the traffic with this destination and react towards the UE with the appropriate  NAS cause listed above. 
8.3.x.3.2.2
No Active OLR 

In this situation, DOIC mechanism is supported and there is no active OLR for a given host or for a realm; the MME/SGSN, for a request related to this host destination  or to this destination realm without a destination host, .may nevertheless receives a DIAMETER_TOO_BUSY error or not receive an answer from this host or realm.

For this situation and by homogeneity with the active OLR case, if the MME/SGSN reject the request from the UE, it is also recommended to use the cause #22 as with an active OLR (c.f. 8.3.x3.2.1) and possibly, according to operator policy the cause #17. The cause #42 is here not meaningful.
In the case of no answer to a request, as there is no overload condition, prior rejecting the request from the UE, the MME may repeat the Diameter message as according to the Diameter base protocol.
* * * End of Changes * * * *

