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3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

End-to-end security: This term refers to media protection extending between two IMS UEs without being terminated by any intermediary.

Network Address Translation (NA(P)T): see definition in 3GPP TS 23.228 [2].

NAT-PT/NAPT-PT: see definition in 3GPP TS 23.228 [2].
Local (near-end) NAPT control: the operation of providing network address mapping information and NAPT policy rules to a near-end NAT in the media flow. 
Remote (far-end) NAT traversal: the operation of adapting the IP addresses so that the packets in the media flow can pass through a far-end (remote) NAT.


NAPT control and NAT traversal: controls network address translation for both near-end NA(P)T and far-end NA(P)T
Convention:

Wherever the term NAT is used in this specification, it may be replaced by NA(P)T or NA(P)T-PT.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.237 [18] apply:

Access Leg

Access Transfer Control Function (ATCF)

Access Transfer Gateway (ATGW)

Remote Leg
Target Access Leg

Source Access Leg
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ATCF
Access Transfer Control Function

ATGW
Access Transfer Gateway 
BFCP
Binary Floor Control Protocol

CVO
Coordination of Video Orientation
e2ae security
End-to-access-edge security 

e2e security
End-to-end security 

ECN
Explicit Congestion Notification

ECN-CE
ECN Congestion Experienced

IMS-AGW
IMS Access Media Gateway

IMS-ALG 
IMS Application Level Gateway 

IM CN
IMS Core Network
MSRP
Message Session Relay Protocol
NA(P)T
Network Address and optional Port Translation
NAPT
Network Address Port Translation
NAT
Network Address Translation

NA(P)T-PT
NAT Address (and optional Port-) Translation and Protocol Translation
P-CSCF
Proxy-CSCF
SRVCC
Single Radio Voice Call Continuity
TLS
Transport Layer Security 
URN
Uniform Resource Name
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5.11.3
End-to-end Security
5.11.3.1
End-to-end security for RTP based media 
For the support of e2e-security, the IMS-ALG and the IMS-AGW shall support "RTP/SAVP" (see IETF RFC 3711 [14]) and/or "RTP/SAVPF" (see IETF RFC 5124 [15]) as transport protocol. 

If the IMS-ALG receives SDP containing media lines with "RTP/SAVP" (see IETF RFC 3711 [14]) or "RTP/SAVPF" (see IETF RFC 5124 [15]) as transport protocol, the IMS-ALG shall:

· forward the SDP with unmodified transport protocol for those media lines;

· provide "RTP/SAVP" or "RTP/SAVPF", as received in the SDP, to the IMS-AGW as transport protocol for all related terminations, and  provide no media related information to these terminations,  to configure the IMS-AGW to pass media transparently.  
If the IMS-ALG receives SDP containing SDES SDP attribute(s) according to IETF RFC 4568 [13] , and does not apply e2ae security, it shall forward the SDP with unmodified SDES SDP attribute(s), but shall not provide the SDES SDP attribute(s) to the IMS-AGW.  
5.11.3.2
End-to-end security for TCP-based media using TLS

End-to-end protection of MSRP (used in IMS session-based messaging) and BFCP (used in IMS conferencing) media is based on TLS, according to the TLS profile specified in Annex M of 3GPP TS 33.328 [12].
If the IMS-ALG receives SDP containing media lines with "TCP/TLS/MSRP" (see IETF RFC 4975 [x1] and IETF RFC 6714 [x2]) and/or "TCP/TLS/BFCP" (see IETF RFC 4583 [x3]) as transport protocol, the IMS-ALG shall:

· forward the SDP with unmodified transport protocol for those media lines;

· indicate "TCP" to the IMS-AGW as transport protocol for all related terminations, and provide no media related information to these terminations,  to configure the IMS-AGW to pass media transparently.  
Editor's Note:  The scenario where both terminals of an e2e security protected media session are located behind firewalls/NATs is FFS.
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