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1. Introduction
A new Annex is proposed, illustrating an example end-to-end network scenario, which might be beneficial for the evaluation of end-to-end aspects, particularily with respect to the establishment phase.
2. Discussion and conclusions
The discussions in the previous Porto meeting underlined the need to consider end-to-end network scenarios in order to figure out the details related to the establishment process in the user plane, primarily the TCP bearer connection. The consideration of a single IMS-AGW instance or a "half call" model only doesn't allow to discuss
1. TCP modes of operation (as a consequence of call-dependent L3/L4 level NAT traversal requirements); and
2. end-to-end TCP bearer connection or TCP bearer connection segments from perspective of TCP flow control.
Thus, an example model is proposed, which hopefully may help in the proceeding of the discussion.

3. Proposal
It is proposed to agree the following changes to 3GPP TR 29.828 v0.3.0.


* * * First Change * * * *
[bookmark: _Toc369617102][bookmark: _Toc364077641]1	Scope
The present document  investigates the IMS H.248 profiles requirements and procedures to support the stage 2 requirements specified in 3GPP TS 33.328 [2] for Extended IMS media plane security features. 
This includes in particular the following aspects: 
1. Provide end-to access edge protection of session based messaging (MSRP) traffic using TLS and certificates fingerprints exchanged over SDP;
2. Provide end-to-end protection of session based messaging (MSRP) traffic using TLS;
3. Provide end-to access edge protection of BFCP based traffic, using TLS and certificates fingerprints exchanged over SDP;
4. Provide optional support of TLS protection of BFCP and MSRP based traffic at the Conference Server. 
5. Analyse requirements and procedures for end-to-end TCP bearer connection control and related NAT traversal support.
NOTE: this aspect is not specific to media security and may result in normative work via another work item.
6. Provide support of TCP-based IP transport connections for TLS security sessions, which includes possible NAT traversal support during the TCP connection establishment phase, possible correlations between the establishment (and release) events of TCP connections with TLS session establishment (and release).
7. Provide end-to access edge protection of T.38 fax using DTLS. 

This study will cover:
-	Identification of the key issues and the main design considerations that should drive the definition of stage 2 requirements and procedures for the Iq, Ix and Mp profiles; 
-	Identification of the requirements and procedures for the Iq, Ix and Mp profiles for support of end-to-access edge and end-to-end media security for session-based messaging (MSRP [6]) and conferencing (BFCP [16]); 
-	Identification of the requirements and procedures for the Iq profile for support of end-to-access edge media security for T.38 fax over UDPTL/UDP transport; 
-	Identification of the ITU-T H.248 extensions necessary to fulfill the 3GPP requirements and identification of potential missing gaps that should be taken into account by ITU-T Q3/16;
-	Conclusions and Recommendations for the normative work.
The results of this study will be used to identify the changes required in the 3GPP specifications to support Extended IMS media plane security.

* * * Next Change * * * *
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[bookmark: _Toc369617105]3.1	Definitions
For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

End-to-access edge security: This term refers to media protection extending between an IMS UE and the first IMS core network node in the media path without being terminated by any intermediary. 
End-to-end security: This term refers to media protection extending between two IMS UEs without being terminated by any intermediary.
L3/L4 level NAT traversal: NAT traversal support limited to protocol layers L3 and L4 (network and transport layer).
L4+ level NAT traversal: NAT traversal support above the IP transport layer.
Network Address Translation (NA(P)T): see definition in 3GPP TS 23.228 [3].
NAT-PT/NAPT-PT: see definition in 3GPP TS 23.228 [3].
Local (near-end) NAPT control: see definition in 3GPP TS 23.334 [34].
Remote (far-end) NAT traversal: see definition in 3GPP TS 23.334 [34].

NAPT control and NAT traversal: see definition in 3GPP TS 23.334 [34]
Convention:
Wherever the term NAT is used in this specification, it may be replaced by NA(P)T or NA(P)T-PT.
TCP modes of operation: 
TCP merge mode: see definition in ITU-T H.248.84 [24]).
TCP proxy mode: see definition in ITU-T H.248.84 [24]).
TCP proxy variants: see definition in ITU-T H.248.TCP [x]).
TCP relay mode: see definition in ITU-T H.248.84 [24]).
TLS-client: the entity that initiates a TLS session establishment to a server (see IETF RFC 5246 [7]). 
TLS-server: the entity that responds to requests for TLS session establishment from clients (see IETF RFC 5246 [7]).  
TLS endpoint: either a TLS-client or a TLS-server.

* * * Next Change * * * *
[bookmark: _Toc369617201]Annex x:
Example end-to-end network scenario
[bookmark: _Toc369617202]x.1	Scope
The aspects of NAT traversal, multiple IP address realms, trusted/untrusted network domains, TCP bearer connection establishment performance, etc. require the consideration of end-to-end scenarios. This Annex provides an example, which allows to point out such characteristics. Primary scope are TCP related aspects, less TLS considerations. Thus, the example scenario is application agnostic.
The same example end-to-end network scenario is distributed over two sub-clauses in order not to overload the illustrations (sub-clause x.2 introduces the example end-to-end configuration from perspective of IP address domains and sub-clause x.3 provides then the aspects of TCP bearer connection establishmen).
x.2	Aspect of IP realms
Figure x.2.1 depicts the example end-to-end network scenario for a TCP-based communication service between two parties X and Y. Each IP host (as UE) is located in a home network domain, connected via a NAT device to the access network (AN) domain and an IMS-AGW. The TCP bearer path is traversing three TrGWs at core network (CN) level. Resulting in eight IP realms in overall due to the assumption of enforced NA(P)T functions in all five MGWs. Thus, there are seven network elements within the end-to-end media path which provide a NA(P)T function (two NAT devices and five MGWs). NAT traversal support functions are provided by all five MGWs (thus, NAT-T support is a local function from MGW perspective).
The two TCP endpoints of the end-to-end TCP bearer path are located in IP hosts X and Y. The end-to-end TCP bearer path is divided in six TCP bearer connection segments. Each MGW interconnects two TCP bearer connection segments (see clause 4.4.4).
L3/L4 level NAT traversal aspects:
· UEX: example of "TCP simultaneous open" (i.e., H.248.84 "TCP merge" mode support) in order to traverse NATX;
· UEY: located behind NATY, which for instance allows to traverse it in both directions, i.e., also in network-to-UE direction;
L4+ level NAT traversal aspects:
· When media 'MSRP', then the IMS-AGWs could be required to provide an bearer-level application gateway function (as described in H.248.78 [33]) in order to address the problem indicated in Annex C; 
Media security aspects:
· UEY: example of enabled e2ae media security, i.e., a TLS security session between MGW5 and UEY; 
Network operator perspective:
· one UE might be located in a non-3GPP defined network, which is interconnected by an IBCF/TrGW 3GPP core network. This example configuration is not shown in Figure x.2.1. 


 
Figure x.2.1: Example end-to-end network scenario
(Here: partitioning in (eight) network domains with respect to IP address realms)

x.3	Aspect of TCP bearer connection establishment
Figure x.3.1 illustrates again the same end-to-end network configuration. This sub-clause focuses on the TCP bearer connection only (aspects related to TLS as well as IP application protocols are excluded from the discussion here). Further, only the communication establishment phase is considered.
MGC-local policies (clause 4.5) are illustrated in Figure x.3.1. For instance, MGC1 could know the address translation behaviour of NATX (NAT policy) and know security issues with home network domain X (e.g., due to a recently located security attack from this domain) (security policy). And MGC2 might be absolutely unaware of the specific behaviour of NATY (NAT policy).
Whether the call is initiated by UEX or UEY or by both in parallel is not considered. Thus, the SIP-level SDP Offer/Answer cycles and H.248 command request/reply cycles are just indicated at high-level in Figure x.3.1.
Discussion:
· L3/L4 level NAT-T is resulting in following TCP modes (during TCP bearer connection establishment) in the five MGWs:
· TCP merge mode: MGW1;
NOTE:	This is just one option, actually the TCP merge function could be principally provided by all five MGWs, see H.248.84 [24]. It should be also emphasized that the call establishment direction is not outlined in this example.
· TCP relay mode: MGW2, MGW3, MGW4;
· TCP proxy mode: MGW5 
(in more detail: the TCP proxy variant would be "L4+ aware" (due to TLS session termination) and possibly "lightweight" (dependent on TCP bearer connection establishment configuration)); 
· End-to-end TCP bearer connection: 
· there are thus effectively two TCP bearer connection segments (UEX to MGW5 and MGW5 to UEY) due to the nature of "TCP proxy" behaviour;
· the TCP bearer connection establishment process is normally immediately started, as early as possible (in order to minimize end-to-end connectivity establishment delay), but the IMS-AGWs in the example here might shortly delay that process (dependent on SDP Offer/Answer signalling, single or two-stage H.248 command cycles (see below) and potential security attacks (see e.g. clause 12 on security considerations in H.248.TCP [x]));
Editor's Note: a concern was raised that the initial blocking of incoming TCP packets may jeopardize successful establishment of the communication service. Situation: TCP provides an assured transport service, any discard of initial TCP SYN packets would lead to retransmissions. E.g., if the first TCP SYN packet would be discarded by the IMS-AGW, then it would be retransmitted typically after approx. five seconds. Such a delayed connectivity may not violate the usage of messaging and conference control services.
· TCP flow control aspects: 
· see clause x.4;
· SDP Offer/Answer:
· 3GPP 24.229 [5] limits the indication and negotiation of the media configuration to a single end-to-end cycle;
· the indicated SIP servers (as P-CSCF/IMS-ALG and IBCF) acting as SIP B2BUA, i.e., could break the end-to-end SDP Offer/Answer negotiations
· H.248 command request/reply cycles (MGC to MGW):
· triggered by incoming SIP messages;
· creation of H.248 context and TCP-enabled H.248 termination could be 
a) already started with the "initial SDP offer", and then concluded in a 2nd cycle with the SDP answer (NOTE), or
b) in a single cycle when all relevant information would be available;
· it's up to the MGC to trade-off "early media connectivity" versus "signalling cycles, etc"
· TLS security session: at this high-level of the example, 
· the TLS session establishment direction might be the same or the opposite as the TCP bearer connection establishment direction (e.g., dependent on IP application protocol);
· the TLS session establishment process is considered to be tightly coupled to the TCP bearer connection establishment process (in Rel-12).
NOTE:	The two H.248 cycles relate to an ADD and MODIFY phase. The actual TCP bearer connection establishment may be delayed till the MODIFY step.


 
Figure x.3.1: Example end-to-end network scenario - Aspect of TCP bearer connection establishment
(Signalling cycles are only indicated at high level)

x.4	Aspects of TCP flow control
x.4.1	Overview
TCP flow control is considered in more detail for the example in Figure x.3.1. TCP flow control handling by MGWs is dependent on the TCP mode.
x.4.2	TCP flow control during establishment phase
x.4.2.1	Without early application data
The scenario where the L4+ protocol (e.g., TLS) is just starting to send TCP data when the TCP endpoint is in connection state "ESTAB", i.e., after the establishment phase. The MGWs does consequently not need to buffer any TCP data.
TCP flow control becomes effectively only the handling of TCP SN/AN numbers by the MGWs:
· TCP merge mode (MGW1): according to H.248.84 [24] (i.e., TCP SN/AN numbers are adapted in order to realize a TCP simulataneous open);
· TCP relay mode (MGW2, MGW3, MGW4): pure forwarding of TCP packets;
· TCP proxy mode (MGW5): TCP SN/AN number handling according TCP three-way handshake procedures at each TCP endpoint; 

x.4.2.2	With early application data
As indicated in clause 4.3.1, a remote TCP endpoint (here UEX and UEY) could principally send TCP application data already during the establishment phase. Clause 4.3.1 is also indicating that the MGW could just discard such data (i.e., not buffering). In more detail:
· TCP merge mode (MGW1): discard data (note: the TCP simultaneous open provided according to H.248.84 [24] is based on the manipulation of TCP SN numbers and not the TCP AN numbers);
· TCP relay mode (MGW2, MGW3, MGW4): pure forwarding of TCP packets, also TCP packets with piggybacked data;
· TCP proxy mode (MGW5): discard data.
It is immanent that a TCP proxy discarding TCP data has to indicate such "loss" via TCP AN acknowledgement process towards the remote TCP endpoint.
x.4.3	TCP flow control during active data transfer phase
There will be following TCP modes in this example after successful end-to-end TCP bearer connection establishment, resulting in following TCP flow control behaviour:
· TCP relay mode (MGW1, MGW2, MGW3, MGW4): pure forwarding of TCP packets;
· TCP proxy mode (MGW5): the concrete TCP flow control behaviour for TCP proxies (and its TCP proxy variants) is out of scope of standards, rather implementation specific (NOTE).
NOTE:	For instance, MGW5 could provide following TCP flow control behaviour: 
a) during TLS security session establishment: normal TCP flow control (incl. buffering) towards TLS endpoint in UEY; 
b) after successful TLS security session establishment: either TCP flow control ("most expensive") or trying to optimize by minizing the buffering of data ("conditional option").

* * * End of Changes * * * *
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