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1. Introduction
<Introduction part (optional)>

2. Reason for Change
The TCP client/server role assignment requirements and procedures need to be specified.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v030
* * * First Change * * * *

4.4.2.1
TCP client/server role assignment


4.4.2.1.1
SIP level negotiation of TCP server and client role by MGC


A MGC (e.g. a MRFC) that controls a MGW that handles TCP streams may need to determine for each TCP stream if the MGW shall act as TCP client or server.

NOTE 1:
There are a number of TCP related MGW functions which are not really dependent on TCP role awareness. E.g., a MGW that only modifies port numbers (i.e. port translation (PT)) when forwarding TCP packets would be TCP aware (due to the implicit, TCP specific checksum update), but does not require information about the TCP client and server role. The MGW just requires knowing that it can pass TCP connection establishment related TCP messages.

The MGC controlling a MGW that needs to be explicitly configured to act as TCP client or server uses the IETF RFC 4145 [12] SDP "a=setup" attribute in SIP/SDP signalling to determine the client and server role; if the "a=setup" attribute is omitted by the SDP offerer, the offerer automatically becomes the TCP client.

MSRP clients only supporting MSRP according to IETF RFC 4975 [6] will not use the SDP "a=setup" attribute, but will assign the TCP client role to the SDP offerer. However, in 3GPP, OMA and GSMA the support of IETF RFC 6135 [8] ("COMEDIA for MSRP") is mandated, and the "a=setup" attribute will thus be used. According to IETF RFC 6135 [8], the SDP offerer is mandated to use either the "actpass" or "active" value of the "a=setup" attribute. The "holdconn" value shall not be sent by offerer or answerer.
NOTE 2:
The IETF RFC 4145 [12] SDP "a=connection" attribute shall not be used according to IETF RFC 6135 [8].

According to IETF RFC 4583 [17], "the management of the TCP connection used to transport BFCP is performed using the 'setup' and 'connection' (SDP) attributes".




An MGC can either act as SDP offerer or answerer (e.g. an MRF) or, it can modify and forward SDP (e.g. IBCF, IMS-ALG).
An MGC acting as SDP offerer shall use a=setup "actpass" attribute value in SDP offers in order to allow a remote UA located behind a NAT to send an SDP answer with an a=setup "active" attribute to enable NAT traversal (see also RFC 6135 [8]). The MGW can thus receive an incoming TCP connection establishment request after the MGC has sent the offer and hence needs to be prepared to act as TCP client. If the MGC receives a=setup "passive" attribute in the SDP answer, the MGW needs to act as TCP server.
An MGC acting as SDP answerer can determine immediately if the controlled MGW will need to act as TCP server or client according to the a=setup attribute related procedures in IETF RFC 4145 [12], except when it receives a=setup "holdconn". For a=setup "holdconn", the MGC does not need to reserve any new resources at this stage.
For an MGC that forwards a received SDP offer and does not modify the a=setup attribute, the following applies if a new connection is requested in the SDP offer (by including the connection attribute with value "new" or omitting this attribute):

a)
If the MGC receives and forwards an a=setup attribute with value "actpass" in the SDP offer, the attached MGW will need to be prepared to receive a TCP connection establishment at the termination towards the SDP answerer. The MGW may forward such a received TCP connection establishment message on the termination towards the SDP offerer, only modifying port numbers and checksums.
a1)
If the MGC then receives and forwards an a=setup attribute with value "active" in the SDP answer (see Figure 4.4.2.1.1.1):

-
If a TCP connection establishment has already been received, and the attached MGW did not forward that TCP connection establishment on the termination towards the SDP offerer, the MGW shall start a separate TCP connection establishment on the termination towards the SDP offerer.
NOTE 3:
Starting a separate TCP connection establishment only at this stage delays the establishment of the user plane connection.

-
If no TCP connection establishment has been received, the attached MGW will need to continue to be prepared to receive a TCP connection establishment at the termination towards the SDP answerer. The MGW shall either forward such a received TCP connection establishment message on the termination towards the SDP offerer, only modifying port numbers and checksums, or shall start a separate TCP connection establishment on the termination towards the SDP offerer.
NOTE 4:
It is more likely that the TCP connection establishment is being received before the SDP answer, as intermediate SIP entities may need to process the message.

a2)
If the MGC then receives and forwards an a=setup attribute with value "passive" in the SDP answer (see Figure 4.4.2.1.1.2), the attached MGW will need to be prepared to receive a TCP connection establishment at the termination towards the SDP offerer. The MGW shall either forward such a received TCP connection establishment message on the termination towards the SDP answerer, only modifying port numbers and checksums, or shall start a separate TCP connection establishment on the termination towards the SDP answerer.
NOTE 5:
Starting a separate TCP connection establishment may speed up the establishment of the user plane connection if e2ae security is applied at the corresponding call leg.

a3
If the MGC then receives an a=setup attribute with value "holdconn" in the SDP answer, no TCP connection will be established.
b)
If the MGC receives and forwards an a=setup attribute with value "active" in the SDP offer (see Figure 4.4.2.1.1.3), the MGC will receive an a=setup attribute with value "passive" or "holdconn" in the SDP answer.
b1)
When the MGC has forwarded the SDP answer with the attribute value "passive", the attached MGW will need to be prepared to receive a TCP connection establishment at the termination towards the SDP offerer. The MGW shall either forward such a received TCP connection establishment message on the termination towards the SDP answerer, only modifying port numbers and checksums, or shall start a separate TCP connection establishment on the termination towards the SDP answerer.
NOTE 6:
Starting a separate TCP connection establishment may speed up the establishment of the user plane connection if e2ae security is applied at the corresponding call leg.

b2)
If the MGC receives an a=setup attribute with value "holdconn" in the SDP answer, no TCP connection will be established.
c)
If the MGC receives and forwards an a=setup attribute with value "passive" in the SDP offer (see Figure 4.4.2.1.1.4), the attached MGW will need to be prepared to receive a TCP connection establishment at the termination towards the SDP answerer. The MGW shall either forward such a received TCP connection establishment message on the termination towards the SDP offerer, only modifying port numbers and checksums. The MGC will receive an a=setup attribute with value "active" or "holdconn" in the SDP answer.

c1)
For value "active", no reconfiguration of the MGW is required
c2)
For value "holdconn", no TCP connection shall be established.
d)
If the MGC receives and forwards an a=setup attribute with value "holdconn" in the SDP offer, no TCP connection will be established.
NOTE 7:
Value "passive" in the SDP offer and value "holdconn" are not applicable for MSRP. They can occur in exceptional cases for BFCP.
An MGC that forwards a received SDP offer and does not modify the a=setup attribute, behaves as described for an SDP answerer at the termination towards the SDP offerer, and as described for an SDP offerer at the termination towards the SDP answerer.
NOTE 8:
TS 24.229 [18] does not define any IMS-ALG or IBCF procedures to modify the "a=setup" attribute. According to current specifications, those entities can thus not change the directionality of TCP connection setups between interconnected SDP offer/answer entities. Updates of this specification would be required to enable this behavior.
NOTE 9:
Changing the TCP setup direction from "active" to "actpass" or "passive" at the P-CSCF(IMS-ALG) serving the answerer might enable direct MSRP communication (without a server) between two peers behind firewalls (see Figure 4.4.2.1.1.5). However, e2e security will not work, as the TLS setup direction is also negotiated
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Figure 4.4.2.1.1.1:
TCP connection setup when "actpass" is offered and answerer selects "active"
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Figure 4.4.2.1.1.2:
TCP connection setup when "actpass" is offered and answerer selects "passive"
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Figure 4.4.2.1.1.3:
TCP connection setup when "active" is offered
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Figure 4.4.2.1.1.4:
TCP connection setup when "passive" is offered
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Figure 4.4.2.1.1.5:
TCP connection setup when IMS-ALG changes setup direction
Editor's Note: It will be further studied in subclause 4.4.4 if changing the directionality of TCP connection setups requires extra MGW resources and adversely impact the TCP connection performance.
(Comment: there could be firstly a TCP merge or relay mode before behaving as TCP proxy).
4.4.2.1.2
H.248 control of TCP connection establishment at MGC by MGW
Editor's Note: following text is for further study:
TCP is a client/server protocol, i.e. there are different state transitioning behaviours (and hence procedures) at client and server side during the establishment phase of a TCP transport connection. The TCP client/server role assignment is of temporary nature only because coupled with the transient phase of TCP connection state transitioning from CLOSED to ESTAB (see Figure 6 in IETF RFC 793 [20]). Whether the local TCP-enabled (H.248) stream endpoint (at the MGW) provides a TCP client or server behaviour (during establishment phase) is primarily of interest for the MGC (from perspective of SIP signalling).

What need to be controlled (configured) in the MGW by the MGC is rather

a) whether an incoming or outgoing TCP bearer establishment needs to be provided and

b) when TCP bearer establishment should be started in incoming or outgoing directions (e.g., there might be initial TCP security attacks which should be blocked as long as SIP level SDP offer/answer is not yet settled).
The MGC decision baseline for above MGW indications is elaborated in subclause 4.5.
In sub clause 4.4.2.1.1, the potential need for the following interactions between MGC and MGW has been identified:
1.
Reserving TCP terminations and requesting related IP addresses and port numbers. 
2.
Prepare a termination to receive an incoming TCP connection establishment (TCP SYN)

3.
Request that a TCP connection establishment (TCP SYN) is send on a termination

4.
Allow sending a TCP connection establishment request.
5.
Indicate to a MGW whether to use TCP connection establishment requests (TCP SYN) received at one termination as a trigger to send TCP connection establishment on the other termination in the same context.
However, interactions 1 and 2 can be combined: Any new TCP termination is immediately prepared to receive an incoming TCP connection establishment (TCP SYN).

Interaction 4 is only required if the MGW decides whether to start a TCP connection establishment autonomously, rather than waiting for a TCP connection establishment from the peer termination. However, if the MGC selects the corresponding option, this interaction is not required and the MGC can simply send indication 3 to trigger the MGW to send a TCP connection establishment request. However, the MGW may need to check when receiving interaction 3 if it already sent a TCP connection establishment before (if the MGW autonomously forwards TCP connection establishment requests).
As an alternative to interaction 5, this behavior could be based on H.248 profile:

 -
For an intermediate MGC (e.g. IBCF, IMS/ALG) that forwards a received SDP offer without modifying the a=setup attribute, an attached MGW (TrGW/AGW) that uses the TCP connection establishment requests (TCP SYN) received at one termination as a trigger to send TCP connection establishment at another termination in the same context is advantageous, as it allows to speed up TCP connection establishment and allows for a MGW that does not require TCP role awareness. This is also the expected behavior for the current versions of the Ix and Iq profiles.
-
An MGC that interworks several call legs and acts independently as SDP offerer or answerer towards them (e.g. MGCF), requires a MGW that does not autonomously forward received TCP connection establishment requests.
Should the IMS-ALG or IBCF procedures in TS 24.229 [18] be enhanced to allow a modification of the "a=setup" attribute, the IBCF, IMS/ALG behavior could either be changed not to allow a dynamic forwarding, or a signalling interaction could be used. 
The following signalling indications are agreed to be required:
1.
Reserving TCP terminations and requesting related IP addresses and port numbers. The termination shall be prepared to receive an incoming TCP connection establishment (TCP SYN).

2.
Request that a TCP connection establishment (TCP SYN) is send on a termination.
Editor's Note: Additionally, Interaction 5 is ffs.
* * * End of Changes * * * *

�Avoided term TCP endpoint


�Lots of text about e2e model is being added


�Subject of other contribution, but Clause 4.4. and related editor´s notes should be sufficient to guarantee that this is addressed.


�Both text proposals had similar ambitions. The text is only meant as introduction to explain why MGC may need to determine client and server role. Term TCP-enabled H.248 stream endpoint is nowhere defined. Next Clause should focus on MGC configuration and conditions when it is required.


�Intend to describe this in the next Clause
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