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1. Introduction
Traffic flow examples were solicited at the last two meetings in order to get a baseline for the discussion of specific aspects (primarily related to TLS connection establishment and IMS-AGW internal TCP interworking).
2. Discussion and conclusions
It is expected that clause 5 will provide signalling examples at the usual level of stage 2 procedures. We've not yet started to work on clause 5 due to the ongoing resolution of some remaining questions in clause 4.
Thus, we'd like to suggest two traffic flow examples, documented in a new Annex. One example should focus on TCP aspects and another example could illustrate principle TLS security session establishment.

3. Proposal
It is proposed to agree the following changes to 3GPP TR 29.828 v0.3.0.


* * * First Change * * * *
[bookmark: _Toc364077641][bookmark: _Toc369617102]1	Scope
The present document  investigates the IMS H.248 profiles requirements and procedures to support the stage 2 requirements specified in 3GPP TS 33.328 [2] for Extended IMS media plane security features. 
This includes in particular the following aspects: 
1. Provide end-to access edge protection of session based messaging (MSRP) traffic using TLS and certificates fingerprints exchanged over SDP;
2. Provide end-to-end protection of session based messaging (MSRP) traffic using TLS;
3. Provide end-to access edge protection of BFCP based traffic, using TLS and certificates fingerprints exchanged over SDP;
4. Provide optional support of TLS protection of BFCP and MSRP based traffic at the Conference Server. 
5. Analyse requirements and procedures for TCP bearer control and related NAT traversal support.
NOTE: this aspect is not specific to media security and may result in normative work via another work item.
6. Provide support of TCP-based IP transport connections for TLS security sessions, which includes possible NAT traversal support during the TCP connection establishment phase, possible correlations between the establishment (and release) events of TCP connections with TLS session establishment (and release).
7. Provide end-to access edge protection of T.38 fax using DTLS. 

This study will cover:
-	Identification of the key issues and the main design considerations that should drive the definition of stage 2 requirements and procedures for the Iq, Ix and Mp profiles; 
-	Identification of the requirements and procedures  (Annex y illustrates example traffic flows) for the Iq, Ix and Mp profiles for support of end-to-access edge and end-to-end media security for session-based messaging (MSRP [6]) and conferencing (BFCP [16]); 
-	Identification of the requirements and procedures for the Iq profile for support of end-to-access edge media security for T.38 fax over UDPTL/UDP transport; 
-	Identification of the ITU-T H.248 extensions necessary to fulfill the 3GPP requirements and identification of potential missing gaps that should be taken into account by ITU-T Q3/16;
-	Conclusions and Recommendations for the normative work.
The results of this study will be used to identify the changes required in the 3GPP specifications to support Extended IMS media plane security.

* * * Next Change * * * *
[bookmark: _Toc369617201]Annex y:
Example traffic flow (communication establishment phase)
[bookmark: _Toc369617202]y.1	Scope
The purpose of this Annex is to illustrate example traffic flows in control plane (i.e., signalling flows for H.248, but also SIP) and user plane (i.e., IP packet flows at the level of TCP and TLS).
The traffic flow examples provide complementary information to the main body of this TR, but does not represent specific stage 2 procedural information.
In order not to overload the examples, the example of TCP bearer connection establishment without TLS (i.e., non-TLS to non-TLS interworking) is subject of a self-contained sub-clause y.2. Sub-clause y.3 indicates an example for TLS security session establishment.
Figure y.1.1 depicts the general H.248 Context model:


Figure y.1.1: H.248 Context Model for the example of an end-to-end TCP media path 
between UEX and UEY  

y.2	TCP bearer connection establishment (example)
Figure y.2.1 illustrates a typical traffic flow at the establishment phase of an end-to-end TCP bearer connection. Only the general principles are high-lighted; and L4+ protocols (such as possibly TLS) are omitted in this example. There are many variations of this example, dependent on L3/L4 level NAT-T, L4+ level NAT-T, TCP interworking (TCP modes), SIP level SDP offer/answer, etc.



Figure y.2.1: Establishment of end-to-end TCP connection (example traffic flows)
Some information to the example of Figure y.2.1:
1.	The IMS-ALG receives an SDP offer in SIP signalling for TCP-based media. The TCP bearer connection establishment direction is not yet decided.
2.	The IMS-ALG sends a H.248 ADD request command to create the first TCP-enabled termination. Only minimum information could be provided to the IMS-AGW as neither the TCP bearer connection establishment directions towards UEX and UEY is yet decided.
3.	The IMS-AGW creates the termination T1. 
4.	The IMS-AGW replies to IMS-ALG with a H.248 ADD reply command and provides the local source IP transport address of the termination. 
5., 6., 7.	Correspondent steps for termination T2.
8.	The IMS-ALG modifies the SDP offer.
9.	The IMS-ALG forwards the new SDP offer to the succeeding node (in direction towards UEY).
10.	The SDP answer is received by IMS-ALG. In this example UEY selects the TCP server role.
11.	The IMS-ALG decides the TCP mode. In this example a "TCP proxy" mode is determined with an incoming TCP bearer connection establishment at T1 and an outgoing TCP bearer connection establishment at T2.
12.	The IMS-ALG sends a H.248 MOD request command to complete the information for the outgoing termination T2 and the request of initiating a TCP bearer connection establishment procedure.
13.	The IMS-ALG forwards the new SDP answer to towards UEX.
14.	The IMS-AGW configures the termination T2. 
15.	The IMS-AGW replies to IMS-ALG with a H.248 MOD reply command. 
16.	TCP three-way handshake
17. 	Established state of TCP bearer connection segment towards UEY.
18.	The IMS-ALG sends a H.248 MOD request command to complete the information for the termination T1 and the preparation of an incoming TCP bearer connection establishment procedure.
19.	The IMS-AGW configures the termination T1. 
20.	The IMS-AGW replies to IMS-ALG with a H.248 MOD reply command. 
21.	TCP three-way handshake.
22. 	Established state of TCP bearer connection segment towards UEX.
23.	The IMS-AGW has internally the cut-through of the TCP connection legs completed.
24.	Optional: the IMS-AGW notifies the successfully established end-to-end TCP bearer connection. The IMS-ALG is aware of successful L3/L4 NAT traversal functions and end-to-end L4 media connectivity.
25.	The actual TCP data transfer phase may start.

y.3	TLS security session establishment (example)
Editor's Note: this clause intends to illustrate an example flow for TLS (e.g., a scenario for e2ae).

* * * End of Changes * * * *
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