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1. Introduction
Secured FoIP T.38-over-UDP (i.e. transport security for UDPTL media using DTLS) needs to be considered since corresponding normative requirements have been agreed in TS 33.328 during SA3#72.

 2. Reason for Change
This contribution provides general design considerations for media security of T.38 fax over UDPTL/UDP transport. 
3. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.2.0.
* * * First Change * * * *
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

BFCP
Binary Floor Control Protocol

e2ae security
End-to-access-edge security 

e2e security
End-to-end security 
FoIP
Facsimile over IP
IMS-AGW
IMS Access Media Gateway

IMS-ALG 
IMS Application Level Gateway 

IM CN
IMS Core Network

MSRP
Message Session Relay Protocol

* * * Next Change * * * *

4.x
Media security for T.38 fax over UDPTL/UDP transport 

4.x.1
General design considerations

Facsimile over IP (FoIP) transmission is transported over the UDPTL/UDP transport in IMS, as specified in Annex L of 3GPP TS 26.114 [x]. 
3GPP TS 33.328 [2] specify IMS media plane security mechanisms for T.38 fax over UDPTL/UDP transport (see ITU-T Recommendation T.38 [w]) for e2ae protection.  

The salient points of T.38 based media security are: (see 3GPP TS 33.328 [2] for a comprehensive description) 

a)
e2ae security shall be supported in the same way as for MSRP (see subclause 4.1.1), with the following differences:

-
e2ae security for T.38 fax uses individual indications "e2ae-security for T.38 supported by the UE" and "e2ae-security for T.38 supported by the network" during the IMS registration;

-
DTLS (see IETF RFC 6347 [y]) is used instead of TLS for confidentiality and integrity protection. In the SDP, security for a T.38 media stream is specified by using the transport "UDP/TLS/UDPTL"; the usage of UDPTL over DTLS is defined in IETF draft-holmberg-mmusic-udptl-dtls-02 [z].
* * * End of Changes * * * *

