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1. Introduction
Secured FoIP T.38-over-UDP (i.e. transport security for UDPTL media using DTLS) needs to be considered since corresponding normative requirements have been agreed in TS 33.328 during SA3#72.

 2. Reason for Change
This contribution identifies the relevant scenarios for media security of T.38 fax over UDPTL/UDP transport. 
3. Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.2.0.
* * * First Change * * * *
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* * * Next Change * * * *

4.x
Media security for T.38 fax over UDPTL/UDP transport 

4.x.3
Scenarios in scope
There are always two T.38 endpoints (NOTE) involved either located in IP terminals (here: IMS or non-IMS UE) or IP gateways (here: IM-MGW). T.38 endpoints use either "UDPTL/DTLS/UDP" or "UDPTL/UDP" transport.
NOTE:
Definitions according clauses 3.4 and 3.5 of ITU-T Recommendation T.38 [w] apply.

The following scenarios shall be supported as part of eMEDIASEC: 

a) DTLS to non-DTLS interworking for e2ae protection of T.38-based media:

· e2ae only applies to the IMS-AGW; application of e2ae security is not visible to the TrGW or IM-MGW. 
The IMS-AGW does not provide any T.38 endpoint function, only an interworking function below the UDPTL layer;

· the primary use case corresponds to an overall T.38 fax session between an IMS UE with e2ae security applied, towards/from: 

· a)
an IM-MGW (remote PSTN/CS fax; the IM-MGW would have to provide a T.38 endpoint function);

· b)
a TrGW (the remote T.38 endpoint is located behind the TrGW in another IP network);

· c)
it might possibly be towards another IMS (or non-IMS) UE without e2ae applied but this scenario is not common. 
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Figure 4.x.3.1: DTLS (IMS Access Network) to non-DTLS (IMS Core Network) interworking for e2ae protection of T.38-based media

* * * End of Changes * * * *
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