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Reason for Change
The assumptions and limitations for BFCP media security have not been specified yet. 
Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.1.0.
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4.2
Media security for conferencing (BFCP) 

Editor's Note: will identify the assumptions & limitations in terms of BFCP support, the supported/unsupported scenarios (e.g. BFCP transport), whether the MGW can remain application agnostic or needs to be application aware for certain specific use cases …

4.2.2
Assumptions and limitations for BFCP support

BFCP as used for IMS conferencing is supported as specified in 3GPP TS 24.147 [x] and 3GPP TS 24.229 [5], i.e. using:

-
from Rel-7 onwards:

-
the Binary Floor Control Protocol (BFCP) as defined in IETF RFC 4582 [16];
 -
the Session Description Protocol (SDP) Format for Binary Floor Control Protocol (BFCP) Streams as defined in IETF RFC 4583 [y] (mandatory support).
IETF RFC 4583 [y] also enables support of BFCP clients located behind firewalls by enabling the SIP/SDP level negotiation of the TCP connection setup direction (by using the IETF RFC 4145 [12] "a=setup:" and "a=connection:" SDP attributes). 
IETF RFC 4582 [16] and IETF RFC 4583 [y] require that the SDP offerer acts as the TLS client, the SDP answerer as the TLS server, regardless of its role (initiator or responder) in the TCP establishment procedure. 

IETF RFC 4582 [16]: 
"Which party, the client or the floor control server, acts as the TLS server depends on how the underlying TCP connection is established. For example, when the TCP connection is established using an SDP offer/answer exchange [7], the answerer (which may be the client or the floor control server) always acts as the TLS server."
IETF RFC 4583 [y]: 

"When TLS is used, once the underlying TCP connection is established, the answerer acts as the TLS server regardless of its role (passive or active) in the TCP establishment procedure."
The SDP answerer can be the Conference Server/MRFC (e.g. user calling into a conference) or the UE (e.g. user getting invited to a conference). As a result, the IMS-AGW (for e2ae media security) and the Conference Server (for e2e media security) may act as a TLS server or TLS client, depending on which entity initiates the SDP Offer. 
Figure 4.2.2.1 aims to provide an overview over related IETF standards.
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Figure 4.2.2.1: Overview of IETF document concerning NAT-T supported BFCP-(over-TLS-)over-TCP services, as typically used in SIP-based application control signalling

The present study will investigate e2ae and e2e security for BFCP implementations supporting IETF RFC 4582 [16] in combination with IETF RFC 4583 [y] ("SDP Format for BFCP streams").

* * * End of Changes * * * *
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