
3GPP TSG CT WG4 Meeting #61
C4-131112
Vienna, AUSTRIA; 5th – 9th August 2013
Source:
Alcatel-Lucent
Title:
Discussion of possible relations with iFIRE and SMURF
Spec:
3GPP TR 29.828 v0.1.0
Agenda item:
6.4
Document for:
Discussion
Background:
SA3 TR 33.830 studies media and signalling plane connectivity between UEs and IMS core networks via access networks with NAT/FW devices types which are essentially "not aware of IMS traffic". Hence, there's a non-IMS/non-3GPP type of access network, primarily characterized by a so-called Non-IMS Aware Firewall (NIMSFW).
NOTE: it is supposed that the reader is familiar with the latest draft of 33.830.

Motivation (from CT4 side):
There's a principal relation between 33.830 and CT4's work on H.248 profiles due to the fact that IMS media traffic is processed in the IMS core by an IMS-AGW, TrGW or/and MRFP.

There's a principal relation between 33.830 and 29.828 for the discussed NAT-T solutions based on TCP or/and TLS usage. However, it is expected that 33.830 would only effect (if at all) post Rel-12, i.e., a future 29.828 release. Nevertheless, a future safe design of our H.248 profiles for TLS and TCP support should take into account potential additional NAT-T and transport security extensions.

Discussion (NAT traversal in media plane):
From perspective of work item 29.828, we may limit the discussion (of 33.830) on NAT-T for media plane traffic only and focus on IMS MGW type "IMS-AGW".

TR 33.830 studies multiple NAT-T solutions, which may be simplified in following categories:
1. Tunnel-based NAT-T

a. L3 tunnel using IPsec/IP;

b. L4 tunnel using TLS/TCP;

c. Hierarchical tunnel using IPsec/IP-over-TCP

2. ICE-based NAT-T (incl. STUN, TURN)
i.e., ICE for UDP- and TCP-based, untunneled media traffic

Each NAT-T approach provides different impact on UEs, simplified as
3. UE type

a. Generic (in the sense of IETF defined NAT-T methods (ICE, STUN, …);

b. 3GPP specific (due to IMS media-over-tunnel encapsulation and/or tunnel endpoint control)

Illustration of some NAT-T solutions:
· ICE-based NAT-T with 3GPP/IMS aware access networks: 23.228 Annex G indicates first ICE use cases, there might be other ones with IMS-AGW embedded ICE/STUN support;
· ICE-based NAT-T for NIMSFW support: see ITU-T H.248.50;

· Tunnel example 1: Fig. 12/33.830 represents a (1.c / 3.b) combination. It may be noted that the tunnel endpoint could be also moved from the eSEG to the IMS-AGW (which is not discussed in 33.830):
[image: image1.png]> IMSAGW,

Figure 12 Deployment model for eSEG.




· Tunnel example 2: Fig. 17/33.830 represents a (1.b / 3.b) combination. It may be noted that double encryption wouldn't be nessary, i.e., either {SRTP|MSRPS} over a pure TCP tunnel or {RTP|MSRP} over a TLS/TCP tunnel:

[image: image2.png]Figure 17





Furthermore: it may be noted that the generic NAT-T model according H.248.84, Appendix IV relates to some 33.830 scenarios. The generic NAT-T model can be characterized by aspects such as a) L4 independence (i.e., NAT-T means independent of specific transport protocols) or b) unawareness of remote NAT device behaviour.

See ITU-T H.248.84, Appendix IV "Generic NAT traversal models", here a copy of the model:
[image: image3.png]Figure IV.1 illustrates the generic model for a SIP environment, which implies a SIP-controlled IP
terminal and an MGC tightly coupled to a SIP server.
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A simplified (!) 33.830/29.828 mapping on the H.248 generic NAT-T model is indicated by Fig. A (next page).
Observations:
Some observations from 29.828 view:
· The 33.830 tunnel-based NAT-T is motivated by the fact that the likelihood of successful traversal in outbound direction across the variety of legacy NAT/FW devices is still possible by using the well-known ports for (unsecured or secured) web traffic, i.e. port 80 and 443. 
A pure NAT device would hence pass TCP/IP or TLS/TCP/IP packets (case of "NAT/FW open only for TCP traffic").
The notion of FW indicates additional policy rules enforced, which check at the very minimum the "correct" application traffic (i.e., HTTP) (case of "NAT/FW open only for TCP-based HTTP(s) traffic").
The (well-known port driven) 33.830 tunnel-based NAT-T methods implies hence an IMS session establishment with HTTP/(TLS)/TCP/IP traffic (despite the fact that the aimed IMS service is not HTTP-based).
· We agree to 33.830 that the packet processing behavior of a "NAT/FW device" may be abstracted as policy enforcement point. Given by the fact that all kind of operations executed on packets may be described in policy rule format.
This view is consisted with H.248, see H.248.79 ("policy rule based packet processing"): i.e., H.248 IP-IP media gateways (such as IMS-AGW, TrGW) represent as well policy enforcement entities.
· The (33.830) ICE-based NAT-T is dependent on the NIMSFW transparency for STUN traffic.

· Network or transport security based tunnels may again obsolete the need for "media security" (e.g., e2ea would be not needed)

· E.g., an initially negotiated (at SIP/SDP level) bearer "TLS/TCP" may become again a non-TLS type of bearer (when …)

· Tunnel-based NAT-T and tunnel termination by .g. IMS-AGW: relates to a hierarchical H.248 termination/stream endpoint (due to the call-individual nature of the tunnel). There would be a multiplexing structure at the Mb bearer.
· Tunnel-based NAT-T and tunnel termination […]: an initially H.248-prepared TLS/TCP bearer (as tunnel) may "fallback" to non-TLS (in case of port 443 blocking by the NIMSFW); or vice versa, there might an TCP-only connection first, then end-to-end L4 connectivity checks, before addionally try the establishment of TLS, etc.

· Future WEBRTC support: a NIMSFW type of access network plus an W3C/IETF complaint WEBRTC endpoint would represent a (2 / 3) combination (e.g., the IMS-ALG/IMS-AGW could be requested to provide an (H.248) WEBRTC gateway function with "WEBRTC profiled" ICE-based NAT-T support (2))
.


[image: image4.emf]H.248 Border 

Router/Gateway

NAT-T 

Mode

IP Host

L4/IP

Endpoint

SIP User 

Agent

Two principal NAT types:

a) remote NAT devices, not compliant to RFC 5382

(so called „legacy NAT“)

b) remote NAT devices compliant to RFC 5382

(so called „BEHAVE-compliant NAT“)

NAT

X

Peer

X

SIP Server

H.248

MG

SIP

L4/IP

Bearer

L4/IP

Bearer

NAT

MGC

3

3

.

8

3

0

/

2

9

.

8

2

8

 

m

a

p

p

i

n

g

 

o

n 

H

.

2

4

8 

g

e

n

e

r

i

c 

N

A

T

-

T

 

m

o

d

el

...

3GPP IMS-AGW

3GPP Iq

3GPP PCSC-F

3GPP IMS-ALG

3GPP

NIMSFW

33.830

3GPP UE

(mobile, fixed 

IMS)

<= „Legacy NAT“ in 

scope of 33.830

<= „BEHAVE-complaint 

NAT“ not (yet?) 

considered by 33.830

2) ICE-based NAT-T (for UDP & TCP media)

1) Tunnel-based NAT-T (for UDP & TCP media)

„non-3GPP / non-IMS type 

of IP access network“


Figure A: 33.830/29.828 mapping on H.248 generic NAT-T model
H.248 profile designers should take into account potential future extensions of 3GPP profiles with respect to the support of additional capabilities in the areas of L3/L4 NAT-T, TCP control (e.g., due to ICE-TCP (RFC 6544), or RTP-over-TCP transport (RFC 4571), or TURN/TCP (RFC 6062)), TLS control, tunnel control or multiplexed media (driven by NAT-T).
Proposal

Not (yet) any action for 29.828 (because 33.830 is still work in progress, too premature for the time being).
� 	We may excluded the IM-MGW because an IMS-AGW would be inserted in between the NIMSFW and IM-MGW (in such a scenario).


� 	To ellaborate a little bit more on WEBRTC: the NAT-T strategy for WEBRTC is fairly similar to 33.830, starting with�a) ICE-based  NAT-T as primary mechanism (see � HYPERLINK "http://tools.ietf.org/html/draft-ietf-rtcweb-overview-06#page-18" �http://tools.ietf.org/html/draft-ietf-rtcweb-overview-06#page-18� ); and if not possible then e.g. (see � HYPERLINK "http://tools.ietf.org/id/draft-hutton-rtcweb-nat-firewall-considerations-01.txt" �http://tools.ietf.org/id/draft-hutton-rtcweb-nat-firewall-considerations-01.txt� )�b) TURN/TCP-based NAT-T�c) "HTTP proxy" based NAT-T  �d) "HTTPS proxy" based NAT-T using TLS and "correct SSL handshakes" (due to interim DPI-based FWs) or�e) others (such as WebSocket, RTP-over-HTTP, or PCP  based approaches)
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