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Reason for Change
Section 1 (Scope) contains the following note: 
NOTE 1: 3GPP TS 33.328 [2] contains a statement that whether the conference server supports TLS for MSRP and/or for BFCP is outside the scope of this specification. It will be investigated in the study whether normative work for the IMS H.248 Mp profile is required.

CR 33.328 #0053  approved at SA#60 clarified that whether the conference server supports TLS for MSRP and/or for BFCP is outside the scope of the solution specified in clause G.2 (security for conferencing based on SIP signalling), but not outside the scope of the specification and annex G (IMS media plane security for conferencing) specifically. Annex G.3 (security for conferencing based on MIKEY-Ticket) specifies procedures for protection of MSRP-based and BFCP-based media in particular.
The scope of the CT4 TR needs to be aligned accordingly.
Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.1.0.
* * * First Change * * * *

1
Scope

The present document  investigates the IMS H.248 profiles requirements and procedures to support the stage 2 requirements specified in 3GPP TS 33.328 [2] for Extended IMS media plane security features. 

This includes in particular the following aspects: 

1. Provide end-to access edge protection of session based messaging (MSRP) traffic using TLS and certificates fingerprints exchanged over SDP;

2. Provide end-to-end protection of session based messaging (MSRP) traffic using TLS;

3. Provide end-to access edge protection of BFCP based traffic, using TLS and certificates fingerprints exchanged over SDP;

4. Provide optional support of TLS protection of BFCP and MSRP based traffic at the Conference Server. 


5. Analyse requirements and procedures for TCP bearer control and related NAT traversal support.

NOTE 2: this aspect is not specific to media security and may result in normative work via another work item.

6. Provide support of TCP-based IP transport connections for TLS security sessions, which includes possible NAT traversal support during the TCP connection establishment phase, possible correlations between the establishment (and release) events of TCP connections with TLS session establishment (and release).

This study will cover:

-
Identification of the key issues and the main design considerations that should drive the definition of stage 2 requirements and procedures for the Iq, Ix and Mp profiles; 

-
Identification of the requirements and procedures for the Iq, Ix and Mp profiles for support of end-to-access edge and end-to-end media security for session-based messaging (MSRP [6]) and conferencing (BFCP [16]); 

-
Identification of the ITU-T H.248 extensions necessary to fulfill the 3GPP requirements and identification of potential missing gaps that should be taken into account by ITU-T Q3/16;

-
Conclusions and Recommendations for the normative work.
The results of this study will be used to identify the changes required in the 3GPP specifications to support Extended IMS media plane security.
* * * End of Changes * * * *

