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Reason for Change
To ensure compatibility with the RCS 5.1 specification, CR 33.328 #0052  approved at SA#60 adds an option for the P-CSCF to use establish e2ae security for MSRP-based media for UEs which do not signal support of e2ae security for MSRP during IMS registration. 

The General design considerations in subclause 4.1.1 do not reflect this option. 
Proposal

It is proposed to agree the following changes to 3GPP TR 29.828 v0.1.0.
* * * First Change * * * *

4.1.1
General design considerations

IMS messaging concepts and procedures are specified in 3GPP TS 23.228 [3] (see subclause 5.16), 3GPP TS 24.247 [4] and 3GPP TS 24.229 [5]. 

3GPP TS 33.328 [2] specify IMS media plane security mechanisms for session based messaging (MSRP) for both e2ae protection and e2e protection. Integrity and confidentiality protection for MSRP based media is achieved by TLS protection.  

NOTE:
Immediate messaging (i.e. page-mode messaging) is out of the scope of eMEDIASEC.

The salient points of MSRP based media security are: (see 3GPP TS 33.328 [2] for a comprehensive description): 

a) support of e2ae protection or e2e protection of MSRP-based media is optional for UEs and the network; support for IMS media integrity and confidentiality protection is mandatory in an IMS UE and IMS-AGW supporting e2ae protection of MSRP-based media. IMS media confidentially protection should be used when IMS media plane security is used, while the use of IMS media integrity protection is optional.
b) indications of UE and network support for e2ae security for MSRP are exchanged between the UE and the P-CSCF during the IMS registration in the same way as for RTP based media. MSRP media security uses its own indications "e2ae- security for MSRP supported by the UE" and "e2ae-security for MSRP supported by the network". If both the IMS UE and the network indicate support for e2ae security for MSRP during the IMS registration, then the IMS UE (for an IMS originating session set-up) or the P-CSCF (for an IMS terminating session set-up) shall request e2ae security for MSRP media streams to be established, unless e2e security is used. If compatibility with RCS 5.1 [18] is desired, the indication of support for e2ae security during the IMS registration is not a necessary prerequisite for the use of e2ae security.
c) for e2ae protection of MSRP based media: 

· media security is provided between the IMS UE and the IMS-AGW; 

· when the SIP-level MSRP session setup is completed, the TCP transport connection and TLS security seesion shall be established between the IMS UE and the IMS-AGW; 
· key management is based on the ciphersuites and session keys negotiated via the TLS handshake protocol between the UE and the IMS-AGW. Mutual authentication during the TLS handshake protocol is achieved using certificates, with the certificate fingerprints being transmitted using the SDP fingerprint attribute in the SIP/SDP offer-answer exchange between the UE and the P-CSCF (IMS-ALG);
· the IMS-ALG needs to be enhanced to be able to terminate the key management protocol, as well as handle indications, which are specific to e2ae security and are inserted in SIP messages.
· the IMS-AGW needs to be enhanced to be able to originate or terminate TLS protecting MSRP. The Iq interface between the IMS-ALG and the IMS-AGW needs to be enhanced to be able to transport parameters related to the management of TLS cryptographic contexts.
· media security context update is not used with e2ae security.
d) For e2e protection of MSRP based media: 

· media security is provided between an IMS UE and a remote IMS or non-IMS UE or MRFP (conference server);  

· media security is achieved through the same KMS and ticket concept that is used for RTP traffic. The key management mechanisms are defined by MIKEY-TICKET [11]. The established key is used to setup a TLS-PSK tunnel between the two parties. TLS media packets are then forwarded transparently by any nodes present in the media path (e.g. IMS-AGW, TrGW);

-
e2e protected MSRP sessions are set-up without IMS-ALG support, which means that such sessions can be set-up in networks not providing the IMS-ALG functionality in the P-CSCF.

* * * End of Changes * * * *

