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1. Introduction
The work item on Extended IMS media plane security has been revised to include a study phase to address the IMS H.248 profiles aspects. The work on the TR can be initiated.
2. Reason for Change
This contribution provides initial input for the main procedural section on TLS and TCP in clause 4. 

The basic procedures related to the establishment of TLS security sessions and underlying TCP transport connections are arround the question of

· layer specific client/server role assignments;

· bearer type indications to MG by MGC (also known as bearer network characteristics);

· trigger conditions for starting bearer level establsment procedurs (for TCP, for TLS);

· consideration of end-to-end concepts of TCP connections (and TLS sessions in case of e2e security); and

· consideration of (optional) NAT-T support at the level of protocol layers L3/L4 and L4+, which may affect again TCP connection establishment procedures.

4. Proposal

It is proposed to agree the following changes to 3GPP TR 29.cde.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
[x1]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[x2]
IETF RFC 4572: "Connection-Oriented Media Transport over the Transport Layer Security (TLS) Protocol in the Session Description Protocol (SDP)".
[x3]
IETF RFC 5763: "Framework for Establishing a Secure Real-time Transport Protocol (SRTP) Security Context Using Datagram Transport Layer Security (DTLS)".
[x4]
IETF RFC 4583: "Session Description Protocol (SDP) Format for  Binary Floor Control Protocol (BFCP) Streams".
It is preferred that the reference to 21.905 be the first in the list.

* * * Next Change * * * *

4.3
TLS procedures 

Editor's Note: will address general considerations on TLS session control procedures, direction of TLS session establishment, the TLS profile & versions to be supported …
4.3.1
H.248 bearer type indication "TLS"
The MGW needs to be indicated for bearer type "TLS" in order to reserve and prepare TLS resources associated with the H.248 termination or stream endpoint. 

NOTE:
This procedure relates to the Q.1950 defined BNC procedure (at Mc / Mn).

4.3.2
TLS security session establishment

4.3.2.1
TLS client/server role assignment

TLS is a client/server protocol, i.e. there are different state transitioning behaviours (and hence procedures) at client and server side during the establishment phase of a TLS security session. 

The MGW needs to be indicated as TLS client or TLS server.

Furthermore, TLS is designed to be independent from IP transport protocols [x1] (e.g., TLS-over-TCP, TLS-over-SCTP). Thus, any (if at all) client/server role usage at IP transport protocol layer is basically independent of the TLS role usage.
4.3.2.1.1
Application agnostic TLS-over-TCP

Status: there is not yet any signalling element at application control protocol level for the indication/negotiation of TLS client/server roles between the two TLS endpoints. The basic RFC for SDP for TLS security session control [x2] is silent on the TLS client/server role assignments and TLS security session establishment directions.
NOTE:
Sometimes [x3] is referred as a possible solution, however, the DTLS role assignment in case of DTLS-SRTP seems to be not reusable due to a) connectionless IP transport (UDP; i.e., there is not any client/server role concept with this IP transport) and b) the semantical change of SDP “a=setup:” in comparison to [x
].

4.3.2.1.2
Application aware scenario "MSRP-over-TLS-over-TCP"
MSRP itself is a client/server protocol at application protocol level.

Status: the core RFC for MSRP [x
] describes MSRP-over-TLS usage and supports a TLS peer-to-peer authentication model (clause 14.4) besides TLS client/server relationship, but the RFC is lacking information on TLS security session establishment.

4.3.2.1.3
Application aware scenario "BFCP-over-TLS-over-TCP"
BFCP itself is a client/server protocol at application protocol level (with the floor control client and floor control server roles).

Status: the RFC for SDP for BFCP [x4] provides some information about BFCP-over-TLS, but the RFC is lacking definitive information on TLS security session establishment.

4.3.2.2
Start of TLS security session establishment

There are two fundamental options:

1. The start of TLS security session establishment is immediately initiated by the TLS client side as soon as the underlying IP transport connection is successfully established (i.e., when the local TCP connection endpoint is transitioned to TCP state "ESTAB").
There are two variants in case of Iq, Ix and Mp:
· The MGW notifies firstly the MGC, which then triggers the MGW for TLS security session establishment (if TLS client side);

· The MGW autonomously starts TLS security session establishment (if TLS client side), and optionally notifies additionally the MGC (if requested);

2. The start of TLS security session establishment is decoupled from the underlying IP transport connection establishment (e.g., TLS establishment might be principally delayed (by the MGC) versus TCP connection establishment, or TLS usage could be principally enabled during active communication, i.e. a later point in time).

See clause 5.1.1.1 concerning the required variant for Rel-12.
4.3.3
TLS security session release

[…]

4.4
TCP procedures

Editor's Note: will address general considerations on TCP procedures e.g. to which extent TCP bearer control procedures or the type of TCP protocol handling for TCP endpoints need to be specified, direction(s) of bearer establishment / setup attribute, NAT and NAT-T considerations, …
4.4.1
H.248 bearer type indication "TCP"
The MGW needs to be indicated for bearer type "TCP" in order to reserve and prepare TCP resources associated with the H.248 termination or stream endpoint. 

NOTE:
This procedure relates to the Q.1950 defined BNC procedure (at Mc / Mn).

4.4.2
TCP connection establishment

4.4.2.1
TCP client/server role assignment

TCP is a client/server protocol, i.e. there are different state transitioning behaviours (and hence procedures) at client and server side during the establishment phase of a TCP transport connection. 

The MGW needs to be indicated as TCP client or TCP server.

4.4.2.2
Start of TCP connection establishment

The start of TCP connection establishment procedure is fundamentally conditional (from MGW perspective), dependent on

Condition 1: blocking (or not) of early incoming TCP establishment requests from remote TCP endpoint (if TCP server role), i.e., local TCP endpoint shall remain still in TCP state CLOSED (e.g., due to ongoing application control protocol level negotiations, due to the purpose of hold connection).
Condition 2: usage (or not) of end-to-end TCP simultaneous open configurations (e.g. due to NAT-T support) (NOTE: both H.248 terminations or stream endpoints in a context would be assigned as TCP server).

Condition 3: an incoming TCP establishment request at one H.248 termination or stream endpoint should immediately trigger (or not) the TCP establishment procedure in outgoing direction at the partner H.248 termination or stream endpoint (NOTE: this condition reflects how end-to-end TCP connection control procedure are partitioned in TCP connection segments or not).
[…other conditions? …]
See clause 5.1.1.1 concerning the required variant for Rel-12.
4.4.3
TCP connection release

[…]
* * * End of Changes * * * *
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