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1. Introduction
When SIP Digest is used as authentication mechanism over IMS, the first REGISTER sent by the UE may not contain the IMSI as the SIP Authorization header is not part of the message. The UE waits for being challenged before submitting the Authorization with the IMPI along with the challenge response.

As no IMPI is present in the SIP REGISTER, a “pseudo-IMPI” is derived from the IMPU used for registration. And the handling of this IMPU-based derived IMPI in the HSS is underspecified in the TS 29.228.

2. Discussion
Orange has identified the following problems in the IMS specifications when dealing with HTTP Digest authentication.

From TS 24.229, 5.3.1.2 I-CSCF behaviour) for HTTP Digest authentication

If the REGISTER request does not include an Authorization header field and private user identity, the I-CSCF shall derive the private user identity from the public user identity being registered, contained in the To header field, by removing URI scheme and the following parts of the URI if present: port number, URI parameters, and To header field parameters.

Therefore, if the registered public identity is in form of SIP:+33145294444@orange.come, the corresponding private Id sent to the HSS will be “+331454444@orange.com”.

From TS 29.228 (§6.1.1.1 detailed HSS behaviour receiving UAR)

The HSS shall, in the following order (if there is an error in any of the following steps the HSS shall stop processing and return the corresponding error code, see 3GPP TS 29.229 [5]):

1.   Check that the Private User Identity and the Public User Identity exists in the HSS. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

2.   Check that the Public User Identity matches a distinct Public User Identity in the HSS. If it doesn’t, the Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.

3.   Check that the Public User Identity received in the request is associated with the Private User Identity received in the request. If not Experimental-Result-Code shall be set to DIAMETER_ERROR_IDENTITIES_DONT_MATCH. 

NOTE: The First check performed in UAR processing also applies to MAR (and SAR) commands so they must be studied too.

Following the example given above, the step 1 implies that private identity sent by the I-CSCF (i.e. +331454444@orange.com) is present in the HSS and that this pseudo-IMPI is associated with the received IMPU, according to the step 3.

As it is not possible to mandate the UE to send the IMPI from the first REGISTER message when using SIP Digest for authentication, the normative statements in TS 24.229 and TS 29.228 would mean that any IMPU that can be used for registration with SIP Digest would have to have the corresponding derived IMPI stored in the HSS… besides the valid IMPI already provisioned for the UE. This assumption seems to be unrealistic because usually IMPUs are more than likely a telephone number based URI (tel URI or SIP URI) in IMS while IMPIs used in SIP Digest are a simple login in the format of NAI (e.g. lionel.morand@orange.com) associated with the user’s password.
4. Proposal

As a conclusion, it is proposed to agree on the issue raised by this discussion paper and to investigate the possible solutions to close it. 

As possible way forward, the following modifications/clarifications could be provided by dedicated CRs:

· Check on the existence of the IMPI in the case of digest should/could be skipped if IMPI=IMPU.

· Clarify that the Authentication info (password) should/could be retrieved from the IMPU when Digest is used.

Of course, any other proposed solution would be fine. The idea is to reach a common agreement on a suitable solution.

Another aspect will be to decide from which release the solution (if any) will be supported.
