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Draft new ITU-T Recommendation H.248.TLSPROF
Gateway control protocol: 
Guidelines on the use of H.248 capabilities for transport security in TLS networks in H.248 Profiles
AAP Summary
<Mandatory material – to be provided before Consent>
Summary
<Mandatory material>
This Recommendation provides guidelines on the use of secured TCP bearer traffic according the Transport Layer Security (TLS) technology in H.248 profiles.  These guidelines may be used by other Standards Developing Organizations (SDOs) when defining their H.248.1 profiles in support of TLS.
[bookmark: _Toc323895749][bookmark: _Toc336498046]1	Scope
Transport Layer Security (TLS) is a cryptographic protocol that provides secure communication between two TCP endpoints. This Recommendation 
· describes example use cases;
· defines the basic requirements to secure the bearer path connection between an MG and a remote endpoint through TLS; and
· references suitable H.248 signalling capabilities in terms of H.248 packages as defined by other H.248.x-series Recommendations and
· defines a protocol solution in terms style of a generic profile (which covers usage information of XYZ package(s) and procedures) as a guideline for final profile specifications.
[…]
[bookmark: _Toc323895750]Scope and purpose of this Recommendation may be illustrated (Figure 1):


[bookmark: _Toc326746401][bookmark: _Toc336498073]Figure 1 – Scope, structuring principle and framework of this Recommendation
The primary audience of this Recommendation are therefore authors of H.248 profile specifications, which aim to support a particular network use case with TLS encrypted bearer traffic. 
This Recommendation is organized as follows:
· examples use cases are collected in Appendix II of [ITU-T H.248.TLS];
· principal requirements are subject of clauses  6 to 8, categorized in capabilities with regards to the mode of operation of a MG, TLS profile concepts and TLS protocol specific requirements;
and 
· profile specification guidelines in clause 9 (which follows the profile structuring of the profile template according to [ITU-T H.248.1]).
[bookmark: _Toc336498047]2	References
The following ITU-T Recommendations and other references contain provisions, which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published.
The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.
[ITU-T X.509]		Recommendation ITU-T X.509 (201208), Information technology – Open systems interconnection – The Directory: Public-key and attribute certificate frameworks.
[IETF RFC 793]		IETF RFC 793 (1981), Transmission Control Protocol - DARPA Internet Program - Protocol Specification.
[IETF RFC 2246]	IETF RFC 2246 (1999), The TLS Protocol Version 1.0.
[IETF RFC 2712]	IETF RFC 2712 (1999), Addition of Kerberos Cipher Suites to Transport Layer Security (TLS).
[IETF RFC 4120]	IETF RFC 4120 (2005), The Kerberos Network Authentication Service (V5).
[IETF RFC 4145]	IETF RFC 4145 (2005), TCP-Based Media Transport in the Session Description Protocol (SDP).
[IETF RFC 4279]	IETF RFC 4279 (2005), Pre-Shared Key Ciphersuites for Transport Layer Security (TLS).
[IETF RFC 4346]	IETF RFC 4346 (2005), The Transport Layer Security (TLS) Protocol Version 1.1.
[IETF RFC 4572]	IETF RFC 4572 (2006), Connection-Oriented Media Transport over the Transport Layer Security (TLS) Protocol in the Session Description Protocol (SDP).
[IETF RFC 5246]	IETF RFC 5246 (2006), The Transport Layer Security (TLS) Protocol Version 1.2.
[bookmark: _Toc323895751][bookmark: _Toc336498048]3	Definitions
{Editor’s note (2012-02 meeting): perhaps should be collected and moved in H.248.TLS …}
[bookmark: _Toc323895752][bookmark: _Toc336498049]3.1	Terms defined elsewhere
This recommendationRecommendation uses the following terms defined elsewhere:
see TLS related terminology in [ITU-T H.248.TLS].
3.1.1	TLS-client [IETF RFC 5246]: The application entity that initiates a TLS connection to a server.  This may or may not imply that the client initiated the underlying transport connection.  The primary operational difference between the server and client is that the server is generally authenticated, while the client is only optionally authenticated.
3.1.2	TLS-server [IETF RFC 5246]: The server is the application entity that responds to requests for connections from clients.  See also "client".
[bookmark: _Toc323895753][bookmark: _Toc336498050]3.2	Terms defined in this Recommendation
This Recommendation defines the following terms:
None.
3.2.1	TLS Domain: A set of entities which use the same set of TLS related parameters, procedures and resources. 
3.2.2	TLS-profile: A selection of options from a set of TLS related parameters and procedures.
[bookmark: _Toc323895754][bookmark: _Toc336498051]4	Abbreviations and acronyms
This Recommendation uses the following abbreviations and acronyms:
	DB
	Data Base

	CA
	Certification Authority

	IP
	Internet Protocol

	MG
	Media Gateway

	MGC
	Media Gateway Controller

	PSK
	Pre-Shared Key

	SEP
	Stream Endp Point

	TCP
	Transport Control Protocol

	TLS
	Transport Layer Security


[bookmark: _Toc323895755][bookmark: _Toc336498052]5	Conventions
This document provides a list of items, labelled as R-x/y, where x refers to the clause number and y a number within that clause. Such items use the following keywords with meanings as prescribed below:
The keywords “is required to” indicate a requirement which must be strictly followed and from which no deviation is permitted if conformance to this document is to be claimed. 
The keywords “is prohibited from” indicate a requirement which must be strictly followed and from which no deviation is permitted if conformance to this document is to be claimed.
The keywords “is recommended” indicate a requirement which is recommended but which is not absolutely required.  Thus this requirement need not be present to claim conformance.
The keywords “can optionally” indicate an optional requirement which is permissible, without implying any sense of being recommended. This term is not intended to imply that the vendor’s implementation must provide the option and the feature can be optionally enabled by the network operator/service provider.  Rather, it means the vendor may optionally provide the feature and still claim conformance with the specification.
[bookmark: _Toc323895756][bookmark: _Toc336498053]6	Mode of Operation
A particular mode of operation (of the MG) is given by
· H.248 SEP view: given by a particular configuration of the TLS/TCP/IP protocol stack (e.g., TCP client, TLS server, etc);
· H.248 Context view: given by the connection model, typically by two associated SEPs (e.g., TCP proxy or relay mode).
{Editor’s note: see also H.248.84 …}
See also clause 13.5 “Indication of 'TCP mode' for H.248 MG” in [ITU-T H.248.84].
R-x.y/1: The MGC is required to control the TCP/TLS specific characteristics of the H.248 stream. This comprises: 	Comment by ALU: Identifier for requirements needs to be finally updated when moving text to output draft.
· the mode of operation in the MG, TCP-proxy vs. TCP-relay. As the TCP/TLS endpoint is located in the MG, the proxy mode is required.
· the TCP-connection mode for each TCP-SEP of the H.248 contextContext (TCP-server vs. TCP-client)
· the TLS-connection mode for each TCP/TLS-SEP of the H.248 contextContext (TLS-server vs. TLS-client). Note: the TLS-connection mode of a SEP may be set independently of its related TCP-connection mode.
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]The TCP-mode of operation to be applied between two SEPs within a MG depends on the processing of the TCP-byte-stream within the MG. In case an entity located above the TCP-layer within the MG is TCP-payload aware, the TCP-layer is required to deliver the byte stream in a reliable and ordered manner to that entity.
R-x.y/2: Thus the presence of at least one TLS entity is a sufficient condition to require the TCP-proxy mode. Refer to Figure 2.
NOTE 1 - That there might be multiple entities present which require the TCP-proxy mode, e.g. in case both terminations of a Context are TLS-enabled, or if another application-aware interworking function in performed by the MG.
NOTE 2 - The term “application” is widely used in TCP-related Contexts, but in this Recommendation it is used as a synonym for the term “media”.



[bookmark: _Toc336498074]Figure 2 – TCP-byte stream processing entities located in the MG
Although the requirement above seems to require a “full TCP-proxy” mode for the entire lifetime of the TCP-session, there might be use cases for which at least for a dedicated period of the session a simplified TCP-proxy mode makes sense, e.g. from system resource perspective. Such a “lightweight TCP-proxy” mode is for further study.
Besides the termination of a TLS-session the MG may be required to perform application data interworking function. Thus the MG may operate in an “application agnostic TCP-proxy” mode as depicted in Figure 3, or as an “application aware TCP-proxy as shown in Figure 4.



[bookmark: _Toc336498075]Figure 3 – “application agnostic” TCP-proxy with TLS to non-TLS interworking



[bookmark: _Toc336498076]Figure 4 – “application aware” TCP-proxy with TLS to non-TLS interworking
The indication of the TCP-proxy mode is defined by [ITU-T H.248.84], but the procedures to control a SEP in the TCP proxy modes must be revised and extended.
R-x.y/3: The MGC shall have the capability to control the setup of the TCP-connection.	
R-x.y/42: The MG is required to conform to the TCP protocol according to [IETF RFC 793]. 
R-x.y/3: The MG is required to report the TCP-connection closure (e.g. received TCP-FIN) towards the MGC through an H.248 event.
Editor’s note: Any impact on other termination of the affected context? E.g. release TCP connection of other SEP as well? Behaviour controlled by MGC?
Editor’s note: Do we need statistics here? 
Much more to be added, I believe.
[bookmark: _Toc323895757][bookmark: _Toc336498054]7	Requirements given by a TLS Profile concept
“The TLS protocol provides communications security over the Internet. The protocol allows client/server applications to communicate in a way that is designed to prevent eavesdropping, tampering, or message forgery.” [IETF RFC 5246]
Besides the basic TLS standard a set of TLS extensions has been defined as well, which provides several optional features for a TLS implementation to choose from. A TLS profile defines a specific set of those features to reduce interoperability issues for a TLS connection between two endpoints following the same TLS profile.
R-x.y/1: The MG’s implementation is required to comply with the TLS profile of the selected TLS domain.
Editor’s note: TLS domain not yet discussed at this point in the recommendationRecommendation.
Note: The remote TLS endpoint should comply to the same TLS profile as well, but this is out of scope of this recommendationRecommendation.
R-x.y/2: The MG is required to support the TLS version(s) as specified by the TLS profile. 
R-x.y/3: The MG is required to support the cipher suites as specified by the TLS profile. The precedence of cipher suites as defined by the profile is required to be taken into account.
R-x.y/4: The MG is required to support the compression method as specified by the TLS profile.
R-x.y/5: The MG is required to support the renegotiations of the security parameters for an existing TLS session. The renegotiation behaviour may be defined by the TLS-profile or may be provided by the MGC prior to the actual bearer path coupled TLS session renegotiation.
Editor’s note (2012-04): The assumption is that the MGC will not be actively involved in the renegotiation procedure..
R-x.y/6: The MG is required to support the session resume as specified by the TLS RFCs.
[bookmark: OLE_LINK2]R-x.y/7: The MG is required to support the authentication procedures as specified by the TLS profile.
R-x.y/8: In case the MG is required to verify a signed certificated received from the remote TLS-endpoint, the list of root certificates is required to be used as defined by the TLS-profile.
Editor’s notes:
1)  list of root certificates as part of the TLS profile? 
2) 2012-09 meeting - Comment by SG17 (see LS in AVD-4352, http://wftp3.itu.int/av-arch/avc-site/2009-2012/1209_Bri/AVD-4352.zip ): The term root certificate is not used in X.509. A long discussion did not come up with a clear definition of a root entity. The term trust anchor is now used for the entity, and the term trust anchor information is used for the information associated with a trust anchor to be placed in relying parties (typically a self-signed certificate).
[bookmark: _Toc323895758][bookmark: _Toc336498055]8	Requirements on TLS procedures
[bookmark: _Toc323895759][bookmark: _Toc336498056]8.1	Selection of the TLS domain
Editor’s note: Drawing showing TLS domains to be added.
R-x.y/1: The MGC is required to provide the TLS domain towards the MG upon creation of a TLS endpoint.
R-x.y/2: The MG is required to apply the TLS profile based on the provided TLS domain for the created TLS endpoint.
R-x.y/3: The MG is required to use the certificate for authentication that is associated with the provided TLS domain, if certificate based authentication if applicable.
[bookmark: _Toc323895760][bookmark: _Toc336498057]8.2	Client/Server Mode
R-x.y/1: The MG is required to support both the TLS server and TLS client mode.
The TLS standards do not make any correlation between the initiation of the underlying transport connection and the TLS server/client mode. Thus this mode is decoupled from the SDP setup attribute.
R-x.y/2: The MGC is required to indicate the TLS server/client role to the MG. 
R-x.y/3: The MG is required to select the TLS client or TLS server role based on an H.248.TLS property.
[bookmark: _Toc323895761][bookmark: _Toc336498058]8.3	Behavioural Requirements for Authentication
The TLS protocol has been extended by several IETF RFCs and provides several mechanisms for client/server authentication. The client as well as the server authentication can be made optional, but in general at least one of the TLS endpoints is authenticated. Whether the TLS-client is authenticated or not is controlled by the TLS-server.
For one TLS connection the methods used for server authentication may differ from the method used for the client authentication.
R-x.y/1: The TLS-profile is required to define whether the server or client authentication is required or not. 
R-x.y/2: The TLS-profile is required to define the behaviour of the MG in case an authentication fails. Usually a failed authentication leads to the termination of the TLS-session, but use cases may exist where the continuation of the TLS-session is acceptable (e.g. expired certificates). 
R-x.y/3: The TLS-profile is required to define the conditions when a failed authentication is required to lead to the continuation of the session.
R-x.y/4: The authentication methods to be supported by the MG are required to be defined by the TLS profile.
The requirements for the different authentication methods are collected in this chapter.
[bookmark: _Toc323895762][bookmark: _Toc336498059]8.3.1	No Authentication
R-x.y/1: In case the TLS-profile defines a cipher suite were the authentication of a TLS-client is optional, the TLS profile is required to define which option the TLS-server shall choose. Possible options:
· Server is required not to authenticate the client
· Server is required to authenticate the client

[bookmark: _Toc323895763][bookmark: _Toc336498060]8.3.2	Authentication through Certificates
R-x.y/1: The MG is required to support self-signed X.509 certificates (see [ITU-T X.509]). This requirement applies for the MG’s certificate as well as for certificates received from the remote TLS-endpoint.	Comment by ALU: perhaps we got to split this in two requirements
R-x.y/2: The MG is required to support CA-signed X.509 certificates (see [ITU-T X.509]). This requirement applies for the MG’s certificate as well as for certificates received from the remote TLS-endpoint.	Comment by Author: perhaps we got to split this in two requirements
R-x.y/3: The MG is required to support multiple certificates, one per TLS domain. 
R-x.y/4: The MG is required to select its certificate used for authentication based on the TLS-profile that applies for the TLS-session.
8.3.2.1	Certificates issued by CAs
NOTE ‑ Certificates that have been issued and signed by a Certification Authority (CA) are called “signed certificates”. An identity certificate signed by the same entity whose identity it certifies, is called “self-signed certificate”.
R-x.y/1: When receiving a signed certificate from the remote TLS endpoint, the MG is required to verify the certificate.
[bookmark: OLE_LINK1]R-x.y/2: In case the signed certificate verification fails, then the MG is required to regard the remote TLS endpoint as not authenticated. The behaviour in such a case is required to be defined by the TLS-profile, refer to 8.3, R-x.y/2 and R-x.y/3.
8.3.2.2	Self Signed Certificates
Editor’s note (2012-09 meeting): Comment by SG17 (see LS in AVD-4352, http://wftp3.itu.int/av-arch/avc-site/2009-2012/1209_Bri/AVD-4352.zip ):
Subclause 8.3.2.2 talks about self-signed certificates. It should be analysed very carefully whether this is a good approach. Question 11/17 -- Directory services, Directory systems, and public-key/attribute certificates -- has not been able within the time frame available to analyse all the ramifications by following IETF RFC 4572. We will try to put the question up on the PKIX list. Both X.509 and RFC 5280 only consider self-signed certificates as trust anchor information or when used in a CA private key roll-over.
Self signed certificates used for authentication can be protected against tampering by using fingerprints of the certificate. Those fingerprints consist of a hash algorithm (e.g. SHA-1) and the corresponding hash value of the certificate. They can be transported in a signalling information element over the signalling path (see Figure 41). As long as the integrity on the signalling information is assured, the certificate of the remote TLS endpoint can be verified against the fingerprint. How this information element is defined on the signalling path between the MGC and the remote end point, and how the integrity of that information element is assured (not only between MGC and endpoint but also on the H.248 interface) is out of scope of this recommendationRecommendation. For further reference refer to the [IETF RFC 4572].


[bookmark: _Toc336498077]Figure 41 – Use case: Fingerprint of the self-signed certificate passed via signalling path to MG
8.3.2.2.1	Verifying the remote endpoint’s self signed certificate
R-x.y/1: In case the fingerprint information from the remote TLS-endpoint is received on the signalling path, the MGC is required to pass this information to the MG.
Editor’s note: Requirement only applicable if option is defined by the TLS profile. Clarification needed?
Editor’s note: TBC, layout and content of the fingerprint. Using RFC4572 on the H.248 interface could be an option
R-x.y/2: In case the fingerprint information is received by the MG, the MG is required to verify the received self signed certificate from the remote TLS endpoint against the fingerprint.
R-x.y/3: In case the verification fails, or in case the fingerprint information element has not been received by the MG, the MG is required to regard the remote TLS endpoint as not authenticated.
8.3.2.2.2	Self signed certificate usage for own TLS endpoint authentication
R-x.y/1: In case the local TLS endpoint is to be authenticated by a self signed certificate the MG is required to include the fingerprint information of the certificate in the command reply that is generated as a response of the TLS endpoint creation.
R-x.y/2: The hash algorithm used to generate the fingerprint in the MG is required to be defined by the TLS-profile. 
R-x.y/3: The MGC is required to include the fingerprint received in the H.248 command reply from the MG into the appropriate information element on the signalling path.
[bookmark: _Toc323895764][bookmark: _Toc336498061]8.3.3	Pre-shared Keys
Pre shared keys are symmetric keys shared in advance between the two TLS-endpoints. The following Ffigure 5 shows the generic H.248 model for a pre shared key configuration:


[bookmark: _Toc336498078]Figure 52 – Generic H.248 model for pre shared keying information
TLS-profiles may define one or more PSK cipher suites. To support such cipher suites the following requirements apply:
R-x.y/1: The MG’s implementation of the PSK cipher suites is required to be conformant to [IETF RFC 4279]. 
R-x.y/2: The MG is required to support multiple PSKs.
R-x.y/3: If acting in the TLS-client mode, the MG is required to select the PSK based on information received from the MGC.
R-x.y/4: The MGC is required to indicate the pre-shared key identity to be used for this TLS-endpoint towards the MG.
R-x.y/5: In case the TLS-endpoint to be created is required to act as a TLS-server, the MGC can optionally provide an H.248 property that indicates the PSK identity hint towards the MG.
[bookmark: _Toc323895765][bookmark: _Toc336498062]8.3.4	Trusted Third-Party Server
A third party server located in the same TLS-domain and trusted by both TLS-endpoints can be used to exchange keying information (Figure 6). For example the Kerberos Network Authentication Service as specified by [IETF RFC 4120] can be applied. In [IETF RFC 2712] additional TLS cipher suites are defined to support Kerberos based authentication.
How the TLS-endpoints interface with that trusted third party server and which information elements are exchanged between the TLS-point and the trusted third party server is out of scope of this recommendationRecommendation. 


[bookmark: _Toc336498079]Figure 63 – Generic H.248 model for bearer security – exchange of keying information using a third party server
TLS-profiles may define one or more cipher suites where involvement of such a trusted third party is required. 
To support such cipher suites the following requirements apply:
R-x.y/1: The MG is required to support related cipher suites.
R-x.y/2: The MG is required to support interfacing to a trusted third party server infrastructure. 
Note: This requirement might depend on other conditions, e.g. for the Kerberos TLS-cipher suites only the TLS-client interacts with the Kerberos server.
R-x.y/3: The MG is required to select the trusted third party authentication service per SEP.
Editor’s note:  There are several selection options:
· Trusted third party authentication service associated with the TLS-domain, i.e. TLS-domain defines the server. This implies the restriction that only one authentication server per TLS-domain can be defined.
· Trusted third party authentication service selected via a H.248.TLS property
[bookmark: _Toc323895766][bookmark: _Toc336498063]8.4	Renegotiation of Security Parameters
R-x.y/1: The MG is recommended to support the renegotiation procedures for the security parameters as specified in [IETF RFC 5246]. This requirement is applicable for the TLS-client as well as for the TLS-server implementation. The MGC is required to be able to audit the MG’s capability for renegotiation.
R-x.y/2: The MGC is required to be able to instruct the MG if and when a renegotiation is required to be initiated by the MG. 
R-x.y/3: In case that during the renegotiation the authentication of the remote TLS-endpoint fails, the MG is requested to regard the remote as not authenticated and the related basic procures shall apply.
R-x.y/4: In case the renegotiation fails, the MG is required to follow the basic error procedures.
[bookmark: _Toc323895767][bookmark: _Toc336498064]8.5	Termination of the TLS/TCP session
[bookmark: _Toc323895768][bookmark: _Toc336498065]8.5.1	Termination by remote TLS-endpoint
The termination of a TLS/TCP-session may be initiated by both TLS/TCP-endpoints. When terminating a session the initiating endpoint sends a close_notify Alert message to the remote side.
R-x.y/1: On reception of a close_notify alert the MG is required to close the TLS-session according to the procedures defined in [IETF RFC 5246] and notify the MGC indicating the reason for the session termination.
[bookmark: _Toc323895769][bookmark: _Toc336498066]8.5.2	Abnormal termination by remote TLS-endpoint
R-x.y/1: On reception of a fatal alert message the MG is required to close the TLS-session according to the procedures defined in [IETF RFC 5246] and notify the MGC indicating the reason for the session termination.
[bookmark: _Toc323895770][bookmark: _Toc336498067]8.5.3	Abnormal termination by local TLS-endpoint
R-x.y/1: In case the MG detects a condition which requires the TLS-session to be terminated, the procedures defined in [IETF RFC 5246] is required to be followed to terminate the session and the MGC is required to be notified of the reason for the session termination.
[bookmark: _Toc323895771][bookmark: _Toc336498068]8.6	Reporting unsuccessful TLS connection setup
[bookmark: _Toc323895772]R-x.y/1: In case the MG detects a non-recoverable error during the TLS-handshake, the same procedure of 8.5.3, R-x.y/1 is required to be followed.
[bookmark: _Toc323895773][bookmark: _Toc336498069]8.7	TLS Statistics
R-x.y/1: The MG is required to collect TLS-related statistics.
Editor’s note (2012-04): We need to define the metrics in detail.
R-x.y/2: The MGC is required to be able to retrieve the statistics collected by the MG.
[bookmark: _Toc323895774][bookmark: _Toc336498070]8.9	Auditing of TLS related capabilities by the MGC
R-x.y/1: The MGC is required to be able to audit the TLS-related capabilities of the MG. This may comprise the following properties:
· Supported TLS-versions
· Supported cipher suites
· Supported compression methods
· Support for resumption and renegotiation
· TBC
[bookmark: _Toc323895775][bookmark: _Toc336498071]8.10	Performance and Resource Aspects
R-x.y/1: When defining a TLS-profile attention should be paid to performance and resource aspects in the MG. 
Asymmetric encryption methods as defined through the cipher suites, compression methods and the potential use of resumption significantly affect the processing resources required by the MG per TLS-session. Attention should be paid for those performance aspects when defining the TLS-profile.
[bookmark: _Toc323895776][bookmark: _Toc336498072]9	H.248 profile specification guidelines
{Editor’s note (2012-02 meeting): this clause would/should follow the structure of clause 8 of H.248.81.}
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