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1. Overall Description:

CT4 would like to thank SA3 for their LS (S3-120771) on S6a Security. 
CT4 has discussed the two proposals in the SA3 LS to verify the correctness of the Visited-PLMN-Id AVP in S6a signalling. CT4 realizes that both alternatives, i.e. "Per-Agent SN ID check" and "Path authorisation check", rely on a normal trust relationship for intermediate Diameter agent networks to perform some checks all along the path if there are intermediate Diameter agent networks located between the visited PLMN and home PLMN. 
CT4 identifies the following possible issues with the proposed approaches: 

· "Per-Agent SN ID check": 

· it requires all Diameter Agents to be S6a DIAMETER application aware, thus cannot be pure Relay Agents; 

· "Path authorisation check"
· some Diameter Agents might not append Route-Record AVP to the routed message (e.g. for topology hiding);

· the HSS cannot validate the Visited PLMN ID AVP using the Diameter Identity in the Route-Record AVP since Diameter Identities used within Diameter signalling (and thus Route-Record AVP) are not standardized. 
Another possible alternative to solve the security problem regarding the SN authentication could be as follows:
· The first external Diameter Agent connected to the visited PLMN checks that the realm contained in the Origin-Realm AVP in the request from the serving network corresponds to the right serving network. The first Diameter Agent may be located in the home PLMN, or in an intermediate Diameter Agent network. The HSS would do the check if there is direct connection from the HSS to the visited PLMN. 
· When receiving authentication information request from the MME, the HSS verifies if the serving node is allowed to request the authentication information of the visited PLMN as indicated by the received Visited-PLMN-Id AVP, by verifying that the received realm contained in the Origin-Realm AVP matches the VPLMN ID contained in the Visited-PLMN-Id AVP.
The following points were however noted: 
a) the solution only requires that the first external Diameter Agent with direct connection with the serving network to perform the validity check of the Origin-Realm AVP;

b) it also assumes that the check is only required when the first external Diameter agent receives the DIAMETER request from the serving PLMN, not when the request is forwarded between intermediate Diameter agents in the inter-PLMN network (i.e. GRX/IPX);
c) Moreover, it is assumed that a Diameter Edge Agent deployed in the serving PLMN is not be required to perform the check of the Origin-Realm AVP. In the other hand, if the Diameter Edge Agent is deployed outside of the serving PLMN (e.g. used by an IPX provider) and is then the first external Diameter agent in the inter-PLMN network, it will have to check the Origin-Realm AVP received from the serving PLMN;
d) it is questioned whether the Origin-Realm AVP check would be performed for all Diameter applications and request messages or only for the S6a authentication procedure. In the latter case, the first external Diameter Agent interconnecting the serving network would need to be a Diameter Proxy supporting the S6a Diameter Application.

Besides, CT4 lets SA2 decide whether to align the 3GPP LTE roaming architecture with the GSMA LTE roaming architecture and assess any potential implications. 
2. Actions:

To 3GPP SA3 group.

ACTION: 
CT4 kindly asks SA3 to take the above answer into account and to inform CT4 about further progress on this topic. 
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