3GPP TSG CT WG4 Meeting #58bis
C4-121904
Prague, Czech Republic; 15th – 19th October 2012
Source:
Huawei
Title:
Discussion on SGW restoration
Agenda item:
7.3
Document for:
INFORMATION

1. Introduction
During CT4#58 meeting, the SGW restoration issue was discussed. As this has the impact to PCC specifications, so, it was agreed to discuss it further before CT4#58bis meeting. This contribution discusses the related problems and possible solutions for this issue. This paper discusses  only scenarios  triggered by modification request which are initiated or forwarded by the PCRF.
2. Discussion
(1)   PGW behaviour for SGW restoration procedure
Current behaviour without restoration support:
IP-Can modification request (RAR) is received from PCRF. The PGW will reply with acceptance cause in RAA). If PGW cannot perform the modification due to SGW failure, the PGW sends CCR-U message with CC-Request-Type AVP set to the value "TERMINATION_REQUEST" and will release locally the PDN connection).
Proposed behaviour with restoration support and PGW triggered SGW restoration supported:

IP-Can modification request is received from PCRF. The PGW will reply with acceptance cause. If PGW cannot perform the modification due to SGW failure, the PGW shall maintain the connection and start a timer (T-Release-PDN or T-Release-GBR, during this time the PDN connections should be re-established, the timers are started when he SGW failure is detected) and send DDN message to MME/SGSN. 
Solution A1:

The PGW does not store modification requests received from PCRF. If the PDN connection is restored, the PGW shall trigger a PCC rule update to the PCRF. PGW triggered PCC rule update is already a requirement mentioned in TS 23.203 procedure. 
Pros:  PGW is not mandated to store all modification request and PCRF is not mandated to send modification request even when it is aware of a PDN connection failure or lost of bearer.
Cons: PCRF has to send modification request a second time to PGW.
Solution A2:

The PGW stores modification requests received from PCRF. The PCRF shall send all modification requests to the PGW. If the PDN connection is restored the PGW will perform the stored modification request received from PCRF during the time when SGW was not reachable. 
Pros: PGW does not need to request modification request from PCRF because they are already stored in PGW.;

Cons: PGW has to sore all modification request received from PCRF and PCRF has to send all modification request to PGW no optimisation is allowed.
Unsuccessful case valid for both solutions:

If PDN connection restoration cannot be performed before the timer expires. On timer expiry the PGW sends CCR-U message with CC-Request-Type AVP set to the value "TERMINATION_REQUEST" and will release locally the PDN connection.
Proposed behaviour with restoration for the case that PGW support restoration but does not support PGW triggered SGW restoration:

Solution A1:

IP-Can modification request is received from PCRF. The PGW will reply with acceptance cause. If PGW cannot perform the modification to SGW failure, the PGW shall maintain the connection and start a timer (T-Release-PDN or T-Release-GBR, during this time the PDN connections should be re-established). If the PDN connection is restored the PGW will trigger a PCC rule update to the PCRF. If PDN connection restoration cannot be performed before the timer expires. The PGW sends CCR-U message with CC-Request-Type AVP set to the value "TERMINATION_REQUEST" and will release locally the PDN connection.
Pros:  Same handling on IP-CAN session in PCRF as for the PGW triggered SGW restoration.;

Cons: PCRF is not informed about an SGW failure in a reply to a modification request. PCRF may send further modification request for this connections.
Due to the fact that restoration depends on MME triggered SGW restoration the chance that the PDN connections are restored before timer expiry is lower.
Solution A2:

When the PGW detects the SGW failure, and receives IP-CAN Session Modification Request it shall reject the request with an error cause (new defined) which does not terminate the IP-CAN session and just avoids to send further IP-CAN Session Modification Request. (Reusing existing like LOSS_OF_BEARER this error cause would be signaled to the AF (P-CSCF). AF (P-CSCF) will wait for further signalling from PCRF i.e if LOSS_OF_BEARER is received it will wait for RESTORE_OF_BEARER. According to TS 24.229 P-CSCF may control this by a timer. If the PDN connection cannot be restored the PGW will trigger release of PDN connection and Release of Bearer. If PDN connection is restored PGW will inform PCRF to get the modified PCC rules. If PDN connection cannot be performed and the timer expires, the PGW sends CCR-U message with CC-Request-Type AVP set to the value "TERMINATION_REQUEST" and will release locally the PDN connection.
Pros:  PCRF is informed about the SGW failure as a consequence of a modification request and will not send further modification request to PGW.

Cons: A new error cause need to be introduced, to avoid misinterpretations.  

Different behaviour by the PGW compared to the scenario when PGW supports PGW triggered restoration procedures in the PCRF.

Conclusion: 

Solution 1 is proposed because it would not require different handling in PCRF. In the PGW the procedure for PGW triggered SGW restoration procedure and a PGW not supporting PGW triggered SGW restoration procedures are similar.
Regarding termination of the PDN connections when the timer for restoration expire are the same in all cases.
(2)   Detection of SGW failure by PCRF for PMIP based S5
The PCRF has the capability to notify a failure or restart of the SGW via Gxc interface. Detecting restart is an option in the Diameter base protocol.
Solution 1:

PCRF detects SGW failure/restart, during PCC-rule modification towards SGW. PCRF will deactivate Gxc session and will stop sending further modifications to PGW (at least one should be send to trigger DDN procedure, if supported).

Pros: Only  1 modification request has to be send to PGW to trigger DDN, no further modification requests are signalled to PGW, save signalling between the nodes;

Cons: PGW will not get all information on PCC-rule updates received by PCRF. PGW always have to contact PCRF and ask for PCC rule update.
ORIGIN-STATE_ID is an optional AVP, so restart detection will be only possible when SGW and PCRF support the AVP.
Solution 2:

PCRF detects SGW failure/restart, during PCC-rule modification towards SGW. PCRF will deactivate Gxc session and will send IP-CAN Session Modification Request to PGW.

Pros:SGW failure detection and behaviour is the same for  GTP and PMIP based S5 interface (except from Gxc handling)
Cons: Modification request are send to the PGW even when the PCRF has earlier detected that modification cannot be performed.
3. Conclusion

The possible problems and solutions are discussed in this paper, the related CR C4-121905 is submitted to reflect above conclusions.
