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1.. Reason for Change
If there is NAT existing between the H(e)NB and the SeGW, the NAT mapping may change since the NAT is rebooted, or the H(e)NB local IP address is reallocated. In this case, the H(e)NB and the SeGW need to support MOBIKE in order to guarantee the service continuity.
In addition, the H(e)NB shall perform the tunnel disconnection procedure as specified in IETF RFC 5996 [6].
2. Proposal

It is proposed to agree the following changes to 3GPP TR 29.839.
* * * First Change * * * *

6.2.y
Tunnel modification

NAT mappings may change when the UDP port number is reassigned by the NAT, and/or H(e)NB local IP address is reallocated due to NAT restart. If NAT remapping is detected, the H(e)NB may handle this case in following three ways:
· Tunnel re-setup. The H(e)NB tears down the IKEv2 SA and re-initiate the tunnel establishment procedure as specified in 6.2.x.
· Dynamic address update.
· MOBIKE. The H(e)NB uses MOBIKE for recovering the IKEv2 SA as specified in IETF RFC 4555 [9].
Editor’s note: Whether MOBIKE needs to be required for H(e)NB is FFS.
If MOBIKE is supported by the H(e)NB, the following procedures of tunnel modification shall be performed:
-
the H(e)NB shall include the MOBIKE_SUPPORTED notification in the IKE_AUTH request message;
-
the H(e)NB performs Dead Peer Detection (DPD) to detect if NAT mapping have changed as specified in IETF RFC 4555 [9];
-
if NAT remapping is detected, the H(e)NB shall update the IKE security association with the new address,and  shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification to the SeGW;
-
when the H(e)NB receives an INFORMATIONAL request with a COOKIE2 notification present, the H(e)NB shall copy the notification to the COOKIE2 notification of an INFORMATIONAL response and send it to the SeGW.
Editor’s note: How the H(e)NB gets the modified NATed IP address information and inform the changes to the network after NAT remapping is FFS.
* * * Next Change * * * *

6.2.z
Tunnel disconnection
The H(e)NB shall use the procedures defined in IETF RFC 5996 [6] to disconnect an IPsec tunnel to the SeGW.
* * * End of Changes * * * *

