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1. Reason for Change
NAT-T function shall be supported by both H(e)NB and SeGW since NAT can be deployed within the Fixed Network(i.e. RG). If NAT exists between the H(e)NB and SeGW, the H(e)NB is not able to inform its Mobile Network regarding its NAT address information, i.e. translated IPv4 address and optional UDP port number according to IETF RFC 5996.
The proposed solution is to leverage the existing IKE Configuration Payload (CP) that has been supported by many FAP deployments to allow the IKE-responder (i.e. SeGW) to insert the UDP encapsulated source IPv4 address and the optional UDP port number of the UDP encapsulated IPSec tunnel into the CP, if the IKE-initiator and the IKE-responder (i.e. SeGW) detect the presence of NA(P)T between them, and after they are successfully mutually authenticated.
IETF draft draft-so-ipsecme-ikev2-cpext-01defines the extension of RFC 5996 for this new functionality and has been discussed briefly due to the limit of the time in IETF 83 meeting. Considering the progress in IETF will be very slow which will impact the completion of the BBAI-BBI work in stage 3, it is proposed to introducing 3GPP specific new element to IKEv2 by requesting IANA instead of a new IETF RFC in the current release of specification.
2. Proposal
It is proposed to agree the following changes to 3GPP TR 29.839.
* * * First Change * * * *
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* * * Next Change * * * *

6.2.x.3
H(e)NB NATed Tunnel-IP address discovery

If NAT is detected between the H(e)NB and SeGW, the H(e)NB shall request the SeGW to return the H(e)NB local IP address information by including the EXTERNAL_SOURCE_IP4_NAT_INFO attribute in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message. If the EXTERNAL_SOURCE_IP4_NAT_INFO attribute in the CFG_REQUEST Configuration Payload is received from the SeGW, the H(e)NB shall report the H(e)NB local IP address information to the MME. The format of the EXTERNAL_SOURCE_IP4_NAT_INFO attribute is shown in Figure A.1-1.
* * * Next Change * * * *

6.3.x.3
H(e)NB NATed Tunnel-IP address discovery

If NAT is detected between the H(e)NB and SeGW, the SeGW shall provide the H(e)NB local IP address information to the H(e)NB by including the EXTERNAL_SOURCE_IP4_NAT_INFO attribute in the CFG_REQUEST Configuration Payload within the IKE_AUTH response message.
* * * Next Change * * * *

A.1
EXTERNAL_SOURCE_IP4_NAT_INFO attribute
The format of the EXTERNAL_SOURCE_IP4_NAT_INFO attribute is shown in figure A.x-1. The length of the EXTERNAL_SOURCE_IP4_NAT_INFO attribute is 4 or 6 bytes. The UDP Port number field is optional.
Editor’s note: The value of Attribute Type EXTERNAL_SOURCE_IP4_NAT_INFO is FFS and will be assigned by IANA.
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Figure A.1-1: EXTERNAL_SOURCE_IP4_NAT_INFO attribute

* * * End of Changes * * * *

