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1. INTRODUCTION
Problem statement:

1) A user attaches to non-3GPP access (e.g., over STa), and is authenticated & registered by AAA1, whose identity is stored in HSS.
2) After PDN-connection setup, S6b sessions started from PGW are directed (or re-directed after HSS indication) towards AAA1.
(Now, AAA1 fails and goes down for indefinite time)

3) PGW sends a subsequent request towards AAA2 (either after selecting it directly or after trying with AAA1 and detecting that it was down).
4) AAA2 contacts HSS and gets a redirect indication towards AAA1, which is sent back to PGW -> new failure, since AAA1 is still down.
(User tries to detach access session, after repeated failures to set up PDN connections, with the intention to re-attach afterwards)

5) Access gateway goes to AAA2 (either selecting it directly, or after trying with AAA1 and detecting that it was down).
6) Same problem as in step 4. HSS keeps AAA1 registered, not knowing that it is down, so it keeps telling AAA2 to indicate to the access gateway that it must redirect to AAA1. Therefore, AAA1 cannot be de-registered from HSS.

Consequence: user cannot setup further PDN-connections, cannot deregister from the current AAA1, and cannot re-attach to the network. Only an O&M intervention in HSS can “release” the user in HSS. 

2. SOLUTION CONSIDERATIONS

Solution considerations over the different interfaces, for discussion:

1) SWx: An indication should be added to SWx, in order to tell HSS that the existing AAA1 must be “overridden”, and the new AAA issuing the SWx command will take over for that user.

Issue 1: Which SWx commands should be affected? In principle, only SWx/MAR needs to be affected, since a new AAA will take over, and therefore it needs to start with user authentication. The new AAA has no knowledge and context for that user.

Issue 2: What does the HSS do with AAA1? Should it “cancel” all existing sessions there? If AAA1 eventually recovers, it should be told, somehow, that AAA2 has taken over, and that all their user sessions are not valid anymore.

This issue is quite complex, since HSS has to remember the AAA1 identity and, either attempt to contact it periodically in order to kill existing sessions, or wait until the AAA contacts the HSS and answers with an indication that AAA2 is currently handling the UE. The problem is even worse if we consider that more than one AAA can fail, so in the more general scenario, the HSS should store more than one failed AAA.
2) STa/SWa/SWm: An indication should be added, in order for the access gateway to indicate to the new AAA that a former AAA is down. With the current architecture, this is the only network node that is aware of a failure of AAA1. This indication should be added only to the authentication commands.
Issue 3: One alternative is to make use of the T-flag. The main drawbacks with this approach are:

- There are scenarios, other than retransmissions, which could benefit from this indication. For instance, if the access gateway gets to know that AAA1 is down, it could indicate it directly to the new AAA, without the need to retransmit any message.
- T-flag is optional to be supported in the servers, so it cannot be ensured that a specific 3rd party diameter stack in a server does not simply throw away that bit, and therefore is not made available at application level
- RFC 3588 specifies that T-flag should not be used when the target AAA server is fixed. In this scenario, the target AAA is always AAA1 (until it is determined that it is down). So the client should not fail over to AAA2 simply setting the T-bit. Instead, it should initiate a brand new session with a new server (AAA2).

Another alternative is to define an explicit AVP to indicate “failure of a former AAA”.

3) S6b: Similarly to SWm, the only command that should be enhanced is the DER command used for authentication with DSMIPv6; all other commands should not be changed. If the PGW selects AAA2, this new AAA server does not have any user context at all, or any access session with the user over STa/SWa…. So, the AAA2 can only reject all S6b requests until the UE decides to terminate the session and re-attach again, with a new authentication. 

Issue 4: A possible enhancement would be that the PGW indicates over PMIP/GTP to the access gateway about the fact that the communication with the AAA assigned to the user is cut, and therefore, a new AAA must take over, which implies for the access gateway to re-initiate an access session + authentication.
3. PROPOSAL
It is proposed to handle each issue as follows:

- Issue 1: implement the solution described above for the SWx/MAR command

- Issue 2: leave it out of scope of the solution so far; this means that, after a certain AAA has been determined to be unavailable, if it becomes available again, it is assumed that it will not handle old user sessions anymore
- Issue 3: implement in STa/SWm/S6b at least the alternative based on an explicit AVP indication and, depending on feedback received during the discussions, consider as well the alternative based on the T-flag
- Issue 4: leave it for further enhancement of the current solution, to be implemented at a later stage.

