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* * * First Change * * * *

7.3.1
Error Indication

When a GTP-U node receives a GTP-U PDU for which no EPS Bearer context, PDP context, MBMS Bearer context, or RAB exists, the GTP-U node shall discard the GTP-U PDU and return a GTP error indication to the originating node. GTP entities may include the "UDP Port" extension header (Type 0x40), in order to simplify the implementation of mechanisms that can mitigate the risk of Denial-of-Service attacks in some scenarios.
Handling of the received Error Indication is specified in 3GPP TS 23.007 [3].
For the GTPv1-U tunnel setup between two nodes for direct or indirect forwarding of user traffic, e.g. between eNodeBs for direct forwarding over X2, when an Error Indication is received, it may result in the source node deleting the forwarding tunnel context locally, but EPS bearers shall not be deactivated.
The information element Tunnel Endpoint Identifier Data I shall be the TEID fetched from the G-PDU that triggered this procedure.

The information element GTP-U Peer Address shall be the destination address (e.g. destination IP address, MBMS Bearer Context) fetched from the original user data message that triggered this procedure. A GTP-U Peer Address can be a GGSN, SGSN, RNC, PGW, SGW, ePDG or eNodeB address. The TEID and GTP-U peer Address together uniquely identify the related PDP context, RAB or EPS bearer in the receiving node.

The optional Destination IP Address may be included by the Serving GW towards the PDN GW on S5/S8 interface. The Destination IP Address information will allow the PDN GW to retrieve PDN/Bearer context efficiently.
The optional Private Extension contains vendor or operator specific information.

Table 7.3.1-1: Information Elements in an Error Indication

	Information element
	Presence requirement
	Reference

	Tunnel Endpoint Identifier Data I
	Mandatory
	8.3

	GTP-U Peer Address
	Mandatory
	8.4

	Destination IP Address
	Optional
	8.X

	Private Extension
	Optional
	8.6


* * * Next Change * * * *

8.X
Destination IP Address

The Destination IP Address information element contains the address of a destination IP address of the encapsulated IP packet. The Length field may have only two values (4 or 16) that determine if the Value field contains IPv4 or IPv6 address.

The IPv4 address structure is defined in RFC 791 [10].

The IPv6 address structure is defined in RFC 2373 [11].
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Figure 8.4-1: Destination IP Address Information Element

* * * End of Changes * * * *
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