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1. Introduction
As part of the WI "VPLMN Autonomous CSG Roaming" (VCSG), the issue has arisen in SA2 on how to populate the CSG information for a roaming UE when adding an entry in the CSS. More specifically, SA2 has requested guidance on what identity should be used by the VPLMN operator for the roaming UE when adding an entry in the CSS as described in the LS (S2-112181).

2. Identity used for CSG members for storage in the CSS
A similar issue arose in Rel-9 (as copied in the appendix below from TR 23.830) in the discussion on which identity the CSG manager (i.e., the person managing the list of users in a CSG) needs to use for the UE when adding, removing or viewing CSG members. 
As discussed in the appendix and in TR 23.830, the following alternatives were identified

· Alt A: IMSI.

· Alt B: MSISDN

· Alt C: The Network Access Identifier (NAI) [RFC4282]
· Alt D: The UICC card associated with a subscription includes a serial number that can be used to identify the subscription. The UICC card also generally identifies the operator who issued it
As can be seen in the conclusion of the TR, SA2 determined that all 4 identities are acceptable and the choice was left to implementation.

For the case of what identity should be used by the VPLMN operator for the roaming UE when adding an entry in the CSS the following additional concerns need to be addressed:

· Storage: The VPLMN needs to store the CSG subscription information for the UE in the CSS indexed by the identity. Therefore the identity has to be available to the CSS at the time the CSG subscription information is being provisioned for the UE.

NOTE: 
The identity provisioned by the CSG manager for the UE may not be the same identity used to store the CSG information in the CSS. For example, in the HPLMN, the CSG manager may add a UE using MSISDN but the HSS stores the CSG information based on the IMSI.
· Retrieval: The MME/SGSN/VLR needs to retrieve the CSG subscription information based on this identity when the UE registers in the VPLMN. Therefore the identity has to be part of the UE subscription information provided by the HPLMN at the time the UE registers in order to ensure that the MME/SGSN/VLR is querying the CSG subscription information for the correct UE.

3. Evaluation
	Alternative
	How these meet the criteria
	Evaluation

	A) IMSI
	Storage: As discussed in the appendix, the IMSI is not a value a subscriber knows, so an additional mechanism would be needed to reveal it, i.e., it is not clear how the CSG manager will convey the IMSI to the VPLMN to provision the CSG information in the CSS using the IMSI. It is also not clear how the VPLMN could derive the IMSI for another identity as can be done by the HPLMN

Retrieval: The IMSI is sent as part of the subscription information by the HSS/HLR to the MME/SGSN/VLR

	If available the IMSI can be used but it is not clear how this information is available to the VPLMN for provisioning and initial storage

	B) MSISDN
	Storage: The subscriber can easily know their MSISDN 

Retrieval: The MSISDN is sent as part of the subscription information by the HSS/HLR to the MME/SGSN/VLR
	The MSISN meets both the criteria for storage and retrieval

	C) NAI
	Retrieval: An NAI is not currently part of the subscription information sent by the HSS/HLR to the MME/SGSN/VLR
	An NAI is not suitable since it is not sent by the HPLMN as part of the subscription information

	D) UICC serial number 
     + some operator 
        identification
	Retrieval: The UICC serial number is not currently part of the subscription information sent by the HSS/HLR to the MME/SGSN/VLR
	An UICC serial number is not suitable since it is not sent by the HPLMN as part of the subscription information


4. Conclusion

The IMSI and MSISDN can both potentially be used by the VPLMN to identify the CSG information for the roaming UE. Since IMSI is less accessible to the user and the VPLMN may not be able to easily convert the MSISDN or other identity used to an IMSI, it seems simpler to store the CSG information for the roaming UE based on MSISDN in the CSS.

Proposal: The IMSI and/or MSISDN should be used by the VPLMN operator for the roaming UE when adding an entry in the CSS.
5. Appendix
The following text was captured in Rel-9 by SA2 as part of TR 23.830 
 

6.1.3
Architectural issue – Identity used for CSG members (Rel-8?)

6.1.3.1
Description 

What identity shall the CSG manager use to identify mobile subscribers when adding, removing or viewing the CSG members? 

The CSG Manager uses these identities to complete administrative interaction with the H(e)NB operator. These interactions will result in some form of O&M procedure by the operator to either add or remove or view CSG membership to the identified subscribers.  This issue does not concern identities that will be used by the core or radio access network.

Criteria for mobile subscriber identities for use by CSG Managers to communicate with H(e)NB Operators:

· comprehensible and easily produced by the CSG manager, who we cannot assume has the skills of a network administrator

· recognizable and unambiguous to a mobile operator

· a value a mobile subscriber knows, or could know

· sufficient to identify not only the subscriber but also the subscriber's mobile operator

Alternative identities:

· Alt A: IMSI is the most common identifier in the CN, but it can be questioned if it shall be used from a confidentiality perspective.

· Alt B: Another alternative is the MSISDN, which is well-known to each subscriber. It probably requires a one to one mapping between IMSI and MSISDN, which may not always be the case in all PLMNs.

· Alt C: The Network Access Identifier (NAI) [RFC4282] could be used to represent the user and home operator in an unambiguous fashion. An NAI has the syntax of an email address, meaning it can be easily remembered, spoken and entered using a keyboard by a third party. The NAI, if granted by the subscriber's home operator, would be unambiguous and identify also the HPLMN.

· Alt D: The UICC card associated with a subscription includes a serial number that can be used to identify the subscription. The UICC card also generally identifies the operator who issued it.
6.1.3.2
Solutions 

6.1.3.2.1
Solution 1

It is left to the discretion of the H(e)NB operator which of the four alternatives should be used. All four of the alternatives would suffice to satisfy the four criteria.

	Alternative
	How to determine the identity
	How these meet the criteria

	A) IMSI
	Currently it is not apparent to
a subscriber what the IMSI
associated with their subscrip-
tion is. A new "*#" code could
be standardized for MMI to 
enable a subscriber to directly
query their device. 
	· An IMSI is a serial number and therefore would be relatively straightforward for a H(e)NB owner to convey to the H(e)NB operator.

· An IMSI unambiguously corresponds to a subscriber.

· Currently an IMSI is not a value a subscriber knows, an additional mechanism would be needed to reveal it.

· It is possible to infer the network operator from the IMSI

	B) MSISDN
	A subscriber will know their
phone number or (for other
devices such as data cards) can
determine this assigned number
as it is often assigned and
could be included in owner
documentation.
	· A MSISDN is easily comprehended and conveyed.

· An MSIDN may be used by several subscriptions, in a multisim device, but in most cases there is a direct correspondence between a MSISDN and a subscription.

· An MSISDN is a value that a subscriber knows or could determine.

· It is possible to determine which operator an MSISDN corresponds to, but in most cases this is both possible and relatively straightforward. For example, the enum standard [6] allows an MSISDN to be resolved to a particular URI by means of DNS. This could be leveraged to determine the operator.

	C) NAI
	A subscriber could be assigned
an NAI value, and in many cases the subscriber already has
such a value assigned (an email
address, for example.)
	· An NAI is easily comprehended and conveyed.

· An NAI, if assigned, could unambiguously identify a subscription and is currently used for this purpose. [7]

· An NAI is a value that the subscriber knows or could know.

· It is possible to determine which operator an NAI corresponds to. The 'realm' portion of the NAI identifies the operator. [7]

	D) UICC serial number 
     + some operator 
        identification
	Examination of the UICC itself, 
for example inside a mobile 
device or consumer appliance.
	· A serial number and operator identification is easily comprehended and conveyed.

· The UICC serial number will uniquely identify a subscriber.

· If the UICC is physically accessible, the UICC serial number should be easy to determine.

· It should be possible to identify the operator from the exterior of the UICC (e.g. branding information identifying the operator.)


6.1.3.3
Evaluation

An operator may choose one or more of the four alternatives outlined in Solution 1. Each of these satisfies the criteria, though some considerations are noted below. Taken together, these four alternatives satisfy the issue

Some considerations are worth noting regarding each of the alternatives.

(A) IMSI


The IMSI is not currently known to subscribers, a new mechanism to convey it would be required.


Use of the IMSI by H(e)NB owners for administrative procedures could present unacceptable security and confidentiality concerns. Use of the IMSI for identification of subscribers outside of signalling  would require further analysis by SA3.
(B) MSISDN


In some cases there may be no MSISDN assigned (e.g. some SIP phones).


A single MSISDN could be assigned to multiple subscriptions (e.g. a multisim device).

(C) NAI


Currently many subscribers do not have an NAI assigned to them.

(D) UICC serial number and operator identification


It may be difficult to physically access the UICC card.


The UICC card would have to include some form of operator identification (e.g. branding information) in order to meet the criteria.

Additional considerations apply to the process by which the CSG manager interacts with the H(e)NB operator:

A CSG Manager can only successfully add members who are subscribers of operators who have roaming agreements with the H(e)NB Owner's operator. This effectively restricts the range of potential H(e)NB Guests Users; some users cannot obtain guest access to some H(e)NBs. For this reason, some identities corresponding to mobile subscribers (that is, for potential invited guests) may not be understood by all H(e)NB Operators. 

The identity used for the guest user needs to be translated into an IMSI, either by the H(e)NB Operator or by another operator with whom the H(e)NB Operator has a roaming agreement. This translation must occur before the CSG ID chosen by the CSG manager may be added to the guest user's subscription in the guest user's operator's HSS. Some types of identity may not be easily translated into an IMSI by the H(e)NB operator or other operators with whom the H(e)NB operator has a roaming agreement. Therefore, successful identification of subscribers by the CSG manager may require more than one type of identity be supported for interaction between operators or even for a given operator.



























































































































































































































































































































































































































































































