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1. Overall Description:

The review of your LS request by 3GPP CT4 did raise a couple of questions for clarifications. Our questions are driven from perspective of the indicated “border gateways functions”.
a) IMS network elements

There is an end-to-end VPN tunnel, routed through the IMS media plane. The indicated “border gateways function” relates to an IMS IP-IP gateway type.
Question 1: The IP bearer-path (for VPN traffic) is routed via 
a) the IMS Access Gateway (IMS-AGW)?
b) the IMS Transition Gateway (TrGW)?
c) or both?
d) or the Packet Gateway (PGW; Policy Control Enforcement Function)?
The particular IMS gateway type is relevant from gateway control perspective (due to different signalling protocols behind).

b) IMS user plane - Tunneling
The end-to-end VPN tunnel relates to a network-based layer 3 VPN, using IPsec as tunnelling protocol.

Question 2: Is the tunnel broken by the IMS GW into two tunnel segments, or do you consider a continuous e2e tunnel through the IMS domain?

The rationale behind is to try to understand how the tunnel would/could be identified by the IMS GW. E.g., an interrupted tunnel could be identified by IP transport addresses, an uninterrupted tunnel by the 2-tuple of the two remote IP addresses of the e2e IPsec Security Association.
c) IMS user plane - Encryption
The IPsec-based end-to-end VPN tunnel relates to an end-to-end (e2e) network security scenario (from perspective of the IMS GW). The IMS-AGW and TrGW will already support the forwarding of “e2e security traffic” at application layer (“media security”). 

The major difference (from IMS GW perspective again) between e2e media security and e2e network security is the fact that there is an underlying IP transport connection in case of media security, but not in case of network security. Routing IP traffic to/from IMS GWs is benefiting from the concept by separating the IP transport connection into two transport segments, which are identified by IP transport addresses. The IMS-AGW and TrGW provide therefore a local NAPT function for IP bearer traffic.
Question 3: Is there any fundamental requirement for NAT, PT or NAPT for VPN traffic by the IMS domain?
Question 4: If port translation, would you be limited on a well-known port number or any possible port number?

Question 5: IPsec – tunnel or transport mode?
(note : may be relevant in case that the IMS GW would be requested to interrupt the tunnel)

d) IMS user plane – Support of QoS
Question 6: What are the expected traffic characteristics of the IMS VPN traffic?

Question 7: The SIP-embedded SDP media description of the VPN tunnel would be only based on “b=” line information, right?

Question 8: If yes, would it be a peak- or average transport capacity specification? (“your LS is e.g. indicating a file transfer application inside the tunnel”)
Question 9: Is the IMS GW expected to provide traffic policing in the sense of IP byte-rate policing?
(“might be relevant at the edge of the IMS domain, i.e. the IMS-AGW, but also TrGW”)
e) IMS control plane – H.248
The IMS-AGW and TrGW are controlled via H.248. H.248 packages for VPN control are subject of ITU-T Recommendation H.248.56, which is so far just covering L2-VPNs for Ethernet.

Question 10: Could you imagine to identify your L3-VPN via VLAN identifiers at the IMS GW?
Rationale behind is the stage 3 scope of CT4.

2. Actions:

ACTION: 
please try to clarify our questions.
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