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1. Overall Description:

SA3 appreciates the Liaison Statement and welcomes the effort to align their identity management work with the IMS work in 3GPP (COM13-LS083 / S3-091912 and S3-100406). 
SA3 has been working on a Technical Report TR 33.924 which outlines the usage of OpenID with telecommunication networks. The initial authentication is based on USIM or ISIM. OpenID is seen as a service that uses the authentication provided by the MNO infrastructure Therefore SA3 used the Generic Bootstrapping Architecture containing the Bootstrapping Server Function as a “credential server” to avoid frequent requests to the HSS/HLR and synchronization errors.

It was noted that in the current ITU OpenID-IMS integration chapter in 6.2.7 the exact nature of the interfaces for the flows are not visible (e.g. if the HSS (S-5) would need to support a new interface or if an existing one would be extended). Also, the access and trust management for such an interface is not clear. The A-2 seems to have a similar functionality then the current GBA-BSF, but from the current description it can not be determined if 3GPP functionality can be re-used and if a common backend can be used. It is not clear, if the A-2 abides to the security principle of key separation, that would prevent that one compromised application server endangers the security of the entire system. 
SA3 noted the issues pointed out in the editor’s note in 6.2.7., and hence based on the description and the points above, at this time it is not possible to fully assess the impact on core network and further study is needed. SA3 favors interworking arrangements that have minimal or no impact on the core network. Optimally, SA3 would like to see solutions outlined in the attached TR 33.924 as the base for a common framework for security.
3GPP welcomes feedback from ITU on whether the 3GPP Technical Report satisfies their needs or whether additional clarifications and extensions are needed.

Mr. Martin Dolly (AT&T) will be the SA3 point of contact with Q.16/13 for this and other subjects of common interest to both groups.
2. Actions:

To ITU T SG13 group.

ACTION: 
SA3 asks ITU T SG 13 to take the above information into account. 
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