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1. Introduction

New functionalities are expected to be added from Rel-10 onwards to GTPv2, beyond the set of functions supported by the Rel-9 standard, which may involve non-backward compatible changes, e.g. definition of new procedures or messages, specification of a different node's behaviour… While GTPv2 allows backward-compatible additions of new conditional-optional and optional IEs, GTPv2 lacks to specify high level principles and a generic framework to signal supported features between GTPv2 nodes. 

As an example, there have already been discussions, during CT4#48, on the possibility to specify in Rel-10 a new Modify Access Bearers Request/response procedure allowing the MME to reactivate via a single message exchange multiple bearers pertaining to multiple PDN connections; this requires the MME to know if the SGW supports this new message. Similar optimisations are sure to pop up in a near future.
This document investigates possible approaches for Rel-10 onwards to overcome this limitation.

2. Discussion
2.1
Motivations for enhancing GTPv2
No high level principles nor generic mechanism have really been defined so far to allow a GTP-C entity to determine dynamically, i.e. without provisioning of local static configuration data, new features/messages a peer GTP-C entity supports. 

The following different approaches have been used so far in TS 29.274 to allow a GTPv2 node to discover the features supported by a peer GTPv2 node: 
a) Indication Flags IE

GTPv2 currently supports limited capabilities to signal supported features via the Indication Flags IE, but with a number of limits, e.g. 

· this is only supported in one direction so far, from MME to PGW (this is because till now there has been no special feature support to signal in the reverse direction); 

· this IE is only specified in very few specific messages, thus limiting the possibility for GTPv2 nodes to notify change of the supported features; 
· this IE is not supported on all GTP interfaces; 

· this IE mixes indicators of different natures, cf TS 29.274 figure 8.12-1
	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 77 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	DAF
	DTF
	HI
	DFI
	OI
	ISRSI
	ISRAI
	SGWCI
	

	
	6
	Spare
	UIMSI
	CFSI
	CRSI
	P
	PT
	SI
	MSV
	

	
	7 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


The IE carries indications on supported features (in bold: Change Reporting support indication, Piggybacking Supported , Idle mode Signalling Reduction Supported Indication), but it essentially contains indications on features or scenarios or specific protocol options being applied (e.g. Direct Tunnel Flag, Handover Indication, Direct Forwarding Indication, Operation Indication, Idle mode Signalling Reduction Activation Indication, SGW Change Indication, Unauthenticated IMSI, Protocol Type, Scope Indication, MS Validated).
· signalling of features only requiring support by MME/SGSN and PGW still require the SGW to be upgraded to support / relay the corresponding bit, even for features which are transparent to the SGW.
b) Test whether the peer GTPv2 supports a new message by sending this message and checking whether it gets a response
With the existing GTPv2 protocol, a GTP-C entity may test whether the peer GTPv2 supports a new message by sending this message and checking whether it gets a response after possibly repeating the message several times (unknown messages are silently discarded by a receiving GTP entity) and this may have to be done periodically, e.g. when discovering that the peer node has restarted. 

This is the approach that was retained to allow the MME to check whether the SGW supports the Change Notification Request message. 

This approach is neither elegant nor efficient and does not work to test support by the peer of GTPv2 messages defined w/o any response/acknowledgement.

c) Nothing was defined for other features
Nothing is defined for others features, e.g. Suspend support by PGW on S5/S8. 

Approaches based on provisioning of local static configureation data are undesirable as creating extra configuration burden and being prone to errors.
Note that the discussion on possibly introducing a new Mod Access Bearers Request/Resp message is just an example of optimizations that may require the definition of new messages or new behaviour in a backward compatible manner (whether this specific optimization will be finally agreed, and how it will be specified e.g. new or existing msg goes beyond the scope of the current discussion). We can't know the evolutions which will come in Rel-10, any TEI10 evolution may pop up with such need. 

GTPv2 would much benefit from defining a generic framework for dynamic feature discovery, like this was defined for Diameter interfaces, which we could then apply consistently on all GTPv2 interfaces and for all new features, in any direction, and which would allow easy introduction of new messages in a backward compatible manner. Not doing that will lead to case by case partial workarounds, inconsistent approaches, unclean protocol, higher product and interoperability complexity, and will cause difficulties in introducing new features.

Proposal 1: It is proposed to specify within Rel-10 high level principles and a generic framework allowing GTPv2 nodes to signal to peer GTPv2 nodes the features they support.
2.2
Feature definition
It is proposed to introduce new functionalities, i.e. functionality beyond the Rel-9 standard, which may bring backwards incompatible changes (e.g. requiring support of a new message or a specific receiver node's behaviour) as a feature, and to define a new GTPv2 Supported-Features (Conditional-Optional) IE allowing GTP-C entities to signal to each others the list of features they support, along principles similar to those already specified by 3GPP on Diameter interfaces (see 3GPP TS 29.229 clause 7).
Like this was defined for Diameter interfaces in TS 29.229 subclause 7.1.1, guidelines have to be defined in TS 29.274 to qualify when defining a new GTPv2 feature. It is proposed to start with the following high level principles which may then be refined during subsequent CT4 meetings:  

a) A feature is a function extending the base GTPv2 functionality of Rel-9 that has a significant meaning to the operation of GTPv2, i.e. a single new parameter without a substantial meaning to the functionality of the GTPv2 endpoints should not be defined to be a new feature. 
b) A function requiring the definition of new GTPv2 message(s) or extending existing messages on new interfaces should be defined as a feature.
Features will ultimately be defined on a case-by-case basis, on the merits of defining an extension as a feature.

The support for a feature may be defined as optional or mandatory behaviour of a node. Features should be defined so that they are independent from one another.
The table below gives an example of how a feature would be specified (e.g. using the example of the recently proposed Modify Access Bearers Request feature):

Table: Features used on GTPv2
	Feature bit
	Feature
	M/O
	Description

	0
	MABR
	O
	Modify Access Bearers Request
This feature is applicable to the MME and SGW on the S11 interface.

If both the MME and the SGW support this feature, the MME may initiate a Modify Access Bearers Request to the SGW to reactivate S1 bearers of multiple bearers pertaining to multiple PDN connections. 

	Feature bit: The order number of the bit within the Supported-Features IE, e.g. "1".

Feature: A short name that can be used to refer to the bit and to the feature, e.g. "MABR".

M/O: Defines if the implementation of the feature is mandatory ("M") or optional ("O"). 

Description: A clear textual description of the feature.


Proposal 2: It is proposed to specify within Rel-10 guidelines qualifying when to define a new feature, starting first with the preceding high level guidelines and refining them over the next CT4 meetings.
2.3
Requirements for a generic dymanic discovery feature framework
The generic dynamic features discovery framework should fulfil the following requirements:
a) It shall be applicable to all GTPv2 interfaces: S11/S4, S5/S8, S10, S3, S16, Sv, S101, Sm, Sn;
b) use of a feature may require its support by the GTPv2 Endpoint Receiver (i.e. the ultimate receiver of the specific GTP-C message, e.g. a PGW for a Create Session Request message, or a MME/S4-SGSN for a Create Session Response message) or/and by a GTPv2 Intermediate Node (i.e. node that handles GTP-C but is not the ultimate endpoint of the specific GTP-C message, e.g. an SGW for a Create Session Request message); 

c) GTP-C entities shall be able to discover the features supported by the peer GTP entities with which they are in direct contact (e.g. SGW and MME);
d) In addition, the MME/S4-SGSN shall be able to discover the features supported by the PGW and vice-versa, i.e. to discover the features supported by remote GTP-C entities;

e) the list of features applicable to a particular PDN connection may vary during the lifetime of this PDN connection, e.g. during an inter MME or an inter-SGW relocation when the source and target MME or SGW support a different set of features, or e.g. after a SW upgrade adding support of new features;
f) GTPv2 does not support a Comprehension Required mechanism (i.e. an equivalent to the 'M' bit of a Diameter AVP – see IETF RFC 3588) allowing a sending entity to force the receiving entity to support comprehension of some specific IEs, as a precondition to process a backward incompatible message. As a general principle, GTP-C entities should get the knowledge of the peer GTP nodes' capabilities before starting to use/send backward incompatible features/messages (e.g. new messages);

NOTE 1:  GTPv1 supports a legacy extension header mechanism which supports a Comprehension Required mechanism, but this mechanism was not reused in GTPv2.

g) SGW should ideally be able to forward the list of supported features requiring only support by MME/SGSN/PGW i.e. not requiring SGW support, even if the SGW has not been upgraded yet (for Rel-10 onwards SGW only). For those features, it could be imagined to define a separate Supported-Features IE (e.g. different Instance ID) for transparent E2E signalling by the SGW. This requirement is however not essential and may not be fulfilled if it is considered that this complexifies the solution unnecessarily; in other words, it remains acceptable to require upgrade of the SGW to support forwarding of a new feature indication from MME/SGSN to PGW or vice-versa.

h) The solution shall remain simple. Special attention shall be paid in particular on how to maintain remote GTP-C entities (MME/SGSN and PGW) synchronized on the list of features applicable to a PDN connection,  considering mobility scenarios which may not necessarily involve S5/S8 signalling (e.g. Inter-MME Intra-SGW relocation).
NOTE 2:  There is already today an example of Inter-MME Intra-SGW relocation scenario where it is required to notify the PGW about a change in the level of support of an MME feature: cf 23.401 subclause 5.9.2: 
"If the level of support changes during a mobility management procedure then the MME shall indicate the current level of support to the S-GW and shall in addition provide ECGI/TAI even if the PGW has not requested this information. This could for example happen during MME change when the level of support indicated by the old MME is not the same as in the new MME.

NOTE 1:    The inclusion of ECGI/TAI will trigger a Modify Bearer Request message from S-GW to the PGW and therefore this will make sure that the new level of support reaches the PGW."
As a general principle, the MME/SGW should to update the PGW only if the new set of features supported by the (SGW+new MME) has evolved for at least one feature affecting the PGW behaviour.  This requirement may be refined on a case by case basis to avoid non essential signalling towards the PGW during mobility scenarios. 

The SGW can inform the new MME about the features supported by the (SGW+PGW), w/o requiring any interaction with the PGW.
i) In general it is expected that a GTP-C entity will signal the same features for all GTP-C tunnels or PDN connections, i.e. the GTP-C entity adverts generic node capabilities, homogeneously supported on the same interfaces for all UEs or PDN connections. E.g. Change Reporting support indication, Piggybacking Supported , Idle mode Signalling Reduction Supported Indication are generic node capabilities. 

The features signalled on S4/S11 and S5/S8 may however differ between different PDN connections involving different GTP-C entities, e.g. PDN cnx 1 and 2 involving the same MME and SGW but a different PGW.


More generally, for any GTPv2 interface, CT4 needs to discuss whether there is a need to signal supported features on a per GTP-C tunnel or on a per PDN connection basis (even for PDN connections involving the same GTP-C entities), e.g. per Sv GTP tunnel. This would allow GTP-C entities to potentially advertise a different set of features per UE or PDN connection, e.g. during SW upgrade (following a SW upgrade adding support of new features, a node may not accept use of new features for PDN connections established before the SW upgrade), or when reaching some resources shortage, or function of other criteria like user subscription, user request, UE capabilities or  features indicated as supported in a request…. 

Proposal 3: CT4 should agree on / comment the list of aforementioned requirements.
2.4
New Supported-Features IE
It is proposed to define a new GTPv2 Supported-Features IE in which the sending GTP-C entity indicates the complete set of features its supports. The Supported-Features IE takes the form of a bit masks, where each bit set indicates that the corresponding feature is supported by the sending entity.  
Defining a new Supported-Features IE is preferred over extending the existing Indication-Flags IE: as explained in 2.1 a), the Indication Flags IE already carries a lot of flags of different natures; only one spare bit is left in the Indication Flags IE before extending the IE to 7 (and more) octets. It appears much cleaner to define a brand new Supported-Features IE in Rel-10, whose contents should be defined separately for Sv, Sn/Sm, S101, S4/S11/S5/S8, S3/S10/S16, and which would be added in many GTPv2 messages (nearly in the same msgs as Recovery IE), i.e. in significantly more messages than where the Indication Flags IE is defined today, allowing nodes to notify supported features / changes of supported features at any point in time during the GTP-C tunnel, and in both directions.
Proposal 4: It is proposed to define a new Supported-Features IE rather than extending the existing Indication-Flags IE. 
2.5
Dynamic discovery of Supported features
The following approaches are proposed.

Discovering the features supported by the peer GTP entities with which they are in direct contact (all GTPv2 interfaces except S4/S11, S5/S8):
As per the existing GTPv2 specification, a node shall include the Recovery IE if it is in contact with the peer for the first time or the node has restarted recently and the new Restart Counter value has not yet been indicated to the peer. The Recovery IE may be signalled in Echo Request and Echo Response message, but also in many other GTPv2 messages. 

When signalling the Recovery IE, a GTP-C entity would also signal the list of features it supports; the Supported-Features IE would be defined as a new conditional-optional IE in every message already carrying the Recovery IE. A GTP-C entity could also signal the Supported-Features IE w/o the Recovery IE for scenarios where it starts supporting new features w/o having been restarted.

This simple approach would easily allows GTP-C entities to discover dynamically the features supported by other GTP-C entities in which they are in direct contact. 
This approach assumes that there is no need to signal supported features per GTP-C tunnel – cf reqt i) in 2.3. I.e. features signalled as supported within a GTPv2 messages are assumed supported for all GTP-C tunnels. 
If there were such requirement to signal potentially different  supported features per GTP-C tunnel, GTP-C entities would have to signal to each others the list of features they support and are prepared to accept for a particular GTP-C tunnel during the creation of that GTP-C tunnel; a GTP-C entity could then also include the Supported-Features IE in Echo Request / Echo Response message to signal to direct GTP peer entities features supported by the node for all GTP-C tunnels. This would allow in particular to signal support of new messages allowing to create GTP-C tunnels. The Supported-Features IE received for a particular GTP-C tunnel would override the Supported-Features received in any Echo Request / Echo Response.

Signalling the Supported-Features IE during the PDN connection establishment (S4/S11, S5/S8)
In an alternative approach, for S4/S11 and S5/S8, the MME/S4-SGSN could be required to always signal the features it supports and is prepared to accept in the Create Session Request, i.e. supported features are signalled/handled per PDN connection. The SGW signals the features the MME & SGW support within the same message on the S5/S8 interface. The PGW includes in the Create Session Response the Supported-Features IE identifying the complete set of features that it supports, or, if it does not support any features, no Supported-Features IE is present. The SGW signals the features the PGW and SGW support in the Create Session Response returned to the MME/S4-SGSN, as illustrated in the following call flow.

[image: image1.emf] 

1. Create Session Request         (MME Supported-Features)  

SGW   MME  

2. Create Session Request         (MME &  SGW  Supported - Features )  

PGW  

3. Create Session Response         (PGW  Supported - Features )  

4. Create Session Response        (SGW &  PGW  Supported Features )  


Notification of Supported-Features during the Attach or PDN establishment procedure

The SGW stores the current MME's features associated to each PDN connection. 

During an inter-MME intra-SGW HO/TAU, the new MME and the SGW signal to each other their Supported-Features IE in the Modify Bearer Request / Response exchange. Besides, the SGW informs the PGW about changes of the features supported by the SGW & new MME within a Modify Bearer Request (if the sending of this message is triggered by user location reporting procedure, or if the SGW determines that the features supported by the new MME & SGW differ from those supported by the old MME & SGW and partial failure handling is not supported), or in the Update PDN Connection Set Request message (if partial failure handling is supported). 

Any subsequent GTPv2 message requests and responses exchanged for this session shall be compliant with the common features signalled during the PDN establishment procedure. If the features supported by a given node evolve during the PDN connection (e.g. one node starts supporting new features w/o having been restarted), the MME/SGW/PGW may signal the change to the features they support by including the Supported-Features IE during subsequent message exchanges, e.g. at the occasion of some mobility procedures (extra signalling should not be triggered just for informing change of features to peer nodes).
GTP entities shall store the information on the supported features of peer GTP-C entities and only use common supported features to construct subsequent GTPv2 message request or response sent to those nodes.
Rel-8/Rel-9 GTP-C entities will treat the new Supported-Features IE as unknown IE, i.e. will silently discard this IE when received in a GTPv2 message. Rel-10 and onwards GTP-C entities shall consider the absence of the Supported-Features IE as an indication that no features are supported by the peer nodes beyond what is defined in Rel-9. 

Proposal 5: CT4 should agree on / comment the aforementioned proposals.
3. Conclusion

GTPv2 lacks a mechanism to allow signalling of new features supported beyond Rel-9 implying backwards incompatible changes (e.g. introduction of a new message).
For all GTPv2 interfaces except S4/S11 and S5/S8, it is proposed that restarting GTP-C entities signal together with the Recovery IE a new Supported-Features IE towards GTP-C entities with which they are in direct contact. GTP-C entities may also signal the new Supported-Features IE w/o the Recovery IE e.g. to notify a change of the supported features w/o a node restart.

For the S4/S11 and S5/S8 interfaces, for which it is needed to signal the Supported-Features IE beyond GTP-C entities in direct contact, it is proposed that MME/SGSN/SGW/PGW signal their Supported-Features IE during the PDN connection establishment (while also allowing notification of subsequent changes of supported features during subsequent exchanges for the PDN connection).

Conclusion: CT4 should discuss & take decisions on proposals 1 to 5.
_1330257017.doc






4. Create Session Response 



   (SGW & PGW Supported Features)











2. Create Session Request 



    (MME & SGW Supported-Features)







3. Create Session Response 



    (PGW Supported-Features)







MME







PGW











SGW







Create Session Request 



       (MME Supported-Features)
















