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Introduction

The transport protocol to be indicated from controller to gateway for e2e media security was left open at the last CT3 and CT4 meeting round. There are corresponding notes both in TS 23.334 for the Iq interface and in TS 29.162 for the Ix interface.
However, if the transport protocol is left unspecified there may be interoperability problems between gateways and controllers.
The present contribution presents different alternatives and compares their advantages.
Related normative changes for Iq are in C4-101242 (TS 23.334) and in C4-101243 (TS 29.334), and for Ix in C3-100476 (TS 29.162) and C4-101244 (TS 29.238).
Proposal 1: "RTP/SAVP" or "RTP/SAVPF"

Advantages

· The gateway is aware of true transport. This can be used e.g. for internal resource reservation
 or to derive statistical information from RTCP.
· Simple procedures for the controller: The transport received in SIP/SDP can be provided on the H.248 interface without modification

Disadvantages

· The gateway needs to be updated to support e2e security, as "RTP/SAVP" and "RTP/SAVPF" are not yet supported on the Ix interface and only supported for the optional e2ae security at the Iq interface.
· A BGW supporting both e2ae and e2e security can not distinguish if e2e or e2ae security will be applied when a termination with RTP/SAVP" or "RTP/SAVPF" transport is seized, and might thus reserve en/decryption resources that are unnecessary for e2e media security.

Proposal 2: "RTP/AVP" or "RTP/AVPF"

Advantages

· The gateway does not need to be updated to support e2e security.

Disadvantages

· More complicated procedures for the controller: The transport received in SIP/SDP needs to be modified

· The gateway is not aware of true transport. As consequences:

· A possible derivation of a bandwidth for internal resource reservation would not be accurate as RTP and SRTP packages differ in size.

· Any attempt to derive statistical information from SRTCP sender and receiver reports would fail, as the relevant parts of the packets are encrypted.

Proposal 3: "UDP"

This proposal has been investigated but is hardly workable as the reservation of consecutive RTCP ports could not be solved without the "rtcph" package, but an application of this package for a UDP termination could be considered as error by the gateway. Also, codec information may be provisioned both on the Ix and Iq interface even when no transcoding is requested, and a combination of such codec information with UDP transport could be rejected by the gateway. Thus, an update of gateway procedures is required, and if the gateway is updated proposal 1 is clearly preferable.

Proposal 4: "-"

This proposal has been investigated but is hardly workable. CT4 decided to disallow the "-", as even a media unaware gateway that modifies ports and IP address information needs to perform UDP or TCP level processing to provide port information and to re-calculate checksums. Furthermore, an update of gateway procedures is required, and if the gateway is updated proposal 1 is clearly preferable.

Conclusions: 
Proposals 3 and 4 have serious drawbacks and should be dismissed. 
Proposals 1 and 2 are candidates worth serious considerations. Out of those, Proposal 1 is recommended.
� compare to NOTE 2 in TS 29.162, Clause 10.2.5: "A TrGW not supporting transcoding can use such codec related information … to derive information about packet size and frequency useful for internal resource reservation"


� According to TS 23.334, on the terminating side of the session setup, if the P-CSCF offers several crypto attributes, it will not provision an SDES crypto attribute to the BGW when seizing the termination, as it needs to wait for the selected crypto attribute in the SDP answer before provisioning any crypto attribute to the BGW.





