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6
Protocol Specification and Implementations

6.1
Introduction

6.1.1
Use of Diameter Base Protocol

The Diameter Base Protocol as specified in IETF RFC 3588 [7x] shall apply except as modified by the defined support of the methods and the defined support of the commands and AVPs, result and error codes as specified in this specification. Unless otherwise specified, the procedures (including error handling and unrecognised information handling) shall be used unmodified.
6.1.2
Securing Diameter Messages

For secure transport of Diameter messages, see 3GPP TS 33.210 [14x].
6.1.3
Accounting Functionality

Accounting functionality (Accounting Session State Machine, related command codes and AVPs) shall not be used on the Lh interface.
6.1.4
Use of Sessions

Between the GMLC and the HSS, Diameter sessions shall be implicitly terminated. An implicitly terminated session is one for which the server does not maintain state information. The client shall not send any re-authorization or session termination requests to the server.

The Diameter base protocol includes the Auth-Session-State AVP as the mechanism for the implementation of implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1), as described in IETF RFC 3588 [7x]. As a consequence, the server shall not maintain any state information about this session and the client shall not send any session termination request. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.
6.1.5
Transport Protocol

Diameter messages over the Lh interface shall make use of SCTP IETF RFC 4960 [9x] as transport protocol.
6.1.6
Routing Considerations

This clause specifies the use of the Diameter routing AVPs Destination-Realm and Destination-Host.

If GMLC knows the address/name of the HSS for a certain user, both the Destination-Realm AVP and the Destination-Host AVP shall be present in the request. Otherwise, only the Destination-Realm AVP shall be present and the command shall be routed to the next Diameter node. Consequently, the Destination-Host AVP is declared as optional in the ABNF for all requests initiated by a GMLC. 
Destination-Realm AVP is declared as mandatory in the ABNF for all requests.
6.1.7
Advertising Application Support

The HSS and GMLC shall advertise support of the Diameter Lh Application by including the value of the application identifier in the Auth-Application-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The vendor identifier value of 3GPP (10415) shall be included in the Supported-Vendor-Id AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands, and in the Vendor-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The Vendor-Id AVP included in Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands that is not included in the Vendor-Specific-Application-Id AVPs as described above shall indicate the manufacturer of the Diameter node as per RFC 3588 [7x].
6.1.8
Diameter Application Identifier

The Lh interface protocol shall be defined as an IETF vendor specific Diameter application, where the vendor is 3GPP. The vendor identifier assigned by IANA to 3GPP (http://www.iana.org/assignments/enterprise-numbers) is 10415.
The Diameter application identifier assigned to the Lh interface application is TBD (allocated by IANA).
Editor's Note:
A new application-id will have to be requested from IANA
6.1.9
User Identity to HSS resolution

The User identity to HSS resolution mechanism enables the GMLC (for non-roaming case) or Diameter Relay/proxy agents in the home network (for roaming case) to find the identity of the HSS that holds the LCS subscription data and routing information for the target user when multiple and separately addressable HSSs have been deployed in the home network. The resolution mechanism is not required in networks that utilise a single HSS.

This User identity to HSS resolution mechanism may rely on routing capabilitites provided by Diameter and be implemented in the home operator network within dedicated Diameter Agents (Redirect Agents or Proxy Agents) responsible for determining the HSS identity based on the provided user identity. If this Diameter based implementation is selected by the Home network operator, the principles described below shall apply.

In non-roaming case, in networks where more than one independently addressable HSS are deployed in the home network, each GMLC shall be configured with the address/identity of a Diameter Agent (Redirect Agent or Proxy Agent) implementing this resolution mechanism.

For support of roaming case, Diameter Relay agents and/or Diameter Proxy agents in the home network receiving the Diameter signalling from visited networks shall be configured with the address/identity of a Diameter Agent (Redirect Agent or Proxy Agent) implementing this resolution mechanism.

To get the HSS identity that holds the LCS subscription data and routing information for a given user identity in the home network, the Diameter request normally destined to the HSS shall be sent to a pre-configured address/identity of a Diameter agent supporting the User identity to HSS resolution mechanism.

-
If this Diameter request is received by a Diameter Redirect Agent, the Diameter Redirect Agent shall determine the HSS identity based on the provided user identity and shall return a notification of redirection towards the HSS identity, in response to the Diameter request. Multiple HSS identities may be included in the response, as specified in IETF RFC 3588 [7x]. In such a case, the requesting Diameter entity shall send the Diameter request to the first HSS identity in the ordered list received in the Diameter response from the Diameter Redirect Agent. If no successful response to the Diameter request is received, the requesting Diameter entity shall send a Diameter request to the next HSS identity in the ordered list. This procedure shall be repeated until a successful response from an HSS is received. After the user identity to HSS resolution, the GMLC shall store the determined HSS identity/name/Realm and shall use it in further Diameter requests to the same user identity.

-
If this Diameter request is received by a Diameter Proxy Agent, the Diameter Proxy Agent shall determine the HSS identity based on the provided user identity and shall forward the Diameter request directly to the HSS.

In roaming case, whereas a Diameter Relay Agent is stateless, a stateful Diameter Proxy Agent in the home network may store the determined HSS identity/name/Realm and use it in further Diameter requests associated to the same user identity.
NOTE:
Alternatives to the user identity to HSS resolution Diameter based implementation are outside the scope of this specification.
6.2
Commands

6.2.1
Introduction

This section defines the Command code values and related ABNF for each command described in this specification.
6.2.2
Command-Code Values

The commands in Lh interface use the same Command-Code value 306 as User-Data-Request/Answer commands defined in 3GPP TS 29.329 [4x] for Sh interface.

6.2.3
User-Data-Request (UDR) Command used over Lh Interface

The User-Data-Request (UDR) command, indicated by the Command-Code field set to 306 and the ‘R’ bit set in the Command Flags field, is sent by a Diameter client to a Diameter server in order to request routing information.

Message Format

< User-Data-Request > ::=
< Diameter Header: 306, REQ, PXY, TBD >





< Session-Id >





{ Vendor-Specific-Application-Id }

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

[ Destination-Host ]





{ Destination-Realm }

*[ Supported-Features ]

{ User-Identity }

*{ Data-Reference }

[ MSISDN ]





*[ AVP ]






*[ Proxy-Info ]






*[ Route-Record ]

Editor's Note: 
it is ffs to see if MSISDN can be reused to carry on the GMLC number or if a new AVP has to be defined.

6.2.4
User-Data-Answer (UDA) Command used over Lh Interface

The User-Data-Answer (UDA) command, indicated by the Command-Code field set to 306 and the ‘R’ bit cleared in the Command Flags field, is sent by a server in response to the User-Data-Request command. The Experimental-Result AVP may contain one of the values defined in section 6.3 or in 3GPP TS 29.229 [5x] and 3GPP TS 29.329 [4x].

Message Format

< User-Data-Answer > ::=
< Diameter Header: 306, PXY, 16777217 >





< Session-Id >





{ Vendor-Specific-Application-Id }





[ Result-Code ]

[ Experimental-Result ]

{ Auth-Session-State }

{ Origin-Host }

{ Origin-Realm }

*[ Supported-Features ]

[ User-Data ]

*[ AVP ]

*[ Failed-AVP ]

*[ Proxy-Info ]






*[ Route-Record ]

6.3
Result-Code AVP and Experimental-Result AVP Values

6.3.1
Introduction

This section defines result code values that shall be supported by all Diameter implementations that conform to this specification.
6.3.2
Success

Result codes that fall within the Success category shall be used to inform a peer that a request has been successfully completed. The Result-Code AVP values defined in Diameter Base Protocol RFC 3588 [7x] shall be applied.
No specific result-codes within this category have been defined so far.
6.3.3
Permanent Failures

Errors that fall within the Permanent Failures category shall be used to inform the peer that the request has failed, and should not be attempted again. The Result-Code AVP values defined in Diameter Base Protocol RFC 3588 [7x] shall be applied. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.
6.3.3.1
DIAMETER_ERROR_USER_UNKNOWN (5001)


See 3GPP TS 29.229 [5x] clause 6.2.2.1.

6.3.3.2
DIAMETER_ERROR_FEATURE_UNSUPPORTED (5011)

See 3GPP TS 29.229 [5x] clause 6.2.2.11.

6.3.3.3
DIAMETER_ERROR_OPERATION_NOT_ALLOWED (5102)

See 3GPP TS 29.329 [4x] clause 6.2.2.2.

6.3.3.4
DIAMETER_ERROR_ UNAUTHORIZED_REQUESTING_NETWORK (5x01)

The requested operation is not allowed for the requesting network.
6.3.4
Transient Failures

Result codes that fall within the transient failures category shall be used to inform a peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future. The Result-Code AVP values defined in Diameter Base Protocol IETF RFC 3588 [7x] shall be applied. When one of the result codes defined here is included in a response, it shall be inside an Experimental-Result AVP and the Result-Code AVP shall be absent.
No specific result-codes within this category have been defined so far.
6.4
AVPs

6.4.1
General

The following table specifies the Diameter AVPs re-used by the Lh interface protocol from existing Diameter Applications, including a reference to their respective specifications and when needed, a short description of their use within Lh. 
Any other AVPs from existing Diameter Applications, except for the AVPs from Diameter Base Protocol, do not need to be supported. The AVPs from Diameter Base Protocol are not included in table 6.4.1/1, but they may be re-used for the Lh protocol.
Table 6.4.1/1: Lh re-used Diameter AVPs

	Attribute Name
	Reference
	Comments

	User-Identity
	3GPP TS 29.329 [4x] 
	See section 6.4.2 below for further details

	MSISDN
	3GPP TS 29.329 [4x]
	See section 6.4.3 below for further details

	User-Data
	3GPP TS 29.329 [4x]
	See section 6.4.4 below for further details

	Data-Reference
	3GPP TS 29.329 [4x]
	See section 6.4.5 below for further details

	Supported-Features
	3GPP TS 29.229 [5x]
	

	Feature-List-ID
	3GPP TS 29.229 [5x]
	

	Feature-List
	3GPP TS 29.229 [5x]
	

	Supported-Applications
	3GPP TS 29.229 [5x]
	

	User-Name
	IETF RFC 3588 [7x]
	


6.4.2
Use of the User-Identity AVP

In the Diameter Lh application, this AVP contains either an IMSI AVP or an MSISDN AVP. The Public-Identity AVP defined in Diameter Sh application is not used

AVP format

User-Identity ::=
<AVP header: 700 10415>

[ IMSI ]

[ MSISDN ]

*[ AVP ]

6.4.3
Use of the MSISDN AVP

In the Diameter Lh application, the MSISDN AVP contains either an MSISDN or MLC number in international number format as described in ITU-T Rec E.164 [8], encoded as a TBCD-string, i.e. digits from 0 through 9 are encoded 0000 to 1001; 1111 is used as a filler when there is an odd number of digits; bits 8 to 5 of octet n encode digit 2n; bits 4 to 1 of octet n encode digit 2(n-1)+1.

6.4.4
Use of the User-Data AVP

This AVP contains the LCS routing information requested in the UDR/UDA operation. The exact content and format of this AVP is described in Annex X as Lh-Data.

6.4.5
Use of the Data-reference AVP

The Data-Reference AVP is of type Enumerated, and indicates the type of the requested user data in the operation UDR and SNR. Its exact values and meaning is defined in 3GPP TS 29.328 [3x]. The following values are defined (more details are given in section xxx:

LCSRoutingInfo (100)

Editor's Note:
in the 3GPP TS 29.329, data reference values up to 99 have to be reserved for Sh application use. Data reference values from 100 to 199 have to be reserved for Lh application use.
End

