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1. Introduction
This pseudo-CR adds some further description how to secure messages related to lawful interception. The description of activating and stopping local switching is enhanced by adding references to the relevant existing specifications. A new clause is proposed to be added to the TR to describe interactions between local switching and existing features.
2. Reason for Change
The functional description of local switching needs to be expanded in order to analyze the impact on existing specifications and functions. Local switching cannot be used in parallel with some other features and the TR should indicate such limitations and describe which features prohibit local switching and indicate which features can be overridden by local switching.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.889, v 0.1.0.
* * * First Change * * * *
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.106; "3G security; Lawful Interception requirements".
[x]
3GPP TS 33.107; "3G security; Lawful Interception architecture and functions"
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

* * * Next Change * * * *

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

LCLS
Local Call Local Switching
LEMF
Law Enforcement Monitoring Facility
LI
Lawful Interception

LS
Local Switching

<symbol>
<Explanation>

* * * Next Change * * * *

6.
Lawful Interception Requirements and Solutions

6.1

General
The general requirements on Lawful Interception are specified in 3GPP TS 33.106 [2].

Lawful Interception shall be possible also when the Local Call Local Switch feature is activated, and the main functionality shall remain in the Core Network. 

In order to allow support for the Lawful Interception feature in the Core Network, user plane data for CS voice calls to be intercepted needs to be conveyed to the Core Network, even if the calls are local. 

Two solutions are possible, and both of them could be specified.

6.2

Solution 1:  Restriction of LCLS if Lawful Intercept is applied

6.2.1

Technical Description
This solution is that whenever the MSC-S is aware that a local call needs to be intercepted it shall not allow the BSS to establish local switching in the BSS. The signalling to stop local switching (LS) in the BSS for lawful interception reasons is identical to the corresponding signalling exchange described in subclause 7.2.1. With lawful interception (LI) solution 1 there shall not be any specific or implicit indication in the signalling that local switching was stopped or not allowed for lawful interception reasons.
6.2.2

Pros and Cons

The problem of this solution is that it might not be possible to maintain the same end user perception in all the cases, in terms of end-to-end speech delay. The delay might in fact vary between "not locally switched, intercepted local calls" and "locally switched, non-intercepted local calls". This could happen for instance in some scenarios where the Local Call Local Switch feature would be typically deployed, i.e. whenever a satellite backhaul is used to connect a group of BTS's to the BSC/MSC-S. In this case the delay of a locally switched call will be ~600ms shorter than for a normal call, unless an artificial delay is added for all the locally switched calls (which is of course not desirable), and this difference would be easily noticeable by the end user. If interception is started during a connected call that uses LCLS the longer delay would be introduced in the middle of that call. However, there is no requirement in 3GPP TS 33.106 to start interception in the middle of a circuit switched voice call.
The benefit of this solution is that it keeps the LI functionality in the MSC Server as it is currently and does not require any support for LI functionality in BSS.
The following list identifies the pros of this solution from LI point of view:

· No security threat on A interface signalling for LI information
· LI control stays in MSC-Server
· LI has no impact outside MSC-S in network element implementation and in deployment

The following list identifies the cons of this solution from LI point of view:

· Possibly different user experience for non-intercepted LS call and intercepted non-LS call

· Disables LS functionality for a certain call due to LI.
6.3

Solution 2: Applying LCLS if Lawful Intercept is applied 

6.3.1

Technical Description
This solution enables local switching also for intercepted calls, with the goal to maintain the same end user perception in terms of end-to-end speech delay. This can be achieved if the user plane data is both locally switched and forwarded to the Core Network as well, while user plane data coming from the A interface is dropped at the BSS side. In order to support this, from standardization point of view it is sufficient to introduce a conditional "Bi-casting required to the MSC" Information Element in the new/modified BSSMAP messages (to be defined by 3GPP TSG GERAN) used by the MSC-S to allow the BSS to establish Local Switching. 
This solution implies that some sort of indirect indication that a call will be intercepted will be conveyed to the BSS via some signalling message (while this is currently not the case). However, the A-interface control messages containing this information can be protected (e.g. via IPSec) so that such information cannot be sniffed or traced.
Editor’s Note: Security aspects of applying IPSec should be more investigated and applying of the principles of 3GPP TS 33.210 are FFS.

Editor's Note: Further technical description is required to detail this solution e.g. message flows, etc.
This LI solution shall not hinder LS in the BSS for any call where LS is otherwise feasible. The MSC-S requests the BSS to provide user plane bicasting in order to allow interception of the communication content for lawful interception purposes. It shall be possible to make this happen on a per call basis when interception was requested for that specific locally switched call. BSS shall not store any information whether interception has been activated for any of the participants in a specific call.
Figure 1 shows the network configuration for communication content delivery to LEMF when LCLS is in use for a circuit switched call. This figure is based on Figure 12 “Delivery configuration to the LEMF for the interception of a circuit switched call” in 3GPP TS 33.107[x]:
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Figure 6.3.3-1: Network configuration for user plane delivery to LEMF for interception of a call when LCLS is used (based on figure 12 from 3GPP TS 33.107)
The LCLS enhancement in BSS shown in Figure 1 enables LI also for the subscribers that are locally switched in the BSS. In order to support interception of the communication content the BSS has to provide user plane bi-casting  towards the MGW when the LS is in use for a specific subscriber and call.
The dashed lines indicate that downlink traffic received from MGW has been suppressed by the BSS. Lawful interception configuration in the MGW for calls that are locally switched in the BSS remains exactly the same as the MGW configuration for the interception of calls that are not locally switched in the BSS.
6.3.2

Pros and Cons

Advantage of this solution is that also for intercepted calls LCLS is possible. The solution also maintains the same end user perception in terms of end-to-end speech delay.

The following list identifies the pros of this solution from LI point of view:

· No difference on user experience, LS can be used independently of interception
· There is no need to change the service functionality due to LI
· Interception target list is kept in MSC Server
· Interception is controlled by MSC Server
Disadvantage of this solution is that it is complicated especially on BSS side because of required bi-casting capability and additional A-interface signalling.
The following list identifies the cons of this solution from LI point of view:

· Support from BSS is required to intercept calls using LS by the means of user plane bicasting
· Security threat: indirect indication of LI in signalling on A interface and on user plane between BSS and MSC‑S/MGW

6.4
Comparison of Solutions for Lawful Interception Requirements
<This section shall provide a comparison of the solutions defined above, and a conclusion for a selected solution>

Editor’s Note: Feedback is needed from 3GPP TSG SA3 LI on these two proposed solutions.
* * * Next Change, new clause * * * *

X. Interworking between Local Switching and existing features

X.1 Analysis of existing features

X.1.1 Lawful Interception solution 
FFS
X.1.2 Handovers
FFS
X.1.3 Tandem free operation, TFO
FFS
X.1.4 CS data call
FFS
X.1.5 Alternate Speech/Fax
FFS
X.1.6 GSM Fax 
FFS
X.1.7 Multi Party Conference 
FFS
X.1.8 Mid-call announcement or tone connection 
FFS
X.1.9 Enhanced Multi-Level Precedence and Pre-emption service (eMLPP) 
FFS
X.1.10 Call Deflection Service 
FFS

X.1.11 Calling Line Identification Presentation (CLIP) Calling Line Identification Restriction (CLIR) Connected Line Identification Presentation (COLP) Connected Line Identification Restriction (COLR) 
FFS

X.1.12 Call Forwarding Services Call Forwarding Unconditional (CFU) Call Forwarding on mobile subscriber Busy (CFB) Call Forwarding on No Reply (CFNRy) Call Forwarding on mobile subscriber Not Reachable (CFNRc)
FFS
X.1.13 Call Waiting (CW)
FFS

X.1.14 Call Hold (CH)

FFS

X.1.15 Multiparty (MPTY)
FFS

X.1.16 Closed User Group (CUG)

FFS

X.1.17 Advice of Charge (AoC)

FFS

X.1.18 User-to-User Signalling (UUS)

FFS

X.1.19 Call Barring Services

FFS

X.1.20 Explicit Call Transfer (ECT)

FFS

X.1.21 Completion of Calls to Busy Subscriber (CCBS)

FFS

X.1.22 Multicall 
FFS

X.1.23 Calling Name Presentation (CNAP)

FFS

X.1.24 Voice group call service (VGCS), Voice broadcast service (VBS)
FFS

X.2 Summary on existing features

X.2.1 General
This section categorises the different features in comparison with the introduction of local switching.
X.2.2 Scenarios where Local Switching is not possible or not allowed
According to working assumptions listed in subclause 4, the BSS will take the final decision whether to switch a call locally within the BSS, but only if the BSS got permission from the MSC(s) to do so. Local switching of calls in the BSS is not possible and needs to be prohibited or released by the MSC-S or BSS (at least) in the following cases:
· CS data call,
· Lawful Interception solution 1, see subclause 6.1,
· Additional specific issues are for further study.
X.2.3 Scenarios when Local Switching overrides existing features
When a call is locally switched within the BSS the following features cannot be used:

· Tandem free operation, TFO, 
· Additional specific issues are for further study.

X.2.4 Scenarios when Local Switching may be broken or established

When a call is locally switched within the BSS the following features may break or lead to establishment of local switching:
· Multi Party Conference,
· Mid-call announcement or tone connection

· Call Hold

· Call Waiting

· Handovers
· Additional specific issues are for further study.
