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1. Introduction

This paper clarifies whether the FE cluster identity or FE identity is needed over Ud interface or not.
2. Reason for Change

The FE cluster identity or FE identity is useful for access control. For different FEs even supporting the same applications, the UDR may have different access authorization for each, such as when the UDR provides subscription management for MVNO.
The FE cluster identity or FE identity may also be used for the UDR to decide which FE is proper to be selected for sending notification message when the subscribed data changes, such as the UDR may decide to send the notification message to the FE which sent the corresponding subscription message or the FEs within the same cluster.
But whether the FE cluster identity or FE identity shall be contained in the query, update, subscription messages or not may depend on stage 3 decision. For example, if LDAP is applied, the UDR may already know the FE cluster identity or FE identity during authentication procedure. And as agreed at CT4#44 meeting, a group of Front Ends (or a single Front End) for a specific application type shall be distinguished by a unique Front End cluster identifier. Then for access authorization, only FE cluster identifier is needed over Ud interface.
3. Conclusions

None.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 23.335 v0.2.0.
* * * First Change * * * *

5.3
Querying data from the UDR
The Query data procedure is used by an FE to retrieve data from the UDR.

The information flow for the Query data procedure is shown in figure 5.3:
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Figure 5.3: Query data procedure

1. 
When an application FE - during processing of its application logic - needs to retrieve user data from the UDR it shall issue a Query data request message and send it over the Ud reference point to the UDR. The message may contain:

· the type of application in the FE that issues the Query data  request

Editor’s note: some examples of types of application to be given

· the FE cluster identity
· 
Note:
If the FE is able to know that the UDR already has known the identity of the FE cluster or the FE before, the parameter may be absent in the message. Otherwise, it shall be present.
· the user identity
an identity of the user, e.g. IMSI, MSISDN, IMS public user identity, IMS private user identity

· the requested data
the identification of the data of which the value is requested

Data identification and structure shall comply with the requesting application data view.
2. 
When receiving a read request from an FE, the UDR shall perform access control to check whether the FE/application type is allowed to read the requested data. If it is not, a negative response is returned to the FE and step 3 is skipped.
3. 
When the access control check was positive, the UDR shall fetch the value of the requested data and format it according to the requesting application data view.
4. 
The UDR shall return a Query data answer message to the FE. The FE then shall continue processing its application logic with the retrieved data.
* * * Next Change * * * *

5.6
Updating data within the UDR
The Update data procedure is used by an application FE to modify user data in the UDR.

The information flow for the Update data procedure is shown in figure 5.6:
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Figure 5.6: Update data procedure

1. 
When an application FE - during processing of its application logic - needs to update user data in the UDR it shall issue an Update data request message and send it over the Ud reference point to the UDR. The message may contain:

· the type of application in the FE that issues the write request
· the FE cluster identity
· 
Note:
If the FE is able to know that the UDR already has known the identity of the FE cluster or the FE before, the parameter may be absent in the message. Otherwise, it shall be present.
· the user identity
an identity of the user, e.g. IMSI, MSISDN, IMS public user identity, IMS private user identity

· the requested data
the identification of the data of which the value is to be updated. 
· new data value
value of the data that is to be written to the UDR

Data that is updated may have a complex structure with multiple attributes. So the data update achieved through the Update data procedure may comprise addition, modification or deletion of some attributes of this data.

Data identification and structure shall comply with the Application Data view associated to the application FE.

2. 
When receiving an Update data request from an FE, the UDR shall perform access control to check whether the FE/application type is allowed to use the Update requested data procedure and update the requested data. If it is not, a negative response is returned to the FE and steps 3 and 4 are skipped.

3. 
When the access control check was positive, the UDR shall update the requested data with the new data value and shall start the Notification Procedure which shall run in a parallel process independent from the ongoing Update Data procedure. See section 5.9.

4. 
The UDR shall return an Update data answer message to the FE. The FE then shall continue processing its application logic.
* * * Next Change * * * *

5.8
Subscription to Notifications
This procedure is used by FE to do the subscription to notification to specific events which occurs on specific user data stored in the UDR. The events can be changes on existing user data, addition of user data, and so on. The information flow for the Subscription procedure is shown in figure 5.8. 
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Figure 5.8: Subscription procedure

1.
When an FE needs to subscribe to notification of specific events on specific user data stored in the UDR, it shall construct a Subscription Request message and send it over the Ud reference point to the UDR. The message may consist of the following information:

· Application type of the FE

· the  FE cluster identity
Note:
If the FE is able to know that the UDR already has known the identity of the FE cluster or the FE before, the parameter may be absent in the message. Otherwise, it shall be present.
· User identity, e.g. IMSI, MSISDN, IMS public user identity, IMS private user identity, etc;

· Identification of the requested data
The Identification of the requested data indicates the data to which notifications are subscribed.

· The notification condition

The notification condition indicates the specific events on which the notification shall be triggered. It shall consist of the addition of the requested data, the deletion of the requested data or the changes of the requested data.

· The expiry time

The expiry time indicates whether the FE subscribes for a certain time or permanently.

· Subscription Type

The Subscription Type indicates whether this request is to subscribe or to unsubscribe.

· Additional data

This item indicates the additional information needed by FE to perform the Notification procedure in addition to the requested data. It shall be sent within a Notification request together with the requested data if present. This item may be absent when additional data is not needed.

· The original entity identity

This item indicates the original entity which subscribes to the notification of the specific events of the requested data. It shall be sent within a Notification request together with the requested data.

2.  When receiving a Subscription Request from a specific FE, the UDR shall perform access control to check whether the FE is allowed to perform the subscription to the UDR on the requested data. If not, a failure response shall be returned to the FE, and step 3 is skipped.

3.  UDR shall store the subscription information.

4.  UDR shall return a response message to the FE to indicate success or failure.
* * * End of Change * * * *
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