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1. Introduction
This contribution proposes text to be added on the Lawful interception requirements and solutions in section 6 of the Technical Report on Local call local switching.
2. Reason for Change
Lawful interception requirements are important to take in account when developing solutions for the Local call local switch feature. The text proposed in the P-CR describes the relevant requirements for lawful interception and a reference is added to the general LI requirements defined in TS 33.106. Two possible solutions to comply with the LI requirements are shortly described and these descriptions should also be covered or referred to in the subclause(s) for solution descriptions.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TR <TR number and version>.
* * * First Change * * * *
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* * * Next Change * * * *

6.
Lawful Interception requirements and solutions

6.1

General
The general requirements on Lawful Interception are specified in 3GPP TS 33.106 [x].

Lawful Interception shall be possible also when the Local Call Local Switch feature is activated, and the main functionality shall remain in the Core Network. 

In order to allow support for the Lawful Interception feature in the Core Network, user plane data for CS voice calls to be intercepted needs to be conveyed to the Core Network, even if the calls are local. 

Two solutions are possible, and both of them could be specified.

6.2

Solution 1:  Restriction of LCLS if Lawful Intercept is applied

6.2.1

Technical Description
This solution is that whenever the MSC-S is aware that a local call needs to be intercepted it shall not allow the BSS to establish local switching in the BSS. 

6.2.2

Pros and Cons

The problem of this solution is that it might not be possible to maintain the same end user perception in all the cases, in terms of end-to-end speech delay. The delay might in fact vary between "not locally switched, intercepted local calls" and "locally switched, non-intercepted local calls". This could happen for instance in some scenarios where the Local Call Local Switch feature would be typically deployed, i.e. whenever a satellite backhaul is used to connect a group of BTSs to the BSC/MSC-S. In this case the delay of a locally switched call will be ~600ms shorter than for a normal call, unless an artificial delay is added for all the locally switched calls (which is of course not desirable), and this difference would be easily noticeable by the end user.
6.3

Solution 2: Applying LCLS if Lawful Intercept is applied 

6.3.1

Technical Description
This solution enables local switching also for intercepted calls, with the goal to maintain the same end user perception in terms of end-to-end speech delay. This can be achieved if the user plane data is both locally switched and forwarded to the Core Network as well, while user plane data coming from the A interface is dropped at the BSS side. In order to support this, from standardization point of view it is sufficient to introduce a conditional "Bi-casting required to the MSC" Information Element in the new/modified BSSMAP messages (to be defined by 3GPP TSG GERAN) used by the MSC-S to allow the BSS to establish Local Switching. 
This solution implies that some sort of indirect indication that a call will be intercepted will be conveyed to the BSS via some signalling message (while this is currently not the case). However, the A-interface control messages containing this information can be protected (e.g. via IPSec) so that such information cannot be sniffed or traced.
Editor’s Note: Security aspects of applying IPSec should be more investigated and applying of the principles of 3GPP TS 33.210 are FFS.
Editor's Note: Further technical description is required to detail this solution e.g. message flows, etc.
6.3.2

Pros and Cons

Advantage of this solution is that also for intercepted calls LCLS is possible. The solution also maintains the same end user perception in terms of end-to-end speech delay.
Disadvantage of this solution is that it is complicated especially on BSS side because of required bi-casting capability and additional A-interface signalling.
6.4
Comparision of 
Solutions for Lawful Interception requirements
<This section shall provide a comparison of the solutions defined above, and a conclusion for a selected solution>

Editor’s Note: Feedback is needed from 3GPP TSG SA3 LI on these two proposed solutions.
