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	Reason for change:
(

	In some error cases, as described in TS24.302, Annex D, the UE may have different pre-configured IP mobility protocol than what is really provided by the non-3GPP AN and the EPS. The most critical of these cases is when the UE is configured to use DSMIPv6 and the trusted non-3GPP AN where the user is attached uses PMIPv6. Then, if the user asks for an APN that is different from the default APN, the following happens. 
When attaching to the non-3GPP AN, the UE does not send an APN during the access authentication, as this is not used for DSMIPv6. As PMIPv6 is used, the network interprets it as a request for the default APN and the PGW selected for this APN (let's call it PGW1) assigns a home address to the UE. However, the UE interprets this address as local IP address as it assumes that DSMIPv6 will be used. Then the UE discovers a HA/PGW (let it be PGW2) for the specific APN requested by the end user (as for an initial attach, the UE may not ask via PCO for HA discovery, it may use DNS for that, so the misconfiguration is not detected), establishes IKEv2 SA/authenticates itself and creates a DSMIPv6 binding. Note that PGW2 is in general different from PGW1 and also the HoA2 allocated for the specific APN is different from the HoA1 that the UE interprets as local IP address and uses as CoA. 
It is pretty clear that this kind of scenario should be prevented. E.g., the user-plane packets are transferred via PGW1 and PGW2 which is on the one hand a waste of resources; on the other hand, if both APNs would be charged volume based, the user will be charged twice for the same traffic.
This problem can be prevented by the AAA server properly checking the authentication and authorization requests received over STa and S6b interfaces. For this, the following considerations are needed:
- If the UE is attached via a trusted non-3GPP access, it is allowed to do the bootstrapping for DSMIPv6. If this is done by the UE, the AAA Server shall receive first an authorization and authentication request (DER) from the trusted AGW, then an authorization request (AAR) over S6b for a certain APN, with the mobility protocol being PMIPv6 (the PGW sends it after receiving PBU from the trusted non-3GPP GW) and subsequent to this, an authentication and authorization request (DER) with the mobility protocol being DSMIPv6.
- However, in case of the IPMS misconfiguration described above, the AAA Server would receive first the DER request from the AGW, then only a DER request from the PDN GW; the AAR request would be missing. 

Based on the above, the AAA Server can detect the IPMS misconfiguration: the AAA Server shall reject a DER request for a certain APN if the UE is attached to a non-3GPP AN where PMIP is used (pre-configured) and it has not previously received an AAR request for PMIP-based PDN connection setup from the same PDN GW, for the same APN for this UE.
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	The checking of the conditions mentioned above in introduced to the detailed behaviour of the AAA server, for handling S6b/DSMIPv6 requests.
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	Wasted resources, over-charging of the user is possible (see above)
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* * * First Change * * *  
9.1.2.1.3
3GPP AAA Server Detailed Behaviour

For S6b, on receipt of the DER message, the 3GPP AAA Server shall process the DER message according to 3GPP TS 33.402 [19]. For H2, the 3GPP AAA server shall process the DER message according to 3GPP TS 33.234 [33]. The 3GPP AAA Server shall also check the active authentication and authorization sessions for the user. If the UE is attached to a trusted non-3GPP IP access, where PMIPv6 is used, the AAA Server shall reject the DER request received for DSMIPv6, using the result code DIAMETER_UNABLE_TO_COMPLY, if no active authorization session exists for the same user and same APN, with the IP mobility protocol PMIPv6.
NOTE: 
This check is used to prevent the setup of a PDN connection with DSMIPv6 in case of a mismatch between the UE and the network for the used IP mobility protocol: the UE is configured to use DSMIPv6 while the network uses PMIPv6. If the UE has an active authorization session to the given APN then the DSMIPv6 bootstrapping is still allowed.
Upon successful completion, a DIAMETER_SUCCESS shall be returned to indicate successful authentication procedure and authentication information shall be returned. The AAA server shall also include, among others, the MIP6-Feature-Vector AVP, including the subscriber profile of the UE in terms of DSMIPv6 feature the UE is authorized to use.

If the HSS indicates that the user is currently being served by a different PDN GW, the 3GPP AAA Server shall respond to to the PDN GW with the Result-Code set to DIAMETER_SUCCESS_RELOCATE_HA and include the new assigned PDN GW identity in the MIP6-Agent-Info AVP.
If the HSS indicates that the user is currently being served by a different 3GPP AAA Server, the 3GPP AAA Server shall respond to the PDG-GW with the Result-Code set to DIAMETER_REDIRECT_INDICATION and Redirect-Host set to the Diameter identity of the 3GPP AAA Server currently serving the user (as indicated in the 3GPP-AAA-Server-Name AVP returned in the SWx authentication response from the HSS).

The 3GPP AAA Server shall run EAP-AKA as specified in 3GPP TS 33.402 [19]. Exceptions shall be treated as error situations and the result code shall be set to DIAMETER_UNABLE_TO_COMPLY.
* * * End of Changes * * *  
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