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* * * First Change * * * *
4
General

4.1
GTP Tunnel

GTP tunnels are used between two nodes communicating over a GTP based interface, to separate traffic into different communication flows. 

A GTP tunnel is identified in each node with a TEID, an IP address and a UDP port number. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID values are exchanged between tunnel endpoints using GTP-C or S1-MME messages.

The criteria defining when the same or different GTP tunnels shall be used between to nodes differs between the control and the user plane, and also between interfaces.

For the control plane, for each end-point of a GTP-C tunnel:

· The TEID-C shall be unique per PDN-Connection on GTP based S5 and S8 interfaces. The same tunnel shall be shared for the control messages related to all bearers associated to the PDN-Connection. A TEID-C on the S5/S8 interface shall be released after all its associated EPS bearers are deleted.
· There shall be only one pair of TEID-Cs per UE on each of the S3 and the S10 interfaces. The same tunnel shall be shared for the control messages related to the same UE operation. A TEID-C on the S3/S10 interface shall be released after its associated UE context is removed or the UE is detached. 

· There shall be only one pair of TEID-C per UE over the S11 and the S4 interfaces. The same tunnel shall be shared for the control messages related to the same UE operation. A TEID-C on the S11/S4 interface shall be released after all its associated EPS bearers are deleted.
For GTP-U, a TEID-U is used according to 3GPP TS 29.281 [13].

NOTE:
GTP-U is based on GTP version 1 (GTPv1).

4.2
Protocol stack
4.2.0
General
The protocol stack for GTPv2 shall be as depicted in Figure 4.2.0-1.
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Figure 4.2.0-1: GTPv2 stack

The GTPv2 headers are specified in the respective clauses of this specification.

The source and destination IP addresses and UDP ports used for each GTP-C message depend on the role that the message plays in a message exchange. Messages can be initial messages, or triggered messages. An initial message is sent to a peer GTP entity with a sequence number chosen by the sending entity (see subclause 7.6). Triggered messages are sent in response to an initial message or to another triggered message.

NOTE:
Examples of initial messages are all command or notification messages.
Examples of triggered messages are all responses or acknowledge messages as well as Version Not Supported Indication and Update Bearer Complete.

Some request messages are initial messages in some procedures, but triggered messages in other procedures where they are triggered by an initial command message.

 Piggybacking of initial messages on triggered response messages shall be supported for EUTRAN Initial Attach and UE-requested PDN Connectvitiy procedures as per Annex F of 3GPP TS 23.401 [x]. When piggybacking is used, a common IP header and a common UDP header shall be used for the triggered response message and the piggybacked initial message as depicted in Figure 4.2.0-x. Immediately following the triggered response message is the piggybacked initial message, following which no additional information shall be present. The subclause 5.5 specifies the usage of piggybacking-specific fields in the GTP-C header.
	IP header
	UDP header
	Triggered response message (P=1)
	Piggybacked initial message (P=0)


Figure 4.2.0-x: Packet Format for the Piggybacking of messages
4.2.1
UDP header and port numbers
4.2.1.0
General
A User Datagram Protocol (UDP) compliant with IETF RFC 768 [7] shall be used.

4.2.1.1
Initial Messages

The UDP Destination Port number for GTP-C request messages shall be 2123. It is the registered port number for GTP-C. 

The UDP Source Port is a locally allocated port number at the sending GTP entity.

4.2.1.2
Triggered Messages

The UDP Destination Port value shall be the value of the UDP Source Port of the corresponding request message, except in the case of the SGSN pool scenario.

The UDP Source Port shall be the value from the UDP Destination Port of the corresponding request message, except in the case of the SGSN pool scenario.

In the SGSN pool scenario, if the Identification Request or the Context Request messages have been forwarded by another SGSN in the pool, the UDP Destination Port for the Identification Response or the Context Response message shall be determined in the following way. The value from the information element "UDP Source Port Number", which was sent in the corresponding forwarded request, shall be copied into the UDP Destination Port field. The UDP Source Port for the Identification Response or the Context Response message may be a locally allocated port number at the sending GTP entity.
4.2.1.X
Piggybacked Messages
A piggybacked initial message is carried as a concatenation after a triggered response message and they share a common UDP header (see Figure 4.2-x).
The UDP Destination port for the IP packet containing both the triggered response message and the piggybacked initial message shall be the same as the port number used for the triggered response message.

The UDP Source port for the IP packet containing both the triggered response message and the piggybacked initial message shall be the same as the port number used for the triggered response message
4.2.2
IP header and IP addresses

4.2.2.1
Initial Messages

The IP Source Address shall be an IP address of the source GTPv2 entity from which the message is originating.

The IP Destination Address in a GTP request message shall be an IP address of the destination GTPv2 entity.

4.2.2.2
Triggered Messages

The IP Source Address shall be copied from the IP destination address of the GTP request message to which this GTPv2 entity is replying, except in the case of SGSN pool scenario. 

The IP Destination Address shall be copied from the IP Source Address of the GTP request message to which this GTPv2 entity is replying, except in the case of the SGSN pool scenario.
In the SGSN pool scenario, if the Identification Request or the Context Request messages have been forwarded by another SGSN in the pool, the IP Source address for the Identification Response or the Context Response messages shall be locally allocated by the sending GTP entity. The IP Destination Address for the Identification Response or Context Response messages shall be determined in the following way. The value from the information element "Address for Control Plane", which was sent in the corresponding Identification Request message; or the value from the information element "S3/S16/S10 Address and TEID for Control Plane", which was sent in the corresponding Context Request message, shall be copied into the IP Destination Address field.
4.2.2.X
Piggybacked Messages
A piggybacked initial message is carried as a concatenation after a triggered response message and they share a common IP header (see Figure 4.2-x).
The IP Source Address for the IP packet containing both the triggered response message and the piggybacked initial message shall be the same as the IP Address used for the triggered response message.
The IP Destination Address for the IP packet containing both the triggered response message and the piggybacked initial message shall be the same as the IP Address used for the triggered response message.  
4.2.3
Layer 2

Typically Ethernet should be used as a Layer 2 protocol, but operators may use any other technology.

4.2.4
Layer 1

Operators may use any appropriate Layer 1 technology.

4.3
Transmission Order and Bit Definitions

The messages in this document shall be transmitted in network octet order starting with octet 1 with the Most Significant Bit sent first.

The most significant bit of an octet in a GTP message is bit 8. If a value in a GTP message spans several octets and nothing else is stated, the most significant bit is bit 8 of the octet with the lowest number.

* * * Second Change * * * *
5.5
Usage of the GTPv2-C Header

The format of the GTPv2-C header is specified in subclause 5.1 "General format". The usage of the GTP-C header across e.g. S101 (3GPP TS 29.276 [14]) and Sv (3GPP TS 29.280 [15]) interfaces are defined in their respective specifications. 

The usage of the GTPv2-C header for EPC specific interfaces shall be as defined below. 

The first octet of the header shall be used is the following way:

-
Bits 8 to 6, which represent the GTP-C version, shall be set to decimal 2 ("010").

-
Bit 5 represents a "P" flag. If the "P" flag is set to "0", no piggybacked message shall be present. If the "P" flag is set to "1", then another GTPv2-C message with its own header and body shall be present at the end of the current message. 

When present, a piggybacked message shall have its "P" flag set to "0" in its own header. If Create Session  Response message (as part of EUTRAN initial attach or UE-requested PDN connectivity procedure) has the "P" flag set to "1", then a Create Bearer Request message shall be present as the piggybacked message. As a response to the Create Bearer Request message, if the Create Bearer Response has the "P" flag set to "1", then a Modify Bearer Request (as part of EUTRAN initial attach or UE-requested PDN connectivity procedure) shall be present as the piggybacked message.  A Create Bearer Response with "P" flag set to "1" shall not be sent unless a Create Session Response with "P" flag set to "1" has been received for the same procedure.   Apart from  Create Session Response and Create Bearer Response messages, all the EPC specific messages shall have the "P" flag set to "0".  

-
Bit 4 represents a "T" flag, which indicates if TEID field is present in the GTP-C header or not. If the "T" flag is set to 0, then the TEID field shall not be present in the GTP-C header. If the "T" flag is set to 1, then the TEID field shall immediately follow the Length field, in octets 5 to 8. Apart from the Echo Request,  Echo Response and Version Not Supported messages, in all EPC specific messages the value of the "T" flag shall be set to "1".
-
Bit 3 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it. 

-
Bit 2 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

-
Bit 1 is a spare bit. The sending entity shall set it to "0" and the receiving entity shall ignore it.

The usage of the fields in octets 2 - n of the header shall be as specified below.

-
Octet 2 represents the Message type field, which shall be set to the unique value for each type of control plane message. Message type values are specified in Table 6.1-1 "Message types for GTPv2".  

-
Octets 3 to 4 represent the Length field. This field shall indicate the length of the message in octets excluding the mandatory part of the GTP-C header (the first 4 octets). The TEID (if present) and the Sequence Number shall be included in the length count. The format of the Length field is specified in subclause 8.2 "Information Element Format".
A piggybacked initial message and the preceeding triggered response message present in the common IP/UDP packet shall have their own length and sequence number in their respective GTP-C headers. The overall length of the IP/UDP packet shall indicate the total length of the two GTP-C messages.
-
For EPC specific interfaces, T=1, and therefore octets 5 to 8 represent the Tunnel Endpoint Identifier (TEID) field. This field shall unambiguously identify a tunnel endpoint in the receiving GTP-C entity. The Tunnel Endpoint Identifier is set by the sending entity to the value provided by the corresponding receiving entity. When a peer's TEID is not available, as in the following cases, the TEID field shall be present in a GTPv2-C header, but its value shall be set to "0":
· Create Session Request message on S5/S8

· Create Session Request message on S4/S11, if for a given UE, the SGSN/MME has not yet obtained the Control TEID of the SGW.
· Identification Request/Response messages.

· Change Notification Request/Response messages.

· Forward Relocation Request message.

· Context Request message.

· Relocation Cancel Request message except for the case where the old SGSN/MME has already been assigned the Tunnel Endpoint Identifier Control Plane of the new SGSN/MME.

· Delete PDN Connection Set Request/Response messages.
· If a node receives a message for which it has no context, it shall respond with “Context not found” Cause in the corresponding response message to the sender. The TEID used in the GTPv2-C header in the response message shall be set to zero.

-
Octets 9 to 10 represent GTP Sequence Number field.

* * * Third Change * * * *
7.2.1
Create Session Request

The direction of this message shall be from MME/S4-SGSN to SGW and from SGW to PGW (see Table 6.1-1).

The Create Session Request message shall be sent on the S11 interface by the MME to the SGW, and on the S5/S8 interface by the SGW to the PGW as part of the procedures:

-
E-UTRAN Initial Attach

-
UE requested PDN connectivity

The message shall also be sent on S4 interface by the SGSN to the SGW, and on the S5/S8 interface by the SGW to the PGW as part of the procedures:

-
PDP Context Activation

The message shall also be sent on the S11 interface by the MME to the SGW as part of the procedures:

-
Tracking Area Update procedure with Serving GW change

-
S1/X2-based handover with SGW change

-
UTRAN Iu mode to E-UTRAN Inter RAT handover with SGW change

-
GERAN A/Gb mode to E-UTRAN Inter RAT handover with SGW change

-    3G Gn/Gp SGSN to MME combined hard handover and SRNS relocation procedure
-    Gn/Gp SGSN to MME Tracking Area Update procedure

and on the S4 interface by the SGSN to the SGW as part of the procedures:

-
Routing Area Update with MME interaction and with SGW change
-
Gn/Gp SGSN to S4 SGSN Routing Area Update

-
E-UTRAN to UTRAN Iu mode Inter RAT handover with SGW change

-
E-UTRAN to GERAN A/Gb mode Inter RAT handover with SGW change

-
Serving RNS relocation
-
Combined hard handover and SRNS relocation
-
Combined Cell / URA update and SRNS relocation
-
Enhanced serving RNS relocation with SGW relocation
Table 7.2.1-1: Information Elements in a Create Session Request

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	IMSI
	M
	
	IMSI
	0

	MSISDN
	C
	For an E-UTRAN Initial Attach the IE shall be included when used on the S11 interface, if provided in the subscription data from the HSS and it shall be included when used on the S5/S8 interfaces if provided by the MME/SGSN.
For a PDP Context Activation procedure the IE shall be included when used on the S4 interface, if provided in the subscription data from the HSS. 

The IE shall be included for the case of a UE Requested PDN Connectivity, it shall be included if the MME has it stored for that UE.


	MSISDN
	0

	ME Identity (MEI)
	C
	The MME shall include the ME Identity (MEI) IE, if it is available.
	MEI
	0

	User Location Information (ULI)
	C
	This IE shall be included for E-UTRAN Initial Attach and UE-requested PDN Connectivity procedures.  It shall include ECGI&TAI. The MME/SGSN shall also include it for TAU/RAU/Handover procedures if the PGW has requested location information change reporting and MME/SGSN support location information change reporting. The SGW shall include this IE on S5/S8 if it receives the ULI from MME/SGSN.
	ULI
	0

	Serving Network
	C
	This IE shall be included for an E-UTRAN initial attach, a PDP Context Activation and for a UE requested PDN connectivity. 
	Serving Network
	0

	RAT Type
	M
	
	RAT Type
	0

	Indication Flags
	C
	Applicable flags are:

· S5/S8 Protocol Indicator: This flag shall be used on the S11/S4 interfaces and set according to the protocol chosen to be used on the S5/S8 interfaces.
· Dual Address Bearer Flag: This flag shall be set to 1 when the UE requests a PDN type IPv4v6 and all SGSNs which the UE may be handed over to support dual addressing. This shall be determined based on node pre-configuration by the operator.

· Handover Indication:  If the UE comes from non-3GPP access, this flag shall be set in an E-UTRAN Initial Attach or in a UE Requested PDN Connectivity.

· Operation Indication: This flag shall be set for a TAU/RAU procedure with SGW relocation, and X2-based handovers with SGW relocation.

· Direct Tunnel Flag: This flag shall be used on the S4 interface and set to 1 if Direct Tunnel is used.
· Piggybacking Supported: This flag shall be set to 1 only if the MME/ SGW supports the piggybacking feature as described in Annex F of 3GPP TS 23.401 [3]. This flag shall be set to 1 on S5/S8 only when both the MME and the SGW support piggybacking. 
· Change Reporting support Indication: shall be used on S4/S11, S5/S8 and set if the SGSN/MME supports location Info Change Reporting.
	Indication
	0

	Sender F-TEID for Control Plane
	M
	
	F-TEID
	0

	PGW S5/S8 Address for Control Plane or PMIP
	C
	This IE shall be sent on the S11 / S4 interfaces. The TEID or GRE Key is set to "0" in the E-UTRAN initial attach, the PDP Context Activation and the UE requested PDN connectivity procedures.
	F-TEID
	1

	Access Point Name (APN)
	M
	
	APN
	0

	Selection Mode
	C
	This IE shall be included for an E-UTRAN initial attach, a PDP Context Activation and a UE requested PDN connectivity. It shall indicate whether a subscribed APN or a non subscribed APN chosen by the MME/SGSN was selected.


	Selection Mode
	0

	PDN Type
	C
	This IE shall be included for an E-UTRAN initial attach, a PDP Context Activation and a UE requested PDN connectivity.
This IE shall be set to IPv4, IPv6 or IPv4v6. This is based on the UE request and the subscription record retrieved from the HSS.
	PDN Type
	0

	PDN Address Allocation (PAA)
	C
	This IE shall be included for an E-UTRAN initial attach, a PDP Context Activation and a UE requested PDN connectivity. For PMIP-based S5/S8, this IE shall also be included for TAU/RAU/Handover cases involving SGW relocation.

The PDN type field in the PAA shall be set to IPv4, or IPv6 or IPv4v6 by MME, based on the UE request and the subscription record retrieved from the HSS.

For static IP address assignment, the MME/SGSN shall set the IPv4 address and/or IPv6 prefix length and IPv6 prefix and Interface Identifier based on the subscribed values received from HSS, if available.

If static IP address assignment is not used, the IPv4 address shall be set to 0.0.0.0, and/or the IPv6 Prefix Length and IPv6 prefix and Interface Identifier shall all be set to zero.
	PAA
	0

	Maximum APN Restriction
	M
	This IE denotes the most stringent restriction as required by any already active bearer context. If there are no already active bearer contexts, this value is set to the least restrictive type.
	APN Restriction
	0

	Aggregate Maximum Bit Rate (APN-AMBR)
	C
	This IE represents the APN-AMBR. It shall be included for an E-UTRAN initial attach, UE requested PDN connectivity, the PDP Context Activation procedure using S4 and the PS mobility from the Gn/Gp SGSN to the S4 SGSN/MME procedures.
	AMBR
	0

	Linked EPS Bearer ID
	C
	This IE shall be included on S4/S11 in RAU/TAU/HO procedures with SGW change to identify the default bearer of the PDN Connection
	EBI
	0

	Protocol Configuration Options (PCO)
	O
	This IE is not applicable to TAU/RAU/Handover.
	PCO
	0

	Bearer Contexts to be created
	M
	Several IEs with the same type and instance value shall be included as necessary to represent a list of Bearers.

One bearer shall be included for an "eUTRAN Initial Attach", a "PDP Context Activation"  or a "UE requested PDN Connectivity".

One or more bearers shall be included for a Handover/TAU/RAU with an SGW change.
	Bearer Context 
	0

	Bearer Contexts to be removed
	C
	This IE shall be included on the S4/S11 interfaces for the TAU/RAU/Handover cases where any of the bearers existing before the TAU/RAU/Handover procedure will be deactivated as consequence of the TAU/RAU/Handover procedure.

For each of those bearers, an IE with the same type and instance value shall be included.
	Bearer Context
	1

	Trace Information
	C
	This IE shall be included if an SGW and/or a PGW is activated. See 3GPP TS 32.422 [18].
	Trace Information
	0

	Recovery
	C
	This IE shall be included if contacting the peer node for the first time.
	Recovery
	0

	MME-FQ-CSID
	O
	This IE is optionally included by the MME on the S11 interface. It shall be forwarded by an SGW on the S5/S8 interfaces.
	FQ-CSID
	0

	SGW-FQ-CSID
	O
	This IE is optionally included by the SGW on the S5/S8 interfaces.
	FQ-CSID
	1 

	UE Time Zone
	O
	This IE is optionally included by the MME on the S11 interface or by the SGSN on the S4 interface. This IE shall be forwarded by the SGW on the S5/S8 interface.
	UE Time Zone
	0

	Private Extension
	O
	
	Private Extension
	VS


Table 7.2.1-2: Bearer Context to be created within Create Session Request

	Octet 1
	
	Bearer Context IE Type = 93 (decimal)
	
	

	Octets 2 and 3
	
	Length = n
	
	

	Octet 4
	
	Spare and Instance fields
	
	

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	EPS Bearer ID
	M
	
	EBI
	0

	TFT
	O
	
	Bearer TFT
	0

	S1-U eNodeB F-TEID
	C
	This IE shall be included on the S11 interface for an eUTRAN handover/TAU.
	F-TEID
	0

	S4-U SGSN F-TEID
	C
	This IE shall be included on the S4 interface if the S4-U interface is used.
	F-TEID
	1

	S5/S8-U SGW F-TEID
	C
	This IE shall be included on the S5/S8 interface for an  "eUTRAN Initial Attach", a "PDP Context Activation"   or a "UE Requested PDN Connectivity ".
	F-TEID
	2

	S5/S8-U PGW F-TEID
	C
	This IE shall be included on the S4 and S11 interfaces for the TAU/RAU/Handover cases when the GTP-based S5/S8 is used.
	F-TEID
	3

	Bearer Level QoS
	M
	
	Bearer QoS
	0

	Charging Characteristics
	C
	This IE shall be included according to 3GPP TS 32.251 [8]
	Charging Characteristics
	0

	Charging ID
	C
	This IE shall be included on the S11/S4 interfaces for the TAU/RAU/Handover cases.
	Charging ID
	0

	Bearer Flags
	O
	Applicable flags are:

· PPC (Prohibit Payload Compression)
	Bearer Flags
	0


Table 7.2.1-3: Bearer Context to be removed within Create Session Request

	Octet 1
	
	Bearer Context IE Type = 93 (decimal)
	
	

	Octets 2 and 3
	
	Length = n 
	
	

	Octet 4
	
	Spare and Instance fields
	
	

	Information elements
	P
	Condition / Comment
	IE Type
	Ins.

	EPS Bearer ID
	M
	
	EBI
	0

	S4-U SGSN F-TEID
	C
	This IE shall be sent on the S4 interface if the S4-U interface is used.
	F-TEID
	0


* * * Fourth Change * * * *
7.6
Reliable Delivery of Signalling Messages

For each triplet of local IP address, local UDP port and remote peer's IP address a GTP entity maintains a queue with signalling messages to be sent to that peer. The message at the front of the queue, if it is a request for which a response has been defined, shall be sent with a Sequence Number, and shall be held in a list until a response is received. The same provision is applicable to notification messages with an associated acknowledge message.  The Sequence Number shall be unique for each outstanding request message sourced from the same IP/UDP endpoint. A node running GTP may have several outstanding requests while waiting for responses. A single request shall be answered with a single response, regardless whether it is per UE, per APN, or per bearer. A request / response pair of messages shall have the same sequence number.

The Sequence Number shall be unique for each outstanding notification message sourced from the same IP/UDP endpoint. A node running GTP may have several outstanding notifications while waiting for acknowledge messages. A single notification shall be answered with a single acknowledge, regardless whether it is per UE, per APN, or per bearer. A notification / acknowledge pair of messages shall have the same sequence number.

In the specific case of GTP Command Messages which do not have an explicit response, but which trigger a Request Message, the sequence number used by Command Message shall be the same for all three messages: the Command, the triggered Request and the corresponding Response messages.
A piggybacked initial message (such as a Create Bearer Request message or Modify Bearer Request message) shall contain a Sequence Number that is assigned by sending GTP entity and the message shall be held in a list until a response is received. The response message to a piggybacked initial message may arrive without piggybacking (e.g., Create Bearer Response at PGW). 
The Sequence Number in the GTP header of the triggered response message shall be copied from the respective request message
If a request message (e.g., Create Session Request) triggers piggybacking (i.e., Create Bearer Request piggybacked on Create Session Response), re-transmission of the request message shall also trigger piggybacking.  
A sequence number used for a Command Message and its associated messages shall have the most significant bit set to 1. A sequence number used for a Request Message not triggered by a Command Message shall have the most significant bit set to 0.

This setting of the most significant bit of the sequence number is done to avoid potential clashes between the sequence number selected for a Command Message, and the sequence number selected by a GTP peer for a Request Message which was not triggered by a Command Message.

A timer shall be started when a signalling request message (for which a response has been defined) is sent. A signalling message request or response has probably been lost if a response has not been received before the timer expires. 

A timer shall be started when a notification message (for which an acknowledge messages has been defined) is sent. A notification or acknowledge message has probably been lost if a response has not been received before the timer expires.

A timer shall be started when a command message is sent. A command or request message has probably been lost if a request has not been received before the timer expires.
Once a timer expires, the request is then retransmitted if the total number of request attempts is less than N3‑REQUESTS times. The expiry of the timer for piggybacked request messages shall result in re-transmission of the original IP/UDP packet containing both the triggered response message and the piggybacked initial message. T3-RESPONSE timer and N3‑REQUESTS counter setting is implementation dependent. That is, the timers and counters may be configurable per procedure. Multileg communications (e.g. Create Session Requests and Responses) however require longer timer values and possibly a higher number of retransmission attempts compared to single leg communication.

All received request messages shall be responded to and all response messages associated with a certain request shall always include the same information. Duplicated response messages shall be discarded. A response message without a matching outstanding request should be considered as a duplicate.

If a GTPv2 node is not successful with the transfer of a non-Echo signalling message, e.g. a Create Bearer Context Request message, it shall inform the upper layer of the unsuccessful transfer so that the controlling upper entity may take the necessary measures.
* * * Fifth Change * * * *
7.7
Error Handling
7.7.0
Handling Piggybacked Messages

For piggybacked initial messages, the following general rule shall apply: the triggered response message carrying the piggybacked message shall be processed first, according to the following sections. Subsequently, the piggybacked initial message shall be processed independently. If the processing of dedicated bearer activation message results in an error, this shall not affect the default bearer establishment. If the default bearer establishment fails, the dedicated bearer activation related message shall be discarded. 
7.7.1 
Protocol Errors

A protocol error is defined as a message or an Information Element received from a peer entity with unknown type, or if it is unexpected, or if it has an erroneous content. 

The term silently discarded is used in the following subclauses to mean that the receiving GTP entity's implementation shall discard such a message without further processing, or that the receiving GTP entity discards such an IE and continues processing the message. The conditions for the receiving GTP entity to silently discard an IE are specified in the subsequent subclauses.

The handling of unknown, unexpected or erroneous GTP messages and IEs shall provide for the forward compatibility of GTP. Therefore, the sending GTP entity shall be able to safely include in a message a new conditional or an optional IE. Such an IE may also have a new type value. Any legacy receiving GTP entity shall, however, silently discard such an IE and continue processing the message.

If a protocol error is detected by the receiving GTP entity, it should log the event including the erroneous message and should include the error in a statistical counter.

An information element with "Mandatory" in the "Presence requirement" column of a message definition shall always be present in that message.

An information element with "Conditional" in the "Presence requirement" column of a message definition shall be sent when the conditions detailed in the "Presence requirement" are met.

The Version Not Supported Indication message shall be considered as Response for the purpose of this subclause.

 The receiving GTP entity shall apply the error handling specified in the subsequent subclauses in decreasing priority.
If the received erroneous message is a response to a pending GTP request message, the GTP transaction layer shall stop retransmissions and notify the GTP application layer of the error even if the response is silently discarded.

7.7.2 
Different GTP Versions

If a GTP entity receives a message of an unsupported GTP version, it shall return a Version Not Supported Indication message and discard the received message.

7.7.3 
GTP Message of Invalid Length

If a GTP entity receives a message, which is too short to contain the respective GTPv2 header, the GTP-PDU shall be silently discarded.

Apart from a piggybacked GTP message, if a GTP entity receives a Request message within an IP/UDP packet of a length that is inconsistent with the value specified in the Length field of the GTP header, then the receiving GTP entity should log the error and shall send the Response message with Cause IE value set to "Invalid Length".
Apart from a piggybacked GTP message, if a GTP entity receives a Response message within an IP/UDP packet of a length that is inconsistent with the value specified in the Length field of the GTP header, then the receiving GTP entity should log the error and shall silently discard the message.
If a GTP entity receives two GTP messages (triggered response message and a piggybacked initial message) within an IP/UDP packet of a length that is inconsistent with the total length of the two concatenated messages as indicated by Length fields of the GTP headers, then the receiving GTP entity should log the error and return an appropriate Response message with Cause IE value set to "Invalid overall length of the triggered response message and a piggybacked initial message". That is:

-
for a Create Session Response message together with a piggybacked Create Bearer Request message, a Create Bearer Response message should be returned with the above Cause value. 
-
for a Create Bearer Response message together with a piggybacked Modify Bearer Request message, a Modify Bearer Response message should be returned wth the above Cause value.
7.7.4 
Unknown GTP Message

If a GTP entity receives a message with an unknown Message Type value, it shall silently discard the message.

7.7.5 
Unexpected GTP Message

If a GTP entity receives an unexpected initial message (see subclause 4.3 "Protocol stack"), it shall be silently discard the message and shall log an error.

If a GTP entity receives an unexpected triggered message (see subclause 4.3 "Protocol stack"), it shall discard the message and may log an error.

7.7.6 
Missing Information Elements

A GTP entity shall check if all mandatory IEs are present in the received Request message. If one or more mandatory information elements are missing, the GTP entity should log the error and shall send a Response message with Cause IE value set to "Mandatory IE missing" together with the type and instance of the missing mandatory IE.

If a GTP entity receives a Response message with Cause IE value set to "Mandatory IE missing", it shall notify its upper layer.

A GTP entity shall check if all mandatory IEs are present in the received Response message. If one or more mandatory information elements are missing, the GTP entity shall notify the upper layer and should log the error.

A GTP entity shall check if conditional information elements are present in the received message, if possible (i.e. if the receiving entity has sufficient information available to check if the respective conditions were met). 

When possible, a GTP entity shall check if all conditional IEs are present in the received Request message. If one or more conditional information elements are missing, GTP entity should log the error and shall send a Response message with Cause IE value set to "Conditional IE missing" together with the type and instance of the missing conditional IE. 

When possible, a GTP entity shall check if all conditional IEs are present in the received Response message. If one or more conditional information elements are missing, GTP entity shall notify the upper layer and should log the error.

Absence of an optional information element shall not trigger any of the error handling processes.

7.7.7 
Invalid Length Information Element

An information element has invalid length when the actual length of the IE is different from the value of the Length field in the IE header. 

If a GTP message contains more than one information elements and one or more of them have invalid length, the receiving GTP entity can detect which of the IEs have invalid length only in the following cases:

-
If the Length value in the IE header is greater than the overall length of the message;

-
If the invalid length IE is the last one in the message.

If a receiving GTP entity detects information element with invalid length in a Request message, it shall send an appropriate error response with Cause IE value set to "Invalid length" together with the type and instance of the offending IE.

Other Length field handling cases are specified below:

-
If the received value of the Length field and the actual length of the fixed length IE are consistent, but the length is greater than that expected by the fixed number of octets, then the extra octets shall be discarded.

-
If the received value of the Length field and the actual length of the fixed length IE are consistent, but the length is less than that expected by the fixed number of octets, this shall be considered an error, IE shall be discarded and if the IE was received as a Mandatory IE or a verifiable Conditional IE in a Request message, an appropriate error response with Cause IE value set to "Invalid length" together with the type and instance of the offending IE shall be returned to the sender.
-
If the received value of the Length field and the actual length of the extendable length IE are consistent, but the length is greater than that expected by the fixed number of octets preceding the extended field(s), then the extra unknown octets shall be discarded.

-
If the received value of the Length field and the actual length of the extendable length IE are consistent, but the length is less than that expected by the fixed   number of octets preceding the extended field(s), this shall be considered an error, IE shall be discarded and if the IE was received as a Mandatory IE or a verifiable Conditional IE in a Request message, an appropriate error response with Cause IE value set to "Invalid length" together with the type and instance of the offending IE shall be returned to the sender.

7.7.8 
Semantically incorrect Information Element

The receiver of a GTP signalling message Request including a mandatory or a verifiable conditional information element with a semantically invalid Value shall discard the request, should log the error, and shall send a response with Cause set to "Mandatory IE incorrect" together with a type and instance of the offending IE.

The receiver of a GTP signalling message Response including a mandatory or a verifiable conditional information element with a semantically invalid Value shall notify the upper layer that a message with this sequence number has been received and should log the error. 

If a GTP entity receives an information element with a value which is shown as reserved, it shall treat that information element as invalid and should log the error. If the invalid IE is received in a Request, and it is a mandatory IE or a verifiable conditional IE, the GTP entity shall send a response with Cause set to "Mandatory IE incorrect " together with a type and instance of the offending IE.

The principle is: the use of reserved values invokes error handling; the use of spare values can be silently discarded and so in the case of IEs with spare values used, processing shall be continued ignoring the spare values.

The receiver of a GTP signalling message including an optional information element with a Value that is not in the range defined for this information element value shall discard this IE, but shall treat the rest of the message as if this IE was absent and continue processing. The receiver shall not check the content of an information element field that is defined as 'spare".

All semantically incorrect optional information elements in a GTP signalling message shall be treated as not present in the message.

7.7.9 
Unknown or unexpected Information Element

The receiver of a GTP message including an unexpected information element with known Type value, but with the instance value that is not defined for this message shall discard the IE and log an error. The receiver shall process the message.

An information element with a Type value which is defined in section 8.1 of the present specification but whose Instance Value is not expected in the received GTP signalling message according to the grammar defined in section 7.1 to 7.5 and 7.9 of the present specification shall be silently discarded (skipped) and the rest of the message processed as if this information element was not present. 

NOTE:
An Information Element in an encoded GTPv2 message or grouped IE is identified by the pair of IE Type and Instance value. 

7.7.10
Repeated Information Elements

An Information Element is repeated if there is more than one IE with the same IE Type and Instance in the scope of the GTP message (scope of the grouped IE). Such an IE is a member in a list.

If an information element is repeated in a GTP signalling message in which repetition of the information element is not specified, only the contents of the information element appearing first shall be handled and all subsequent repetitions of the information element shall be ignored. When repetition of information elements is specified, only the contents of specified repeated information elements shall be handled and all subsequent repetitions of the information element shall be ignored.

* * * Sixth Change * * * *
8.12
Indication

Indication is coded as depicted in Figure 8.12-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 77 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	DAF
	DTF
	HI
	DFI
	OI
	ISRSI
	ISRAI
	SGWCI
	

	
	6
	Spare


	CRSI
	P
	PT
	SI
	MSV
	

	
	7 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.12-1: Indication

The following bits within Octet 5 shall indicate:

-
Bit 8 –  DAF (Dual Address Bearer Flag): This bit shall be set when the UE requests PDN type IPv4v6 and all SGSNs which the UE may be handed over to are Release 8 or above supporting dual addressing, which is determined based on node pre-configuration by the operator..

-
Bit 7 – DTF (Direct Tunnel Flag): This bit shall be set when the UE is in UTRAN/GERAN network and Direct Tunnel is selected 

-
Bit 6 – HI (Handover Indication): If this bit is set to 1, it shall indicate that a UE handover from a non-3GPP access to a 3GPP access system. This bit is applicable during the attach procedure or during the UE requested PDN connectivity procedure. 

-
Bit 5 – DFI (Direct Forwarding Indication): If this bit is set to 1, it shall indicate that the direct forwarding between the source eNodeB/RNC and the target eNodeB/RNC during the handover procedure is applied.

-
Bit 4 – OI (Operation Indication): 

-
If this bit is set to 1, it shall denote that the receiving SGW of a "Create Session Request" shall send a Modify Bearer Request immediately to the PGW. This allows the SGW to differentiate if the "Create Session Request" received on S4/S11 interface belongs to a TAU/RAU with an SGW relocation  (OI = 1), or X2-based handover with SGW relocation (OI = 1) or S1-based handover with SGW relocation (OI = 0).  

-
It shall be set to 1 on S4/S11 interface if the SGW needs to forward the Delete Session Request message to PGW.

-
Bit 3 – ISRSI (Idle mode Signalling Reduction Supported Indication): If this is set to 1, it shall indicate that the old/source SGSN/MME is capable to activate ISR.

-
Bit 2 – ISRAI (Idle mode Signalling Reduction Activation Indication): If this bit is set to 1, it shall indicate that the ISR is established between the MME and the S4 SGSN during a TAU/RAU without an SGW change procedure or during an Inter RAT handover without an SGW change procedure. The SGW shall retain the resources for the other CN node that has its bearer resources on the SGW reserved. The old/source SGSN/MME shall maintain the UE's contexts and activate ISR.
-
Bit 1 – SGWCI (SGW Change Indication): If this bit is set to 1, it shall indicate that the target MME/SGSN has selected a new SGW during a TAU/RAU or handover with an SGW change procedure.

The following bits within Octet 6 shall indicate:

-
Bit 8 to 6 – Spare, for future use and set to zero.

-
Bit 5 – CRSI (Change Reporting support indication): if this bit is set to 1, it indicates that the MME/S4 SGSN supporting Location Change Reporting mechanism.

-
Bit 4 – PS (Piggybacking Supported). This bit denotes whether the MME/SGW support piggybacking feature as described in Annex F of 3GPP TS 23.401 [3]. If set to 1, it indicates that the node is capable of processing two different GTP-C messages appearing back to back in a single UDP payload.

-
Bit 3 – PT (Protocol Type) If this bit set to 1, it shall indicate that the protocol type for the S5/S8 interface is PMIP; this bit is set to 0 to indicate that the protocol type for the S5/S8 interface is GTP.

-
Bit 2 – SI (Scope Indication): If this bit is set to 1, it indicates that all bearer resources of the UE shall be released by the SGW. This flag is set in messages during TAU/RAU/Handover procedure with SGW change.
-
Bit 1 – MSV (MS Validated): If this bit is set to 1, it shall indicate that the new MME/SGSN has successfully authenticated the UE.

* * * Seventh Change * * * *
8.4
Cause

Cause IE is coded as depicted in Figure 8.4-1.

	.
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1
	Type = 2 (decimal)
	

	
	2 to 3
	Length = n
	

	
	4
	Spare
	Instance
	

	
	5
	Cause value
	

	
	6
	Spare
	CS
	

	
	7 
	Type of the offending IE
	

	
	8-9
	Length
	

	
	10
	Spare

Instance


	


Figure 8.4-1: Cause

The following bits within Octet 6 indicate:

-
Bits 8 to 2: Spare, for future use and set to zero

-
Bit 1 – CS (Cause Source): If this bit is set to 1, it indicates that the corresponding error cause is originated by the remote node (i.e., the MME to a PGW, or the PGW to a MME). This bit is set to 0 to denote that the corresponding error cause is originated by the node sending the message. The CS should be set to 1 by the SGW when the SGW relay a response message with cause value from the MME to the PGW or from the PGW to the MME. For PMIP based S5/S8, the SGW shall include the PMIP cause and set the CS bit to 1 when the SGW relay a response message with the cause value from the PGW to the MME.

The Cause value shall be included in the response message. In a response message, the Cause value indicates the acceptance or the rejection of the corresponding request message. The Cause value shall indicate the explicit reason for the rejection. 

If the rejection is due to a mandatory IE or a verifiable conditional IE is faulty or missing, the offending IE shall be included within an additional field, as Type and Instance of the offending IE that caused the rejection. The length in the Octet 8-9 and spare bits in the Octet 10 shall be set to "0".  In this case, the value of "n" shall be "6". Otherwise, the value of "n" is equal to "2".

The Cause may also be included in the request message. In a request message, the Cause value indicates the reason for the request.

"Request accepted" is returned when the GTPv2 entity has accepted a control plane request.

Table 8.4-1: Cause values

	Message Type
	Cause value 

(decimal)
	Meaning

	
	0
	Reserved. Shall not be sent and if received the Cause shall be treated as an invalid IE

	Request
	1
	Paging Cause

	
	2
	Local Detach

	
	3
	Complete Detach

	
	4
	RAT changed from 3GPP to Non-3GPP

	
	5
	ISR is activated

	
	6 to 15
	Spare. This value range is reserved for Cause values in a request message

	Acceptance Response
	16
	Request accepted

	
	17
	Request accepted partially

	
	18
	New PDN type due to network preference

	
	19
	New PDN type due to single address bearer only

	
	20 to -63
	Spare. This value range is reserved for Cause values in acceptance response message

	Rejection Response
	64
	Context Not Found

	
	65
	Invalid Message Format

	
	66
	Version not supported by next peer

	
	67
	Invalid length

	
	68
	Service not supported

	
	69
	Mandatory IE incorrect

	
	70
	Mandatory IE missing

	
	71
	Optional IE incorrect

	
	72
	System failure

	
	73
	No resources available

	
	74
	Semantic error in the TFT operation

	
	75
	Syntactic error in the TFT operation

	
	76
	Semantic errors in packet filter(s)

	
	77
	Syntactic errors in packet filter(s)

	
	78
	Missing or unknown APN

	
	79
	Unexpected repeated IE

	
	80
	GRE key not found

	
	81
	Reallocation failure

	
	82
	Denied in RAT

	
	83
	Preferred PDN type not supported

	
	84
	All dynamic addresses are occupied

	
	85
	UE context without TFT already activated

	
	86
	Protocol type not supported

	
	87
	UE not responding

	
	88
	UE refuses

	
	89
	Service denied

	
	90
	Unable to page UE

	
	91
	No memory available

	
	92
	User authentication failed

	
	93
	APN access denied – no subscription

	
	94
	Request rejected

	
	95
	P-TMSI Signature mismatch

	
	96
	IMSI not known

	
	97
	Semantic error in the TAD operation

	
	98
	Syntactic error in the TAD operation

	
	99
	Reserved Message Value Received

	
	100
	PGW not responding

	
	101
	Collision with network initiated request

	
	102
	Unable to page UE due to Suspension

	
	103
	Conditional IE missing

	
	104
	APN Restriction type Incompatible with currently active PDN connection

	
	10x
	Invalid overall length of the triggered response message and a piggybacked initial message

	
	10y to 219
	Spare. This value range is reserved for Cause values in rejection response message

	
	220 to 255
	Reserved for 3GPP Specific PMIPv6 Error Codes as defined in 3GPP TS 29.275 [26]


* * * End of Changes * * * *
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