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1. Overall Description:

CT4 has been discussing a change to the GTPv1-U protocol which is motivated by security related considerations.
The attached paper C4-082605 addresses the implementation of one specific GTPv1-U signalling message, "Error Indication", whose implementation differs from other GTP signalling messages in that it is not sent towards the source UDP port of the triggering message but towards a fixed UDP port (2152). It also proposes adding information on the source port of the triggering message in order to facilitate that GTP-aware firewalls are able to better filter out faked "Error Indication" messages that an attacker could inject.

Further motivation on why this proposed implementation, and why this security risk becomes more serious with the introduction of EPS can be found in the attached paper.

During the discussion, the CT4 group has expressed concerns that we do not have any clear guidelines on the security principles that we shall follow when designing core network protocols. This makes it difficult to agree on any protocol design decision which is solely based on security reasons.
Concerns have been expressed that fixing security issues on a case by case basis as the attached paper is proposing, might not be the right way forward, and that a more general approach for a security-aware protocol design might be preferred by SA3.

On the other hand, it would be desirable to address the issue discussed in the attached paper within release 8, which requires a decision in CT4's meeting CT4#41, 10th – 14th November 2008.
2. Actions:

To SA3 group.

ACTION 1: 
CT4 requests the S3 group to verify the problem identified in the attached contribution (C4-082605). In particular, CT4 requests the S3 group to confirm that the proposed protocol changes reduce the vulnerability identified in the attached document concerning the firewalls that might be deployed in the EPC architecture. CT4 would appreciate an expedited answer within the week of 10 – 14 of November 2008.

 ACTION 2: 
CT4 requests the SA3 group to provide some guidelines or suitable references to the appropriate security model for CT4 to follow when designing core network protocols.

3. Date of Next CT4 Meetings:

CT4#41
10th – 14th November 2008
Shanghai, CHINA

CT4#42
9th – 19th February 2009

San Antonio, USA
